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KriameTTiH aTtaysl: KoprnopaTHUBTIK aHTUBUPYCTHIK OarapiaMalibiK,
KaMTaMacCkI3 eTyTe JulleH3usap 6epy xkKoHe TEXHUKAJIHIK, KOJImay KepceTy
KbI3MeTTepi. Tancepeic Oepyi: «Kazakctan Pecybmukacel 2Korapsr CoT
Kenecinig xaHbplHgarel COT Tepeniri akageMusackl» PMM. barmapnamarnisik,
KaMTaMacChI3 eTy[iH aTaysl: 2KyMBIC CTaHIIUANTapLIH KOPFayFa apHaIFaH
KOPIIOPATUBTIK aHTUBUPYCTHIK GarmapiiaMalblk KAMTaMack3 eTy.
Jluuensusanap ca"sl: 120 (Ky3 KUBIPMa) JKYMBIC CTAHLIUSCHIL.
JInneH3usgnapabiH KoNmaHby Mep3imi: JIutien3usinap 6enceHpaipinresn
KYHHEH OacTam HeEMece OH[IPYIIiHiH TUIeH3UsIay apTTaphiHa COUKeC
aVKBIHAJIFaH IMIEH3USHBIH KOIOAHBIUTy Mep3iMi 6acTanFal KyHHEH OacTan
keMmiuge 12 (oH eki) aii. TexHUKANEIK Tanantap 1. Tamcepric 6epyiriHiy
JKYMEIC CTAHLIKATIapHH KOPFayFa apHalIFaH KOPIOPATUBTIK aHTUBUDYCTHIK
OarmapramManbK KaMTaMack3 eTymid 120 (Ky3 KuUblpMa) JTUIEeH3USICHIH
YCBIHY. 2. 2KYMEIC CTAHIUSIAPLIH BUPYCTapaaH, 3USHOLL
OarpmapriaManappaH, IMHOHILK GaFgapiaaMaiblK KaMTaMack3 eTyeH XKoHe
e3re e kubepKayinTepaeH KOPFayasl KaMTaMack3 eTy. 3. JINleH3usIapabH
KOJIIaHBUIY MepP3iMi illiHe aHTUBUPYCTHIK, HePEKKOPIap MEH
OargapiaMaliblK, KOMIIOHEHTTEPIH TYPAKTH JKaHaPTHUIEII OTEIPYEIH
KaMTaMackui3 eTy. 4. TaHganraH NUIEH3UABIK 0HIMAE TAICTI QyHKIMOHAT
OonraH XKarganaa, XKYMBIC CTaHIUSAIapbIH KOPFayIbl OPTabIKTaHIbIPHIIFaH
fackapy XKyiecine KOMKeTiMIimKTi yCrHy. 5. CaTHII alkIHFaH
JIUTIEH3USIHEIH IIapTTaphiHa ColiKec OarmapiaaMablK KaMTaMack3 eTyhi
OH[IIPYIIiHIH TeXHUKAIBIK KOIOAyLH YCHHY. 6. JInneH3usnapas 6enceHmipy
VILiH IUIEeH3USIHK KinTTepi, 6eIceHaipy KOOTapelH HEMeCce OHIipyIIi
KO3[ereH 63re [e Kypalgapasl YCeHY. 7. JIuleH3usAnapabsly 3a80bl TYPOE
aJIbIHFAHBIH XKoHe TalChIphiC OepYIiHiH oMap/bl MakiaanaHy KyKeIFsl 6ap
ekeHiH pactay. KeiameT kepceTy opHbl: KazakcTan Pecnybmukackl, AcTaHa
Kanachl, benbiTminmik kermeci, 46-Fumapat, «KazakcTtan PecyGauKach
Korapsl CoT KeHeciHiH xkaHBHOaFE COT TOpeniri akageMusicsl» PMM
ruMaparthl. KpI3MeT KepceTy HoTukKeci: Tamncrpric Oepyiiire OenriieHrexn
Mep3iM iliHfe XXaHapTyJlapMeH XKoHe TEXHUKAJILIK KoJIfayMeH KaMTaMackl3
eTiNreH, xXapaMabl KOPIOPaTHUBTIK aHTUBUPYCTHIK OarapiaMalibiK,
KaMTaMach3 eTyaig 120 (Ky3 KublpMa) NUIEH3USICHIH YCHHY.
AHTUBUDYCTHIK KOPFaHHIC (AK) XKyMEBIC CTaHIIUSAIApE MEH CepBepiiep
XKeJTiCiHiH TypaKTHl KYMBICEIH KaMTaMaChl3 €TETiH KOPIIOPATUBTIK IIELIiM
Oomys! Kepek. ByKin yiibIM OipeIHFall aHTUBUPYCTHIK, Kypasimap/ibl
nalifanagagbl. By TeXHUKAINLIK epeKIleNniK aHTUBUDPYCTHIK KOpFay XKyHeciH
eHri3y OOMBIHIIA ifleciie KEI3METTEeP KOPCeTe OTHIPHII, XKEeTKi3iNeTiH
OarmapiamManbK, KaMTaMachkl3 eTyTre KOMBIIaThIH TalanTapasl 6enrineiTin
ipremi Kyxat 6osbin Tabbinanel. 2KylieHiH 6apablK KOMIIOHEHTTePi Oip-
GipiMeH TOJBIK MHTETPALUAIAHYH KepeK. 1. AHTUBUPYCTHIK KOPFay
OarmapaMalbIK JKacaKTaMachlHA KOUBITATHH Kambl TamanTtap 1.1.
KopranaThlH TYHiHOEPIiH XKalmbl CaHbl: JINIIEH3USIHBIH XKapaM/IbIIIbK,
Mep3imi: 6aFgapiaMalblk KacakTaMa JIUIeH3UsIaph XXacalFaH COTTeH
facramn 12 a¥t backapy cepsepi 1. bapinbik xKemninik nHGPaKypPHIIEIMIE
QHTUBUPYCTHIK, KOPFayIbl OPTaIBIKTaHALIPLIIFAH 0ackapy MYMKIiHMiTi. 2.
Herisri xxoHe aliMaKTHIK GeiMIIeepre THECiTi KYMBIC CTaHIIUSTaPHIHbIH,
CEpBEPIIEPHiH XoHe MOOUIB/I KYPRUIFEIIAPALIH aHTUBUPYCTHIK, KOPFAHBICHIH
OpTaJBIKTAaHOBIPEUTFAH 6ackapyra




MYMKiHiK 6epeTiH Heri3ri cepBepyieH XKoHe OaFLIHBIIITE CEPBEPIIEPHAEH
TYPAaTHIH HepapXusibiK 6ackapy KYpPhUIBIMBIH Kypy MyMKiHmiri. 3. Windows,
MacOS xoHe Linux XKyMEIC iCTEUTIH XXyMBIC CTAHLIUSIaPE MEH
cepBepIiepae OpPHATHUIFAH Ka0OKKTH Tyrermey. 4. Windows, macOS xoHe
Linux XKyMBIC iCTeNTiH XKYMBIC CTaHIIMSTIaPE MEH cepBepliepae OpHATHIIFAH
OarmapraMalbIK XKacakraMaHe Tyreuaey. 5. Windows, Linux xaHe Mac
OTIepalUsIIbIK, XKYylenepiHe apHaiFaH aHTUBUPYCTHIK, OaFmapiaMarlbik,
JKacakTaMaHHI 6ip yakpiTTa GipHeIlle COHFE HYKTEre KalllbIKTaH OpHaTYy. 6.
[Matimananyurs 6aFmapaMaskK, JKacaKTaMaCkH KaIllbIKTaH OpPHATY. 7.
OpHAaTHUIFaH MalganaHyIibl OargapiIaMaliblK XKacakKTaMaChlH KAIIEIKTaH
K010 MyMKiHpiri. 8. Windows, Linux xkeHe Mac onepanusibK XKylenepine
apHaJFaH aHTUBUPYCTHIK, OarmapiaMalbK JKacaKTaMaHbl KallbIKTaH Xk0I0. 9.
KamrikTan 6ackapy KypasblHbIH KeMeTiMeH KOChIMINA XKeJIiliK apeKeTTepi
OpHIHAAY MYMKIHITi, MBICAJIBL: OLIIPY XXKoHEe KalTa KYKTey, KOMIbIOTEPHiH
0SITy CUTHaJBIH Xibepy, xabapinamarnap Xki0epy, KIMeHTTiK KOMIIbIOTepae
KOMaH[aJIbIK XKOJIABH HaKTH HYCKay/laphlH OPHIHOAY, KIMEHTTIK
KOMITLIOTEPMiH aMaJIibIK XKykecid xKaHapTyns 6acray. 10. OkimaynaHFaH
JKeJIieri COHFBI HYKTeNepae, COHai-ak KOprayabl KaxkeT eTeTiH, Oipak
SKIMIIIJIIK CepBEpre yaKbITIla KOCEIJIMaFaH COHFEL HYKTEJIEPAE TOJIBIK,
QHTUBUPYCTHIK, KOPFay/Ibl OPHAIACTHIPY VYIIiH OpHATy OyMaaphiH
9KCIIOPTTayFa MYMKiH[iK OepeTiH anfbH ajla OpHATHIIFaH KOHGUTYpaluus
napametpepi 6ap Windows, Linux xeHe Mac onepanusibk, Kyienepine
apHaJFaH OpPHATY OyMasiaphiH XkKacay XKoHe eHIey KypaibHbH 6oyl 11.
OKIMIIIIIK cepBepiH op TYPIIi TalifamaHyIIbIIaphiH KypyFa XXKoHe ojlapFa
XKeke GenmiMaepre, aKiMIIIiTIK cepBepaeri KOMILIOTEPIIep TONTapEIHA op
TYPJIi KOJT KeTiMIiTiK KYKbIKTaphlH TaFalbIHOayFa MyMKiHIIK OepeTin
maiiananyms MeHenxKepiniy 601ysl, 6y KeH aHTUBUPYCTHK KOPFaHBIC
XKyHeCiHiH alMaKTHIK KYYeJliK oKiMIIinepine ap Typii KOJ XKeTiMIiIiK
KYKBIKTaphIH Oepyre MyMKiHAiK Gepemi. 12. Active Directory Kayimci3mik
TOTITAPHI aPKBUTH 6aCKapy KOHCOMiHIH oKiMIImiepin ayTeHTHQUKALIUSIIAY
MyMKiHmiri. 13. OpTanbKTaHIEIPEIIFaH 6acKapy cepBepiHe PYKCATCHI3
KOCBUTYIB O0IIBIPMaRThIH oKiMIi TipKenrinepi yiis exi ¢hakTopIsl
ayTeHTH(UKALKMSIHE Naifanany MyMKingairi. 14. Kougurypauusgarst
GapyIBIK ©3repicTep/i KoHe SKIMIIITIK cepBep MaigalaHyIIbIaph
OPBIHAAUTHH OapIIbIK, OPEKeTTEeP i TIDKEUTiH KoHe OaKbIaUTHIH ayquT
JKypHaNbIHLH 607Tysl. 15. 2Keke 6paHaMaysp, HAKTH YaKbITTAFbl KOPFAHEIC,
3JIEKTPOH[EIK IIOIITA KJIMEHTIH KOpFay, HTepHETKE Kipyni KopFay,
KYPBUIFBIHEL OacKapy, Be0-0aKkbliay, KeKe KIHEHTTeri aHTUCIIaM CUSKTHI
KOpPFaHEBIC MOAYIbAEPIiH KAIIBIKTaH KOCY KoHe OIIipy MyMKiHAiri. 16.
CraTHKanbIK TONTAapObl KYPY XXKoHE 6HOEY MYMKIHAIT] XKoHe Active Directory-
IeH KOMIIBIOTePJIep aFalllblH UMIOPTTay MyMKiHAiri. 17. KnuenTtrepai
OWHAMUKAJIBIK TOTITAPFA aBTOMATTH TYpAe 06ymi KenTereH KpUTepUinep
OOMEIHINIA TEHIIEY, COJAH KeWiH THiCTi Kayinci3mik cascaThiH TaFalbIHIAY,
COHMIa¥-aK, KaXKeTTi TallCEIpMallapAbl OphIHAAY MyMKiHAiri. 18.
[Naitmanarnymsliap MeH TonTtapasl Active Directory-men umnopTray
MYMKIH/iTi, oJlTapaBl KYPRUTFEIHEL OacKapy XoHe BeO-0aKkliay epexenepin
JXKeKeJleHAipy YIIiH ofaH opi naipanany. 19. AHTUBUPYCTHIK 6HIMIOEPHiH
KOH(UTypamus napamMmeTpiepine y3mikcis




KBI3MET KepceTyre apHaiFaH KipiCTipiireH xXoHe NalfaaaHyIIkl
casicaTTaphlH NalifanaHy MyMKiHAiri. CasicaTTh 9KCIOPTTAy/UMIOPTTAY
myMKiHpiri. 20. MHGpaKypHUIEIMHBIH KayilCi3mirid KopFay meHreiiine,
KOpFaJIFaH COHFBI HYKTENEPiH KyliHe, COHal-aK oKIMIIIIIK CEpBEPIiH
KYHiHe KaTBICTHI OapIIbK KaXkeTTi MomiMeTTepni 6epeTid Oakbliay
TaKTaCHIHEIH 607yHl. 21. Bakpiay TaKTackl YIIiH [ie, 9pTYPJIi ecentepmi
KQJIBINITACTHIPY VILiH e makaananyra 6omaTeiH 100-re XYHIK algbH ajla
OpHATHUIFAH ecen ynrinepinin 6omysl. 22, bakeinay Takrack yitis e, PDF,
CSV (dopmaTHIHIA ecenTep Kypy VIIiH Ie, KOPCeTiAreH kKo OOHEIHINA api
Kapal cakTay HeMece KOpPCEeTiNTeH 3JIEKTPOH/IBIK, [TOIITara Kibepy YIUiH me
KOJITaHBIIATHIH eceln IabI0HIapelH KYpy KoHe eHIey MYMKiHmiri. 23.
Keneci mepekkopiapabl KallbIKTaH 6ackapy KypanasIMeH Komay: MS SQL
Server, MySQL. 24. SIEM-MeH ofaH opi HHTerpalusanay i
JKypHaJmapab syslog-ka sKCIopTTay MyMKiHAiri. 25. 2KypHanmap MeH
ecellTep napaMeTpIiepid TeHIIey HeMece 9PTYPIIi XKyleaep/KIueHTTep YIiH
50-meH acTaM mwabIOHAAPHAR TAHAAY MYMKIHMITi. 26. AHTUBUPYCTHIK, OHIM/II,
apHaubl YTANIUTAHEL HEMECE IIPOKCU-CEPBEPi TakgalaHbIIl KaHapTy
alHaCHH Xacay MyMKiHfiri. 27. Yuriumi Tapan HTTP cepBeprepine
HeTi3[eNreH XaHapTy aHaCHH &Kacay MyMKiHgiri. 28. CepTudukarnex
KOprairaH GaililaHkIC apKBLUTH Ke3-KeJIreH MIOJIFRIIT apKhIIEl CepBepai
fackapyra MyMKiHfiK 6epeTin Be6-0arbiTTanran unTepderic. 29. CoHFH
HYKTeJIepAe aHTUBUPYCTHIK, OHIM/Ii KalTEIKTaH OacKapyFra, COHAal-aK JKYMBIC
CTaHUUATAPLIHOAFEl aHTUBUPYCTHIK, KOPFAHLIC JeHTeliH KoHe OllePalusiIbK
XKyHeHiH Ky#iH 6aKplIayFa MyMKiHIIK OepeTiH ToyeJci3 areHTTi maigaaaHy.
30. 2KyMbIC cTaHUXSCHHA OPHATHIIFAH OarmapiaMarblk, JkacaKTaMaHkl
Oakblyiay, COHal-aK TaHJay VIIiH OpHATHUIFaH OarmapiaMallbk,
JKacaKTaMaHBI K010 MyMKiHmiri. 31. Mobunbai KypeIIFsIIapaa
AHTHUBUPYCTHIK KOPFayael 6ackapyra MyMKiHAIK 6epeTiH KOChIMIITa
KOMIIOHEHT. 32. AHTUBUPYCTHIK KOPFaynbl OJaH api epicTeTy VIIiH Xeife
KOpFaJIMaFaH XXYMEBIC CTAHLIUSIaPHH aHbIKTayObl XKy3eTre aChIpaTHH apHalEl
KOMITOHEHT. 33. O3[iriHeH ILIFaphlliFalH CEPTU(HKATTap MeH
KOJIIaHBICTaFbl cepTU(UKATTaP apKhIIEI CEPBEP KOMIIOHEHTTEPI
apachHAarH GailtnaHbIcTapas Kopray. 34. JIuneH3us Kyiin 6ackapy Kypasibl
(tinTi ekiMImiTiK cepBeppi nanmananbait). 35. TinTi pusukambK HEMECE
KQIIBIKTaH KOJI KEeTIM[iNiri 0K JKyMBIC CTAHIXSIIapEHAA fa aHTUBUDPYCTHIK,
OHIM IUIEH3USICHIH o1Iipy MyMKiHairi. 36. Windows xkaHe Linux OXK-ne
OKIMIIIIIK cepBepfi opHATy MYMKiHZiri. 37. OKkiMmIimiK cepBepni Microsoft
Hyper-V, Microsoftacle VirtualBox, VMware
(ESXi/vSphere/Player/Workstation) cHIKTH BUPTyasibl OpTaga
MalifajaHyFa JaliblH, KeHeUTiNreH Typhe xketkisy. 38. VMware Horizon 8
CUSIKTEL BUPTyanu3alnus Xyhesepin kongay.x Hemece Citrix XenCenter /
XenServer 8+. 39. VDI xkyiienepiage KelIipy HeMece KIOHAAY YIIiH KaHAau
BupTyanmbl MalivHa K63i 60J1aTHHEH aHHKTay MyMKiHZiri. 40. VDI
XKylenepiMeH UHTerpanusiay yiIiH erxKel-Ter:keusi napaMeTpiepai
aHBIKTAy VIIiH TeHIney ebepinid 6omysl. 41. KongaHbICTaFk!
KOMITLIOTEPJIEPMEH CaJIRICTHIPY HEMeCe XKaHa KOMIIBIOTEPJIED KYPY CUSKTHL
KJIOHIaJIFaH KOMIILIOTED UIeHTU(PUKATOPIAPEIH OHIEY ONIUANapEH TaHIay
MYMKiHZiri. 42. ZKelngam KJIOH#ap HeMece MallliHa KaTaaorTapsl yuIid VDI




aTay YITiCiHiH mapaMeTpiepiH aHLHKTay MYMKiHAiri. 43. Knorganran
MalliHaJapaOsl AYPHIC eMec COMKeCTeHAIpY Typakl xabapiay yuIin
xabapraHabIPy KYHECiHAe algbH ala OPHATHUIFAH MabI0HmapaBH O0MTyH,
6yn VDI xyiienepiMeH OypeIC KOHGUTypauusnaHOaFraH HHTeTPalus TypPaslbl
xabapnayra MyMKiHTiK Gepemi. 44. Backapy areHTiH aBTOMATTH Type
JKaHapTyOHH 007yEl, 6y OKiMITiHIH apasacysHCH3 aFEIMIAFE HyCKalap/bl
maiimananyra MyMKiHik 6epepi. 45. ABTOMaTTHI JKaHAPTY MPOLECIH TapaTy
MexaHU3MiHiH 007TyHI, Oy XKeJlire xXoHe KaJlllbl KOMIIbIOTEPJIepre
JKYKTEMEHi a3aiTyFa MyMKiHAik Gepemi. 46. Arm64 mporeccopiaprHaa
Gackapy areHTiH opHaTy MyMKiHpiri. 47. KoMmnanusHbeH QumrangapeiHa
CoMKeC anaHaap Kypy GyHKIXOHANEHEH O0ITyHl, Oy TUIeH3USHEH Oenrini
Oip OesmiriH xxeke ¢unranmapra TaradbIHOAyFa MYMKiHTIK 6epemi. 48.
JInneH3usHBIH THICTi OeJiri 6ap amaHHLIH HeMece GUIHangey oKiMIIiciH
aHBIKTay YIIiH QYHKIIMOHAIILH 00ysl. 2KYMBIC CTaHIUAIaPHH KOpFay 1.
BupycTappaH, TpOSHALIK GargapnaManapiaH, JkapHaMaJlblk,
OGargapramanapgaH, QUIIMHTTEH, COHOAN-aK, MIMTMOH/ILIK OarmapaaManapaan
KOpFayOsl KaMTaMackhi3 eTy. 2. KommbioTepperi ¢aiin KOObIHEH OachbiHa
HeMece COHbIHA KOCBIIATHIH 3USHAL OarapiaMagaH KOprayaobl KAMTaMach3
eTy. 3usHAE OarapraaMaHbl aHbIKTay MalrHabK OKbITY KOMIIOHEHTIMEH
Oipre aHBIKTay SAIPOCHIMEH XKY3€Te aChIPBITYH Kepek. 3. Bupycrap Hemece
TPOSIHAAP CUSAKTHL CO3Ci3 3UIHAK OGargapiaaMalapFa YKCaCTHIFE OOMBIHIA
3usHOH GarmapiaManapra 6ipKaKThl XKaTKeI3yFa 60nMaiThiH blkTuMan
KaJaychl3 OarmapiaManapiaH KOpraygel KaMTaMack3 eTy, Oipak Oy
OargapiamManap KOCHIMINA KaxkeTci3 6armapiiaManblk JKacaKTaMaHbl OpHaTa
anapwl, Xyle napaMeTplepiH e3repTe anafgsl XKoHe KYTIereH apeKeTTeP i
HeMece IaliianaHyIlbl pacTaMaFaH opeKeTTePHi OpeHal anamsl. 4.
blktrMan KayinTti OarmapriamManapiaH KOpFayOobl KaMTaMachl3 eTy-pYKCaTChi3
KAIIEIKTaH KOJ JKETKi3y, KYIus Co3Mi ypiay Hemece 6y3y, TepHeTaKTa
THIHIIBIIAPH XKOHE T. 0. CUSIKTHI 3USHOB MaKCaTTap YIIiH HaiAaaHbUTyhl
MYMKiH opTypii OarmapiaMaisk Kypan 5. KymikTi OargapmaManapmas
KODFay[bl KaMTaMack3 eTy-3UsHOb OarnapiaMablK JKacaKTaMaHbL
aHBIKTayFa K0J1 6epMey VIIiH MabybUigayImeiap Xui KoJmaHaThH
opayellITap HeMece KOpFayIlbliap KelcaThH GargapiaaManap. 6.
WHTepHeTTeTi WabyrIIaayIIbIIapFa Xyiere IeKTeyci3 Kol XKeTKi3yre
MYMKiHAIIK 6epeTiH KayinTi pyTkuT 6argapiaManapbiHaH KOPFayabl
KaMTaMacCkI3 eTy, COHEIMEH 6ipre olapOblH ONepalusiibK Kyhene 60TybH
Xkacelpy. 7. KayinTepis opTypiii CaHATTapH! YIIiH KOPFAHEIC YILUIH €, €Cel
Oepy VILiH [e XKeKe XKayal [IeHTellIepiH TeHlIey MyMKiHgiri. 8. 3usums
eMec, Gipak CKaHepIey XXKYMHBICTaFk ayRITKyIapFa HeMece XKYHeHiH
eHiMpiniriHe acep eTyi MyMKiH Kelbip daiingapas ckaHepiaeyneH
epeKIIeNNKTep XKacay MyMKiHAiri. 9. 2Kylienik KbI3MEeTTEePAIH KbIIAaMIBIFbIH
XKakcapty xoHe O mpouecine apanacynbl a3alTy MakKCaThHHAA KYHeJTiK
IIPOIIECTEPTe ePEKIIENiKTep Kacay MyMKiHAiri. 10. 2KyKTey ceKTopiaphH
Heri3ri xKykTey xka3bacriHpma, conblH iminge UEFI untepdeiicinme
BHUPYCTap/bIH 6ap-2KOFbIH TeKCepy MyMKiHfiri. 11. HakThl yaKHT pexuMiHe
QHTUBUPYCTHIK KOPFayObl KaMTaMachl3 eTy. 12. Cka"eprey Ke3iHfae o3iHAiK
OaMy[ObIH 3BPUCTUKABIK TEXHOJIOTUSANIaPEH Konfany. 13.
IMafimanmaHyIIEIHBIH HeMece 9KiMIImiHiH Tanmabrl O0HEIHINA KOHE




KecTere CoOMKeC aHTUBUPYCTHIK ckaHepiey. 14. Microsoft Office
MaKpOCTapHH 3USHL KOOKa TEKCEPYTre MYMKIiH/IIK GepeTiH KyXKaTTapabl
Kopray momymi. 15. OXK icke KochlnFaH Ke3ne Gaungaparl CKaHepey
MyMKiHmiri. 16. WMI xoHe XKy#emik TizimiMmi, 6apsk 6emiMaoep MeH Kimri
OemimMpmepmi ckaHepey MyMKiHAIri, Oy 3usHOb OaFmapiaMablK KOITaH
JKOHe [IepeKTep TYPiHAe TapaThlIaTHH 3UAH/H CiiTEMeNepaeH KOpFayabl
Kamramacki3 etefi. 17. Conficker, Sirefef, Necurs xxoHe 6ackanapsl CUSKTH
KYp[eli TYpaKTH KayilTepAiH KaJaAbKTaphlH Ta3apTy YiIiH OipHelre
yTunmuTanapael 6ipikTipeTiH KipikTipinren KypangsH 6oy 18.
KommbioTepmi 6Gencenpi eMec Kyime ckanepiey. 19. Heicanmap MeH
CKaHepJIey 9HicTepiH aHHKTay, halinbl CKaHepleyaiH MaKCUMalhl eIeMi
MEH yaKBITHIH OpHaTy, MyparaT TipKeMeCiHiH MaKCUMaJAbl TEPEHIIri XKoHe
€PEeKIIEeTKTep &Kacay CUIKTH aHTUBUPYCTHIK CKaHEePiH erXKeu-Terkeuri
mapaMeTpiepiH aHbIKTay MyMKiHpiri. 20. CkaHepey yiiH 64 OUTTIiK
SAPOHEL TalanaHy XKylere XXyKTeMeHi a3aiTafgbl KoHe eH XKbIIaM XKoHe
THIMAOI CKaHepieyre MyMKiHmiK 6epemi. 21. 3usHOb OarmapiiaMabiK,
’KacaKTaMaHBIH 3USH/Ib OpeKeTTePi MeH cullaTTaMasaphliH aHBIKTay YIIiH
KOJTHI TEPEHIPEK Talfay YIIiH MallMHAJBIK OKBITY TEXHOJIOTHSIapPEIH
KOmaHy MyMKiHmiri. 22. Java, Flash :xene 6ackanapsl CUSKTE 9pTYPIIi
KonmanbGanapaslH 0CalIbIKTaphIH MaiiflaiaHa ajJlaThiH KayinTepneH
KOpFaynObl KaMTaMach3 eTEeTiH 3KCIINTyaTalusaial Kopray Mogyni 23. Icke
KOCHIJIFaH IIPOIECTEP/i XKoHe oNlaphablH GaiIablK XKyHegeri KbI3MeTiH TepeH
TangauTHH Momynb, 0y TeneM OarmapiiaManapeiHaH (ransomware)
KOCEHIMIIIAa KOPFAHEIC KAOATHIH KaMTaMackhI3 eTefmi. 24. KymikTi icke KOChIIFaH
IIPOLIECTEPiH KYMBICHH GaKplylayra KabineTTi xKefien KaTH CKaHEePey
mopyi, 6y TinTi MykKuAT mmmdpiaHFraH XKoHe XKaChIPhIH KayinTepMeH
nHGEKIUSIHEIH aIibH anafsl. 25. bargapiaManapabH iCKe KOCBUTYHIH XKoHe
JKyHesiK TisimimMpoeri e3repicTepii OaKbITAHTHH XKoHE KOMIBIOTEP/Ii 3USH/II
OarmapraManap MeH KaXKeTCi3 opeKeTTepHOeH KOPFANUTHIH HHTPY3USHEL
aHbIKTay XKyhecinid (HIPS) 6omnysl. 26. IcKe KOCHIUIFaH MPOIECTEP],
OpHIHJANATHH ¢GanIgapabl XKoHe Tisinmim GeniMaepin 6axkpay i
PETTeJIeTiH epexeriep XKacay MyMKiHfiri. 27. BynTTe Oefen KeI3MeTiHfe
icKe KOCBIITFaH NPOLEeCTEPAL KOCkIMIa TeKcepy. 28. Kockmia
GargapraMalblK OHIMIEpPOi OPHATYAE KaXKET ETIECTEH KYMBIC
CTAHIUSIAPE MEH CEPBEPJIEPAL KOPFayabl OYITTH KyMCAJIFILIITIEH
(KochIMIIIA JTUIeH3Us O0NFaH Xarmaiina) OipikTipy MyMKiHmiri. 29.
AyBICTHIPEIIATHH MeIaHbl aBTOMATTH aHTUBUPYCTHIK Tekcepy. 30. Kon
KeTKi3y epexkesepiH Kypy apKbLIbL aybICIIajibl MeAUaHbIH KYMBIC
CTaQHUIMSIChIHA KOCHUIYRIH OacKapa ajlaThH KypasifbH 00JTyHl, aTall aiTKaHa
KYJIBITITAY, PYKcaT 6epy, TeK OKy, OKy XKoHe XKa3y, eckepry. 31.
KyYpBUIFBIHEIY TYPi, OHOIPYIIiCi, MOEN HeMecCe KYPEUIFEIHEIH CePUSIIBIK
HOMipi GOMEIHINA CEHIPTKBI KYPBIIFEIIAPILIH XKYMEIC CTAHIUSICHIHA KOCHIUTYRIH
OakplUtay MyMKiHmiri. 32. PykcaT eTinreH HeMece THIMBIM CallbIHFaH CHIPTKE
KYPBUIFBITIAP TOOBIH Kypy MYyMKiHfiri. 33. Bapibik XKoHe XKeKe
nmaitpananymsiiap Hemece Windows HeMece IOMEH TONTApEI YIIiH CHIPTKEI
KYPBUIFBITIAPOHE KOCYFa THIMBIM cajly HeMece pykcaT 6epy MyMKiHpiri. 34.
Kypoinrrimapasl 6ackapy epexesnepin vKeMAi TYPHe peTTeyre MyMKiHIIK
OepeTiH yaKbIT apalbIKTaphlH OPHATY MyMKiHpiri. 35. POP3,




POP3S, SMTP, IMAP xone IMAPS Tekcepy MYMKiHIITiMEH 3TI€KTPOHTBIK
[IOIITa KJIMEHTiIHEe HHTerpalusiay XKoHe MOIITa TipKeMeJepiH TeKcepy
APKBUTH KYMBIC CTQHIMSACHIH[IA MT0IITa TpaduUTiH KOpFayablH KOCEIMIIA
OEeHTeHiH KaMTaMacChI3 Ty, oCipece KOPIIOPATUBTIK KeIifleH ThIC YaKbITIIa
HeMece TYPaKTH KOMIBIOTepPepae. 36. IeKTPOHBIK MIOIITa KIINeHTIHAEer1
KOPCETINTeH KaTaJoTKa BUPYC XKYKKaH IIOIITaHE aBTOMATTH TYPAE KO0
HeMecCe XBUIKBITY MYMKIHZIri. 37. DJIeKTPOHOLIK IIOIITa KJIXEeHTiHe
MHTerpauysanany MyMKiHAIri 6ap xKeKe 93ipJIeHreH cllaMHaH Kopray
MonymiHiH 605ysl, 6y CTaMHaH KOPFayOBH KOCHIMINA KaGaThIH KaMTaMacCk3
eTeqi, acipece KOPIOPATUBTIK XKeJlifleH THIC yaKbITIIa HeMeCe TYPaKThl
komnbeTEpnepae. 38. Cnam-apgpecatTtapably AK XoHe Kapa Ti3iMpaepiH
malifanany MYMKIHZIT] naifanalymsl (aKbUIAEL CIIaM MOAYJIiH HKeMi
XKeKeJleHMipy) KoHe FalaMAbIK, OJlapFa aKiapaT KaHapTy CepBepiepiHeH
keneni. 39. HTTP, HTTPS Tpadurin tekcepy apksiibl MHTepHET-TpadUKTI
KOPFayOHIH KOCHIMINa KabaThH KaMTaMackl3 eTy, 6YJ1 OCHl IPOTOKOJAAP
apKBUIH XKiOepineTin ainmapael OyFaTTayFa FaHa eMec, COHBIMEH KaTap
GUIMWHTTIK cauTTap, 60THET cepBepnepi, APT komanmansk (C&C)
cepBepJiiepi, CoHOaii-aK "ransomware" KiIacHHOAFbl KayilnTepyi TapaTaThH
cepBepIiep CUSKTH KayillTi pecypcTapably MeKeH-KalIapsH OyFaTTayFra
MyMKiHmik 6epemni". 40. ByrartanraH, pykcarT etinreH Hemece URL
TeKCepyHeH IbFaphIFaH Ti3iMaepni Kypy MyMKingiri. 41. Kepcertinrexn
KeHelTiM GoMbIHIIa (almapas MHTEPHETTEH XKYKTeyOi OyraTTay
MYMKIHTITi, 8cipece yakpITIIIa HEMEeCe YHEMi KOPIIOPATUBTI KeJIifeH ThIC
KoMmbioTepnepae. 42. SSL mpoTOKONIEIH ABTOMATTH 2KOHE NHTEPaKTUBTI
pexuMaepae Tekcepy MyMKiHgiri. 43. SSL Tpaduri cepruduraTTapHHBIH
JKapaMABUIEIFEL MEH TYTaCTHIFEIH TeKcepy. 44. TekcepyneH MIBIFaphlIFal
ceHiMmpi cepTuduKaTTap MeH cepTuhUKaTTapOLH Ti3iMaepin 6ackapy
MYMKiHTITi, COHal-aK )XapaMchi3, 6enricia Hemece OyTiHTeH CEPTU(PUKATTH
aHBIKTAy Ke3iH[e opeKeTTi TaHmay MYMKIiHAIri. 45. Bpay3epaiH Xap
aliMarbiHa XKoHe OHBIH Tepe3esIepiHiH Ma3MYHHIHA apaliacy opeKeTTepin
OyraTTay, COHMal-aK MHTEPHET ToeMaepi MeH MHTepHET-0aHKUHT KoHE T.
6. CUSKTH MaHB3OH MHTEepHET OalimaHEICTaphIH KOCHIMILIA KOPFay
MakcaThIHIa Opay3epiiepyi KOpFaiFaH pexXuMe icke KoCcyFa MYMKIiH[IIiK
GepeTiH KOCBIMIIIAa MOOY/IbOiH O0myel. 46. 2Kexe 6armapiaManap MeH XeKe
IP-o6nexTinep (IP-ampectep, IP-agpecTep muama3oHmapPH, illIKi X&Kejinep)
yiuia TpaduKTi TeKcepy OOMBIHINA ePEeKIIeTiKTep XKacay MyMKiHmiri. 47.
Kemninik cy3ypni &Ky3ere acrlpy KoHe CHIPTKEL XKOHE JXKEPTiTIKTI KeJIiIiK
nrabysUIiapaasl Kopray YIIiH xkeke OpanaMayapmis 0omysl. 48. XKeke
OpaHmMayapie MHTEPAKTUBTI PeXKUMHIH O0IYH, 0J1 XKaHa 6enrici3 xkeminik
OalimaHbIC Typasbl erKel-Ter:keni akmapaTt 0epefii xkoHe KOMITbIOTEPHE
aHBIKTAJIFaH KOCHIIBIM YIIiH KaHa JKeJiiK cy3y epeXeciH KypyFa FaHa
eMecC, COHBIMEH KaTap OJ1 VIIIiH eTKel-TerKeusli mapaMeTpiepai KepceTyre
MYMKiHmik O6epemi. 49. ZKeke 6paHgMayspae oKiMIITire xKejiaiK KOChIMIIIaaap
MeH Ka0bIKTap YIIiH pyKcaT 6epy epexkesepiH KaluIkKTaH
KOH(uUTypauusigayra MyMKiHIiK OepeTiH 0Ky pexuMiHi 6omyst. 50.
XKacanraH epexeepal eHoeyre FaHa eMec, COHBIMEH KaTap pykcaT
eTinmereH 2KeiNliK KOCBIIBICTAP MEH XKEPriliKTi XKeminiK mabysuigapaan
anFamkel MyKUSIT KOPFaHBIC




VILUiH XeTKimiKTi eHpipinren epexenepsi 6ackapyra MyMKiH[IIK OepeTin
epexe penaKkTOpLIHLIH 005yhl. 51. HakTh OaFmapiamMarnap MeH KEI3METTeD
VILIiH XKeJIiHi Cy3y epeXeiepiH Kypy MyMKiHfiri. 52. KoMnbioTep Kau xejire
KOCBITFaHbIHA GaiTaHEICTEl aBTOMATTH TYPIE ayhICa alaTHH XKeKe
OpaHmMayap VIIiH opTypJIi mpoduabmep xkacay MyMKiHgiri. 53. [Iepbec
Oparnmmayapae JK-Hig 6enrici3 KayinTi xeinepre pykcaTCch3 KOCHUTYHIH
fonmppMay MaKCaThIH/A XKeTiHiH KOCHIMIIA ayTeHTU(OUKALUSICEIH
maiimanany MyMKingiri. 54. 2Keke OpaHaMayapAiH KOCHMIIA
(YHKIIMOHAIIBIFLIHEIH 007TybI, Oy 6apmslk Ko KeTimmi 2Kemimik
KOCBIJIBICTAp Typasikl 6apiIblK MoIiMeTTepdi Kepyre, COHOaN-aK,
malifmananymsira KopranMaral Wi-Fi XxerniciHe KOCHUTY Typalibl eCKEPTYTe
MYMKiHmik 6epemi. 55. KoMmbproTepre BIKTUMa XKeJiTiK MmabysUrgapaby
OPTYPJIi TYP/EpPiH aHBIKTAY VIIiH Kipymai auslKTay Kyiueci (IDS) Mogyninig
KOCHIMIIIa ITapaMeTpJIePiH TeHlIey MyYMKIHAIri. 56. "BoTHET" CUIKTH
KayinTepaeH KOpFayObl KaMTaMacChl3 eTeTiH TEXHOJIOTUSIHE Talganany
MYMKiHpiri. 57. 2Kemnimik TpOTOKOAEIH OCAINRKTaphH KopFay, 6yn SMB,
RPC, RDP xoHe 6acKamapbl CUSKTH XKeJIiTiK TPOTOKOIIapILIH
KEeMIIiTiKTePiH MalifaJaHaThH KayillTepAi aHbIKTayabl )KaKcapTaabl 58.
BarmapiaMarblk JKacaKTaMaHBIH OCaJIALIFEIH Talifananyra xkKoHe CVE
uneHTU(GUKATOPIIapkl TYPakl TOJBIFEIPAK, aKapaT 0epyre THIPEICATHH
opTYpJi mabysligapabl aHEIKTayObIH eHTi3iNreH amicTepinid 60mysl. 59.
KoMmnproTepae aBTOMATTH TYPAe OyFaTTaiFaH xKejli KOCHITEIMAAPHIH KOpy
JKoHe KaxeT 00JFaH XKarmaima 6enrini 6ip Kayincis e KOCHIIHIMIaphiHa
yaKhITIIa pykKcaT 6epy MyMKiHpiri. 60. 2Keke OpaHnMay3pHiH KOCBIMIIIA
(YHKIIMOHAIILIFBIHEIH 0071ybI, Oy/1 KOMIIbloTepe OyraTTanrad [P
MeKeHXKalJIaphIHbIH Ti3iMiH Kepyre MyMKiH/iK 6epefii, Kapa TiziMre eny
cebenTepi Typansl akmapaT 6epefi xkoHe HaKTH Kayillci3 MeKeHXKanapra
epeKIIeniKTep XKacayra MyMKiHIiK 6epemi. 61. 2KaHa pykcar eTinMerex
JKeJTiTiK KOCBUTBICTapFa aJibll KeNreH KeJTiTiK 6armnapiaManapaarkl
e3repicTep[i aHHIKTAW alaTHH KeKe OpaHaMay3pOiH KOCHIMIIA
(YHKIIMOHAIILIFBIHEIH 0071ybl. 62. IHTepHET-TpaduKTi cy3y. 63. Beb-
Oakbutay Mopymniniy 60y, 6y caTTapabiH 6erisi 6ip caHaTTapHHA
Kipymi mekTeyre MyMkiHpik 6epepni. 64. 100-men actaM imki caHaTTap
Oeminren MHTepHET-TPpaPUKTI CYy3ymiH 27 caHATH, COHOAK-aK CaHATTAp MEH
imKi caHaTTap GOUEIHINA TONITAp Kypy MYMKIiHZITi. 65. Op Typi
nalipananymbsinap MeH Windows O2K HeMece mOMeH TOTITaphl YIIiH
HuaTepHET-TPadUKTI CY3y epexkeNepid Kypy MyMKiHfiri. 66. Be6-cy3y
epexesepid UKeMAi Typae PeTTeyre MyMKiH[IiK 6epeTiH yaKhIT
apabIKTaphlH OPHATY MYMKiHAITi. 67. BUpycTHIK 6a3anapmbl ToyIirine
KeMiHze 24 peT pernaMeHTTIK XaHapTy. 68. CepBepaeri XKeprilikTi xKagTan
KJIMEHTTEPIH XKaHAPTYLIH any, 6yn MHTepHET XKeJticiHe KO KeTKi3e
aNIMaiTHH Ka0BIK, OKIIayTaHFaH KeJlinepne aHTUBUPYCTHIK KOPFay bl
JKaHapTyFa MyMKiHAOiK 6epeni. 69. COHFH HYKTeNep/i KOpFay IeliMaepine
HeTi3feNnreH XXaHapTy aHaCHH kKacay MyMKiHpiri. 70. Erep KaHapTynbH
Heri3ri Ke3i Koy xkeTiMmfi 601Maca, BUPYCTHK Oa3aHbIH XXKaHaPTY/IaphblH
PEe3epBTiK Ke3nepaeH any MyMKiagiri. 71. IlopTaTuBTi KOMIBIOTEPIIED YIIiH
KOCIITOPHIH XKeJTiciHeH ThIC 00IFaH XKaFgaiga eHOIiPYIIiHiH cepBepiepiHeH
JKaHAPTYJIapObl OHJIAMH aly MYMKIHTIri. 72. BUpYCTHK KonTaHOa




fa3aapbl MEeH XKaHAPTy MOAYIbAEPiHiH anIbIHFE HYCKaapblHa Opay
MYMKIHJITIMeH XKoHe XXaHapTyJIapOsl yaKbITIIA KifipTy HeMece XKaHalaphlH
KOJIMEH OpHAaTy MYMKIHAIriMeH XaHapTylapasl Kepi Kautapy. 73. TypakTsl,
CHIHAK, 2KoHe KeIIiKTipiareH XKaHapTylapasl aly PeXXUMiHfe XKaHapTy
MYMKiHmiri. 74. MOHUTOPHUHT, KayilCi3mik XKarmaiblH Oaranay XKoHE opeKeT
eTy Kypangaphl: 75. O xaHapTynapblHBEIH KaYillCi3[iri MeH 63eKTiirin
Oakbliay MexaHU3MiHiH 005ybl. 76. OnepauusiibK XKyHeHiH XKYMbICHHEIH op
TYPJIi aCIEeKTiNIepiH, COHBIH ilIiHAe XKYMBIC iCTEI TYpPFaH IPOIECTEePNi,
Ti3imiM Ma3MyHBIH, OpHATHITFAH OaFmapIaMaskK JKacaKTaMaHbl, XKeJmiiK
GarylaHbICTapOB! OflaH OPi TEPEH Talfay YIIiH ONepPauHusIbK, KYHeHiH
KYHiHiH CypeTTepiH xKacail anaThH XYHeHi JuarHoCTUKanay KypalblHbIH
Gomyer. 77. OnepauusiibK Xyliene PYKCaTCh3 KoHe KayinTi e3repicTepni
aHBIKTAy MaKCaTHIHOA OIepalisIbIK, KYHEeHIH apTypJli TapaMeTpiepiHiy
MOHIepiHiH CHIHU meHTelin (KayinTi, 6enricis, a3 6enrini, Kayincis) aHbKTay
MyMKiHpiri. 78. XKyiene Genrini 6ip yakwIT itinge 6onFaH e3repicTepmi
QHBIKTAy VIIiH XKYMeHIiH KyHiHiH opTYPJIi CypeTTepPiH CanbICTEPy MYMKIHAITI.
79. CrieHapuinepmi xkacay xKoHe KaIllEIKTaH OPHIHIAy MYMKIiHITi, Oy
KAIBIKTaFbl KOMIIBIOTEPE XKYMEIC iCTEIl TYPFaH IPOLeCTeP MeH
KBI3METTEPHL TOKTaTyFa, Ti3UIiM TapMaKTaphIH JKOKFa, XeJiiK
KOCBITBIMIApAH OyFaTTayra MyMKiHmik 6epemi. 80. 2KyMbIc cTaHIIUAIapHHAA
XypHanmapas XKeprimikri cakray. 81. 2Kocmapimanrad TarchipManapIbl
KYypyFa MYMKiHZIK 6epeTiH TancrpManapasl KO0CIapIayIITbIHbH O0JTyH,
OHHIH ilITiH{Ie CHIPTKEI OaFrmapiiaMaHEl iCKe KOCY, XKYHeHi icke Kocy Ke3iHme
dalinmapasl TEKCepPY, XKYHeHiH KyiliH cypeTke Tycipy, KoMmnbioTepai
TeKCepy, BUPYCTHIK, 6a3anap MeH OarmapiaMa MOOy/IbIepiH xkaHapTy. 82.
Bip pet, Mes3rin-Mea3rin, COHgal-aK HaKTh OKUFajap TyblHOaFaH XaFfauna
facTanmaThH TalCkpMasiapsl Kocnapiay MyMKiugiri. 83. 2Kocnapiayursiga
9p TYPJIi Ke3eHMINMIKIIeH HeMece 9P TYPJIi iCKe KOCy mapTTaphiMeH OGipHere
Gipmett TarmcepMaapab Kypy MyMKiHAiTi. 84. AHTUBHPYCTHIK OHIMI
opHaTeuFaH CD xoHe USB MeguachiHAa KYKTEy OUCKICIH Kypy MYMKIHZITI.
85. CoHFBI HYKTEHI KOPFay VIIIH LIEITiM MapaMeTpsIepild Kynusi co30eH
KOpray MyMKiHpmiri. 86. CasicaTThl KaiiTa aHBIKTay peXXKUMiHiH 60sysl, Oy
XKyHenik ekiMmimire 6enrini 6ip opTafa aHTUBUPYCTHK OarfapiiaMaHbl HKeMIi
KOH(uUTrypanusgay MaKcaTHIHA CasicaT TaFalbIHOAUTHIH XKoHEe oHIeyTe KO
JKeTIeNTiH aHTUBUPYCTHIK GargapiaMaiapabH mapaMeTpIiepin
KOMITLIOTEPIE ©3repTyTre YaKhITIIa MyMKiHIIK 6epemi. 87. 2Koraph
@XKBIPATHIMIBIIEIKTAFE CEHCOPIIBIK 9KPaHMeEH YUIeciMpi rpaduKaibk
uHTepdeiic. 88. ITalifanaHyIIEIHEH KYMBIC YCTETIHET1 OKUFajaap Typasbl
xabapraHabipyap MeH xabapiaMasnapasl UKeM/i TYpAe TeHIIey MyMKIiHiri.
89. KnreHTTiK KYMBIC CTaHIIMSChIHA KaIILIKTaH OpHATy MyMKiHAiri. 90.
Kergire KoceuFaHHaH HeMece VDI opTaceiHa iCKe KOCHIIFAHHAH KeliH
OipoeH Gackapy cepBepiHe KOCHITyFa MYMKiH[IK 6epeTiH KellneHmi
WHCTAJIATOPOLIH KOMETIMEH KeKe KOMIIbIOTepepae HeMece VDI
KeCKiHiHJle aJIIbIH ajla OpHaTy MyMKiHAiri. 91. KoMIOHEHTTepi aBTOMATTH
pexuMfe XKaHapTyFa MyMKiHOIK 0epy MyMKiHfiri, 6y71 KOMIOHEHTTEPA]
OKIMIIIIHIH HeMece NalifalaHyIILIHEH apalacyblHCH3 XKYKTEYTe KoHe
OpHaTyFa MYMKiHMiK Oepemi. 92. BacKapblIMalTHIH KYMBIC




CTaHUMSIApbIHIA KOMIIOHEHTTEPI KaHapTyFa MyMKiH[IK OepeTiH
KOMIIOHEHTTEeP/i KONIMeH XaHapTy MyMKiHgiri. 93. OyHKIugHE 6acTay yIIiH
KalTa XYKTey[i KaXKeT eTIecTeH Keibip KOMIOHEHTTEPI XKaHaPTY
MYMKiHpiri. 94. Bapnrik xabapiaManapabl aHTUBUPYCTHIK, 6argapaaMagaH
JKaChIpy MYMKIiH[IiriMeH TOJIBIK 9KpaHfa KYMBIC iCTeUTiH
OarmapraManapable XKYMBICEIH Kojmay. 95. "AHTUBUPYCTHIK 6HIMe OapIIbIK
Heri3ri MoayJbaep MeH CEepPBUCTEPHiH THUIMIL XKYMEIC iCTeyi YIIiH Kaphl3Fa
aNIBIHFAH eMecC, 63iHiH TeXHOOTUSIIBIK, 93ipaeMernepi maifanaHbUIyhl THIC.
96. Heri3ri MymMKiHIiKTeH OacKa, pe3ePBTIK 9KiMIIIIIIiK cepBepepi KopceTy
MyMKiHmiri. 97. KameikTal 6ackapy KypasabslHbIH 6omyel. 98. K
PecypCcTapHH 63€eKTi aHTUBUPYCTHIK OHIMAEDMEH a3 TYTHHY (0apIibK,
mpouecTepMeH Oipre: rpaduKanblk HHTEPGENC, KeIeH i Kopray MpoIeci,
KaIlbIKTaH 6ackapy KeiameTi): 50-100 MEB xepnen xanbl, 2-35% 0opTabK
mpotieccop. 99. OpkIC TiTiH KAMTUTHH K61 Tifi opHATYIILIHEH 00syst. 100.
OXK xonpmay: Microsoft Windows 7 (SP1); Microsoft Windows 8; Microsoft
Windows 8.1; Microsoft Windows 10; Microsoft Windows 11; Ubuntu
Desktop 18.04 LTS 64-bit; Ubuntu Desktop 20.04 LTS; Ubuntu Desktop
22.04 LTS; Red Hat Enterprise Linux 7, 8 .; SUSE Linux Enterprise Desktop
15; Linux Mint 20; macOS 10.12 neMece oman xkofapsl; Android 5 (Lollipop)
HeMece ofiaH xkoraphl; 101. Microsoft Windows 10 Multi-session xxoHe
Azure virtualized Windows 10 konpgayst CepBepai Kopray 1. CepBepitik
OTIePaLMSIIHIK, KYHEHIH XKYMbICHIHA 9CEPiH a3aiTyra MyMKiHIiK GepeTin
apHaWHl ¢aingap, KaaTanap, KOChIMIIanap YIIiH aBTOMATThl €PeKIIeTiKTep
JKacay YILIiH CEPBED POJIAEPIH aBTOMATTE TYPAE aHBIKTAY. 2. 3USHIEL
OargapiaManapiaH, TPOSHOLK OarmapiiaManapiaH, IepHeTaKTa
THIHITBIIAPEIHAH, )XapHaMasibk, 6argapiaaManapaat, GUIIMHTTEH, ITHOH/IBIK
OarpmapriaManappiaH, PYTKUTTEPHEH, ClieHapuiinepaeH, bIKTUMa Kanaych3
JKoHe KayinTi 6armapraManapial KOpFayosl KAMTaMacki3 eTy. 3. HakTw
VakKbIT peXkUMiH[Ie KOpFayObl KaMTaMackl3 eTy. 4. CKaHeprey Ke3iHfae
9BPUCTUKAEIK TEeXHOJIOTUIHEL Konfgany. 5. [lalijananyIibHEE HeMece
OKiMIIiHIH Tamabrl OOMEIHINA XKOHE KeCTere COMKeC aHTUBUPYCTHIK
ckaHepiey. 6. Microsoft Hyper-V cepBepiHiH OucKinepid, SFHU BUPTYaJigbl
MamuHaaapgsl (VM) TuicTi BUpTyanasl MallnHaIapFa elKaHaal areHTTepi
OpHAaTIIal-aK CKaHepJieyre MYMKiHOIK 6epeTiH BUpycTapra apHanral Hyper-
V ckaneprey. 7. MakpocTapasl 3uSTHOL KOIKA TEKCEPyTe MyMKiHIIK OepeTin
Microsoft Office kyxkaTTapmbl Kopray momyi. 8. Java, Flash xxone 6acka
KonpgaHOanapaobH OCaIgEIKTaphiH NaliaraHa anaTeH KayinTepaeH
KOpFayabl KaMTaMachl3 eTEeTiH 9KCIITyaTalusaiad Kopray. 9.
[MatimanaHyumsIIapas TejeM OarmapiiaManapbiHaH KOPFayIblH KOCBIMIIA
KabaTrl Gaprnbik 6argapiaManapabl 0JlapablH MiHe3-KyIKbl MeH Oefestine
Kapal Oakbltaiab xkoHe Oaranmaugel. 10. KocriMima 6aFmapiaMarbk,
OHIM[epIi OpHATYOH KaKeT eTIeCTeH KYMEIC CTaHIUAIaphl MeH
cepBepIiepi Kopraynsl OyITTH KyMCaIFEIIIEH (KOCHMIIa TAeH3us O0IFan
XKarmaipa) Oipiktipy mymkingiri. 11. UEFI untepdeticin cKaHepiey-Heriari
JKYKTey Ka3bachHa 3usIHOE OargapiaMalblK JKacakTaMaHbl Tekcepy. 12.
AManpgrK XKyHeHi icke KoCy Ke3iHfe ¢dainfgapabl ckaHepiey MyMKingiri. 13.
KeTinaipinrex xap cKaHepi KYOIKTI IpoLecTepdi onap naina




OonranHaH Kedin GaKblIakiIb XKoHe cKaHepiepi, 6y Tinti MykusT
nm@paHFaH XKaHe XKaChIPhIH KayinTepMeH UHGEKIUSHEIH ajIIbiH alagbl.
14. KommbioTepmi 6eceHi eMec Kyine ckaHepiey. 15. HeicaHmap MeH
CKaHepJIey aficTepiH aHbIKTay, halianbl CKaHepleyaiH MaKCUMalhl eImeMi
MEH yaKBITBIH OpHaTy, MypaFaT TipKeMeCiHiH MakKCUMaJAbl TEPEHIIri KoHe
€pEeKIeTKTep &Kacay CUIKTH aHTUBUPYCTHIK CKaHEePMiH erxKeu-TerKeuri
IapaMeTpJiepiH aHBIKTay MYMKIHAITi. 16. AyBICTHPBUTATHH MeOUaHEL
aBTOMATTHI aHTUBUPYCTHIK, TeKcepy. 17. KypBUIFBEIHBIH THII, iC-9peKeTi,
JKaCaYIIbICHl, MOJIETTi JKOHE KYPHIUTFbIHBIH CEPUSITHIK HOMIDi G0UEIHIIIA
epexesep Xkacay MyMKIHIITIMeH aybICThIPBUIATHIH TaChIMaJIgaFbIITapabl
Oakputay. 18. KypeITFRIHBIH THIIL, KOJI XKeTKi3y OeHTeli, eHgipyIi, Mogessb
HeMece KYPHUIFBIHBIH CePUSIIBIK HOMIpi O0MBIHINA KOJI KETKi3y epexkeepin
JKacay apKbUIH IepU@epUsIbK KYPhUIFRUIaPABIH JKYMEIC CTaHIASICHIHA
KOCBITYBIH OaKhIIay/bl Ky3€eTe achlpa alaThiH KypaiablH 60nysl. Epexenep
OapIbIK KoHE XeKe Malifananyursinap HeMece Windows TonTape! Y
JKacanyel MyMKiH. 19. KoMmobioTepni 3ussHabl OarmapiaManapiaH XoHe
KaXeTCi3 opeKeTTepAeH KOPFAUThIH NHTPY3USHEL aHBIKTAY KYHECIHIH
(HIPS) 6omysl. Conpaii-ak, by momymnbie epexenep xacay Iebepi xkoHe
KYMEBIC iCTenl TYpFaH IIPOIleCcTephi, NaifanaHblIFal Gainnapanl XKoHe
Tizinmim GesiMmuepin 6ackapyFa apHalFaH epexesnep penakTops 6ap. 20.
ByntTh Genen KbI3MeTiH[Ie iCKe KOCHIIFaH MIPOLeCTEPAi KOCHMIA TeKCepy.
21. OMeKTPOHMBIK NOIITA KJIMEHTiHE HHTeTpalusalaHaTHH XKYMBIC
CTaQHIIUSCHIHIIA 37€KTPOH/HIK MOIITa KINEeHTIH KOPFayabl KaMTaMachl3 €Ty,
POP3, POP3S, SMTP, IMAP xone IMAPS Tekcepynepi xXoHe MOIITa
TipKeMeJepiH TeKCepyi KaMTaMack3 eTy. 22. ONIeKTPOH/LIK [OIITa
KJIMEHTiHMIeT'l KoPCeTiIreH KaTalorka BUPYC XKYKKaAH IIOIITAaHbl aBTOMAaTTE
TYPAE X010 HeMece XKBUIKEITY MyMKiHgiri. 23. HTTP, HTTPS tpadurin
TEKCEPY, TeKCEepPYyHeH INkIFaprIIFaH, OyFaTTanran xkoHe pykcar etinrern URL
MeKeH-KaWJlapeH Kypy MyMKiHpiri 6ap. 24. KepceTtinren KeHenTiM
OorieiHIa MHTEPHETTEH (almmapobl XKYKTeyni 6yraTray MyMKinmiri. 25. SSL
IIPOTOKOJIEIH TEKCEPY XKoHE CepPTU(PUKATTapPAbH TYIHYCKAIBIFEl MEH
TYTACTHIFEIH TEKCePYy MYMKIHTIr. TekcepyneH IIbIFaphlyiFal CEeHIMI]
ceprudurarTap MeH cepTudUKaTTap/bIH TidiMuepin Oackapy MYMKiHIri,
COHaM-aK JKapaMchi3, Oenrici3 Hemece GYTiHTeH CEPTUDUKATTH AHHIKTAY
Ke3iHfe 9peKeTTi TaHmay MyMKiHpiri. 26. XKeke OarmapiamManap MeH XKeKe
IP o6wekTinepi (IP-agpectep, IP-agpecTep muana3oHmapH, ilKi xKeminep)
VIIiH TpadUKTi TeKCEPYAEH epeKIIeNiKTep XKacay MyMKiHfiri. 27.
KoMmpioTepre HIKTEMAJ KeJijTiK mabybligapablH 9pTYPli TYPJIEPiH aHBIKTaY
VIIiH Kipymai areikTay Kyveci (IDS) Mogyninig KocEIMIIa TapaMeTpiepid
TeHIIey MyMKiHfiri. 28. "BoTHeT" TypiHOeri KayinTepaeH KOpFaynsl
KaMTaMacChl3 eTeTiH TeXHOJIOTUSHE Nalganany MyMKiaairi. 29. SMB, RPC,
RDP xoHe T. 6. CUSKTEI KEeJIiJTiK MPOTOKOIHaPAbIH KeMIITIKTePiH
malifayaHaThIH KayillTepi aHbIKTayAobl JKaKCapTaThHIH XKeJTiIiK TPOTOKOJIABIH
ocannubIFbiH Kopray 30. BupycTrik Oa3anmapasl Tayirine kemiunme 24 pet
pernamMeHTTiK XkaHapTy. 31. CepBepreri XKeprimnikTi allHagaH TYTHIHYIIIE
JKaHAPTYHIH any. 32. AHTUBUPYCTHIK GaFgapiaMablK XKacakTaMa KeMeriMeH
JKaHapTy alHaCHH Kypy MyMKiHfiri. 33. Erep Herisri xkaHapTy Ke3i Ko
XKeTiMmai




fonmaca, BUPYCTHIK Oa3aapabl Pe3epBTiK KO3[epeH XKaHapTy MyMKiHAITi.
34. BupycThIK KonTaHOa Oa3aaphl MeH XKaHaApTy MOAYIbAEPiHiH aJIbIHFb
HyCKaJlapblHa Opaly MyMKIHIITIMeH XoHe XKaHapTyJapabl YakeITLIa KigipTy
HeMece KaHaJlapblH KOJIMEH OpHATy MYMKIHZITIMEH XXKaHapTylapabl
KaWTaphlHbI3. 35. TYpaKTH, CHIHAK, 2KoHe KeIIKTipinred xKaHapTylapAsl any
pexXUMiH[Ie XKaHAPTy MyMKiHpiri. 36. KamreikTan 6ackapy KypasibIHbIH
6omnyer. 37. Herisri MmymKiHgikTeH 6acka, pe3epBTiK oKiMINIIJIiK cepBepiepmi
KepceTy MyMKiHpiri. 38. OnepauusmnbK XyHeHiH XKaHapTyIapbIHEIH
©3€eKTinirin 6akpinay MexaHu3MiHiH 605yel. 39. OmepalusbK, XKyHeHiH
JKYMBICHIHEIH O TYPJIi aClEKTiJIepiH, COHBIH ilTiHAe XKYMEIC iCTell TypFaH
IIPOLIeCTEPi, Ti3iNmiM Ma3MyHBIH, OpPHATHUIFAH OaFrmapIaMallbiK,
JKacaKTaMaHHI, KeJTijTik OaiiaHbICTapAbl OaH 9pi TEPEH Tajfay YIIiH
OTIepalusNbIK XKYHeHIH KyHiHiH CypeTTepiH XKacal alaThlH KyheHi
OMarHOCTHUKAJIay KypasbiHbH 00mysl. 2Kyiie KyHiHiH opTypIIi cCypeTTepin
CanbICTHIPY KabineTiniy apkackHga 0yn Kypan Xyiene 0Oonran e3repicrepmi
aHBIKTau anafgbl. CoHAal-ak, 01 ClieHapuuiepal xKacall anagbl KoHe
OpHIHIAM anambl, OY7 ci3re XKYMEIC iCTell TYpFaH MPOLeCTePHi TOKTATyFa,
Ti3inmiM TapMaKTaphH KOI0Fa, XKEJIiNIiK KOCBIBIMAapabl OyraTTayra
MyMKiHmiK Oepemi. 40. Hanuune miaHUPOBIITUKA 3a/iay, KOTOPHIH TO3BOIUT
CO3[aBaTh 3allJIaHUPOBAHHEBIE 3alayul, BKJIIOYas 3allyCK BHEIIHEN
IIPOTPaMMBI, IPOBEPKY (paiijIoB IIPHU 3aMlyCKe CUCTEMEI, CO37laHle CHUMKA
COCTOSIHUSI CUCTEMBI, TPOBEPKY KOMITLIOTEPA, 0OHOBIEHNE BUPYCHEIX 6a3 u
Mozyiel mporpaMMel. Bo3MOXKHOCTE IJIAHWPOBAHUS 3afiayd, KOTOPEE OyayT
3aMyCKaThCS ONHOKPATHO, IEPUONUYECKY U IIPU BOSHUKHOBEHUU
KOHKPETHHIX COOBITHIH. 41. BO3MOXKHOCTE CO3aHUS B IIJIAHUPOBITUKE
HECKOJIbKUX OJHOTUITHHIX 3alay C Pa3HOM MepPUOAUYHOCTRIO UM Pa3HEIMU
yCoBUSMHU 3amycka. 42. Bo3MoKHOCTL pabOTH B KJTacTepax Kak IOMeHa,
TakK ¥ pabouei rpymmbl. 43. BO3M0OXHOCTh HACTPOUKHU ORICTPONENCTBHS,
yKa3blBast KOJIMYECTBO IIOTOKOB CKaHUpOBaHus. 44. BO3MOXHOCTE
HaCTPOUKU peXuMa 3alycKa IyTeM OTKII0YeHHs rpadriecKoro
HHTepdeiica [ TEpMUHANIbHAIX IT0Ib30BaTENe, YTO II03BOMISET
YMEHBIINUTH HAaTPy3Ky Ha cepBep, paboTaroluil B pexkuMe cepBepa
TepMUHaNOB. 45. AHTUBUPYCTHIK 6HIM opHaTwlFaH bIKIITAM nuckine me,
USB menuachiHIa [a XYKTeleTiH JUCKiHI XKacay MyMKiHfiri. 46.
IMoppepxka paboTel mporpamMm, paboTAIONIUX B TOIHOIKPAHHOM PEXUME, C
BO3MOKHOCTBIO CKPBITh BCE COOOIIEeHMS 0T aHTUBUPYCHOTO I10. 47,
B03MOKHOCTD 3aLUTH IapOJIeM OT U3MEHEHHS TapaMeTpOoB U yIaleHus
arTusupycHOro I10. 48. Bo3MOXKHOCTS yOaTeHHON YCTaHOBKY Ha (HalIOBEII
cepsep. 49. Bo3M0OKHOCTEL TPEAYCTaHOBKU Ha OTHENBHBIX (halJIOBRIX
cepBepax C IOMOLIBI0 KOMIIEKCHOTO UHCTAJIATOPA, YTO TO3BOJIUT
COENUHSATHCS C CEPBEPOM yIPaBIeHUs Cpa3y II0CIe NOOKIYEHNS K CeTH.
50. Microsoft Azure 6ynTTHIK KbI3MeTiMeH 0ipikTipy MmyM™mkiumiri 51. OK
Konpaysl: Microsoft Windows Server 2008, 2008R2, 2012r2, 2012, 2016,
2019, 2022; RedHat Enterprise Linux (RHEL) 7, RedHat Enterprise Linux
(RHEL) 8, RedHat Enterprise Linux (RHEL) 9, CentOS 7, Ubuntu Server
18.04 LTS, Ubuntu Server 20.04 LTS, Ubuntu Server 22.04 LTS, Debian 10,
Debian 11, SUSE Linux Enterprise cepsep (sles) 12,suse LINUX
ENTERPRISE SERVER (SLES) 15,0RACLE




LINUX 8, amazon linux 2. barmaprnaMabK, KM THITBIMHBIH
TIUIEH3USIBUIRIFEIH PacTayFa KOMBIIATHH TajanTap oaeyeTTi eHiM 6epyi
OTiHIM KypaMBbIHIA YCHIHEITATHH aHTUBUPYCTHIK, OaFmapiaMablK, KAMTHITEIM
nuieH3ussnapeid Kazakcran Pecmy6IuKackHEIH ayMaFbHOA KETKi3y
KYKBIFBIH PACTAUTHIH aHTUBUPYCTHIK, OaFmapiaMaiiblkK KaMTHITEIM
OH[IIPYIIiCiHiH HEMece OHBIH PeCMU OKifiHiH (IunepiHiyg HeMece
OUCTPUOBIOTOPBIHBIH) aBTOPU3AIMAIIBIK XaThIH YCHIHAAK. XaTTa eHAipyIIiHig
aTaybl, YCHIHBUTATHH OarapiaMaiblK KaMTHITBIMHBIH aTayhl XKoHe 9J1eyeTTi
oHIM GepyIIiHiH THiCTI TMLIEH3UIaPOH XKETKi3yTe OKiNeTTiri pacTanys THic.
YCHIHBIIATHH OaFmapiiaMaliblK KAMTHUTEIM TeXHUKATIBIK, €PeKIIeITiKTe
Ke3penreH Mep3iMre Keminge 120 XKyMBIC CTAaHIUSACHH KOPFayra apHaIFaH
KOPIIOPATHUBTIK JUIEH3UsIIapMEH KaMTaMack3 eTyre MyMKiH/IK 6epyi Tuic.




[Tpunoxenue 16
K KOHKYPCHOM TOKyMEHTaluu

Texnuuyeckasi cnenuHKaIHs
3aKylmaeMbIX yCIIyT
(3anmosIHsIeTCsI 3aKa3YHKOM)

HauMmenoBanue Pecny6uKaHCKOe TOCYHapCTBEHHOE yupexkaeHue "AkageMust
3aKa34HKa npaBocynus npu Briciem Cyne6uoM Cosete PecnyOnuku Kazaxcrar"
HaumeHnoBanue Pecny6nukaHCKOe TOCYLapCTBEHHOE yupexkaeHue "AxageMus
opra"su3aTopa npaBocynus npu Briciiem Cyne6uom CoBete Pecny6nuku Kazaxcran"

Ne KOHKYypcCa:

Ne 17855514-1

HanMeHOBaHHEe KOHKYypCa:

Ycnyru 1o npenocTaBieHUI0 JIMLEH3UY Ha KOPIIOPaTUBHOE
aHTUBUPYCHOE IIporpaMMHOe 00eclieueHre U TEXHUYeCKOU
NOfIEPXKKeE.

Homep norta:

Ne 83354590-0OK1

HaunMeHoOBaHHue 10Ta:

Ycnyru o TeXHUYeCKOU MOAiepKKe TUIIeH3MOHHOT0 ITPOTPaMMHOTO
obecreueHus

HauMeHoBaHHe Koda
EaouHoro
HOMEHKJIaTyPHOT 0
CIIpaBOYHHKA TOBApPOB,
padorT, ycayr:

620920.000.000027

HaunMeHoOBaHHE YCIyIH:

Ycnyru no TeXHU4ecKou MoanepKKe JTUIeH3UOHHOT0 TPOTPaMMHOT0
obecrieyeHus

Egunuina H3MEpeHus;d:

OpHa yciyra

KonuuectBo (00BEeM): 1

Ilena 3a eqguHHLIY, 03 2275862.07
ydeTa Ha/iora Ha

T100aBJIEHHYI0 CTOMMOCTD:

O6masi cymMMa, 2275862.07

BbIIe/IeHHAS IJIs1
3aKynkKH, 0e3 yueta
HaJIora Ha 700aBJICHHYIO
CTOMMOCTb:

Cpok oka3aHusI yCIyIru:

B TedeHUe 15 KajeHOapHBIX JHEU ITOCe MOANUCaHusI J0r0BOpa.

Pa3Mep aBaHCOBOTO
mIarexa* *:

30 %

T'apaHTHHHBIN CPOK (B
Mecsax)

12

Onucanue TpedyeMbIxX
XapaKTEepPHCTHK,
rapaMeTpPOB U HHbBIX
HCXOTHBIX TaHHBIX

Ycnyru o npemocTaBieHUIO IMIIEH3WH Ha KOPIIOPATUBHOE aHTUBUPYCHOE
IporpaMMHoe obeclieueHne ¥ TeXHUYECKOH IoaaepkKKe.




YciaoBusa K
NOTEeHIHAaTbHOMY
NMOCTABIHUKY B C/Iy4ae
onpeneieHUusi ero
mooeguTeIeM H
3aK/II0YEeHHsI C HUM
oorosopa o
rocyJapCTBeHHBIX
3aKynkax (YKa3bIBalTCs
MpH HEOOXOTHMOCTH)
(OTKJI0HEHHE
IMOTEeHITHAJILHOI' 0
IMOCTAaBIITHKA 34 He
YKa3aHHe U
HelnpeacTaBIeHHe
YKa3aHHBIX CBeIeHHH He
DOIyCKAeTCs1)

TEXHUYECKOE CITEHVOUKALIVA HaumeHnoBarue yCiayru: YCIyru no
IIPeI0CTaBNIeHUIO INIEH3UY Ha KOPIIOPaTUBHOE aHTUBUPYCHOE
IpOrpaMMHOe o0eclieYeHre U TeXHUYECKOH moanepxkKe. 3aka3uuk: PI'Y
«Akamemus npasocynus npu Bricuiem Cyne6uom CoBete PecnyOnuku
KaszaxcTtan». HauMeHOBaHMe porpaMMHOro obecnedenusi: KopmopaTuBHoe
AHTUBUPYCHOE IIPorpaMMHoe obecliedeHue ISl 3alUTH Pabounx CTaHIIUH.
KonuuectBo nunen3uii: 120 (cTo gBamiarth) pabouux cTauuui. Cpok
OeHCTBUS JIULIeH3UN: He MeHee 12 (mBeHa[laTH) MecsIleB C JaThl aKTHUBAIUU
TuIeH3ui Mubo ¢ maTH Havyasla CpOKa OeHCTBUS JIUIEH3UH, ONpeaeIeHHOH
YCIIOBUSIMU JIUIIEH3UPOBAHUS Ipou3BoguTens. Texuudeckue TpeboBanus: 1.
[IpenoctaBnenue 120 (cTo mBaAIlaTh) MHUIIEH3UM Ha KOPIIOPATUBHOE
AHTHBUPYCHOE IPorpaMMHoe obecliedeHue OIS 3alUTH pabounx CTaHIMH
3aka3uuka. 2. O6ecrneyeHre 3aMUTE pab0YuX CTAHIUN OT BUPYCOB,
BPEHOOHOCHHIX MPOTPaMM, IIMMHOHCKOT0 IIPOIPaMMHOI0 00eCIIeUeHUS U UHEIX
Kubepyrpos. 3. ObecreyeHne PeryaspHoro 0OHOBIIEHUSI aHTHUBUPYCHEIX 0a3
U IPOTPaMMHBIX KOMIIOHEHTOB B TeUeHHE BCEro CPOKa JEeNCTBUS IUIeH3NM.
4. IlpepocTaBieHue JOCTYIIA K [EHTPAIN30BaHHOMY YIIPABJIEHUIO 3aIlUTON
paboyux CTAHUIUY IPU HAJIMUYUKU COOTBETCTBYIOMEN QYHKIIMOHAILHOCTH B
BEIODAaHHOM JIMIIEH3UMOHHOM IPOAYyKTe. 5. [IpemocTaBmeHre TeXHUYECKON
MOAIePKKY ITPOU3BOAUTENISI IIPOTPAaMMHOI0 00ECIIeYeHUS B COOTBETCTBUH C
YCIIOBUSIMU ITPUOOPETEHHOM unieH3uu. 6. [IpemocTaBieHue TUIEH3NOHHBIX
KJII0Yel, KOIOB aKTUBALIUYU TU00 MHBIX TPEOYCMOTPEHHBIX IIPOU3BOAUTENIEM
CpefCTB aKTUBaLUU NulleH3un. 7. [logTBEpXKAeHNE JIETATbHOCTH
IIPOUCXOXKAEHUS JIUIEH3UY U ITpaBa UX UCIIONIb30BaHUS 3aKa3uukoM. MecTo
okaszanwus ycnyr: Pecriy6nmka Kazaxcras, ropog Actana, yinuma beibitmimmik,
46, 3manue PI'Y «Axagemus mpaBocynus mpu Beiciiiem Cyme6aoMm CoBete
Pecniy6nuku Kasaxcrau». Pe3ynbTaT oka3anus yciyr: [IpegocraBnenue
3aka3urky 120 (cTo mBaguaTh) AeNCTBYIOMIKNX KOPIOPATUBHEIX JTUIEH3UN Ha
AHTUBUPYCHOE IIporpaMMHOe obecrieuenue ¢ obecreueHreM 00HOBIIEHUN U
TEeXHUYECKOU NOANEPKKY B TeUeHNe YCTaHOBJIEHHOTO CPOKa.
AnTHBUpYCHas 3ammTa (A3) HonmXKHa MIPeACcTaBiIseT co00M KOPIIOPaTUBHOE
pelenue, obecredrBaloliee YCTONYNBOE (PYHKIMOHUPOBAHKE B CETH
pabouux CTAaHLIUYU U CEPBEPOB. B pamMKax Bcell opraHu3aluy UCIIOIb3YIOTCS
e[IMHble aHTUBUPYCHEIE cpeficTBa. Hacrosmas Texurndeckas cuenupuKaims
SBJISIETCS OCHOBOIIOJIATAIONUINM JOKYMEHTOM, YCTaHaB/IUBAlOIUM TpeboBaHUA
K TIOCTaBJIIEMOMY IIPOTPAMMHOMY 00€eCIIeYeHHI0 C OKa3aHUEM
COTIYTCTBYIOIIMX YCIIYT 10 BHEOPEHUIO CUCTEMbI aHTHBUPYCHOM 3aIUTH. Bce
KOMITOHEHTH! CUCTEMEL IOIXKHEL UMEIOT TIOJTHYI0 MHTETrpaluio MexXny coboii.
1. O6umme TpebGoBaHUS K MIPOTrPaMMHOMY 00eCIIeYEHUI0 TI0 AHTUBUPYCHON
zammTe 1.1. O0uIee KOIUYECTBO 3allUIIaeMEIX y3710B: CPOK IeHCTBUS
nuneH3un: 12 (IBeHaAlaTh) MECSIleB C MOMEHTa TeHepaluy IUlleH3Ui Ha
mporpaMMHoe obecrnieuenue. CepBep ynpasnenus 1. BoaMoxKHOCTD
IEHTPaIN30BaHHOTO YIIPaBIeHUSI aHTUBUPYCHOM 3alIUTOMN BCeil CeTeBOn
UH(PPaCTPYKTYpHL. 2. BO3MOXKHOCTL TOCTPOEHUS UEPAPXUIECKOU CTPYKTYPEL
aMIMUHUCTPUPOBaHUs, KOTOPasi COCTOUT 13 I'IaBHOTO CepBepa U
MIONYUHEHHEIX CEPBEPOB, YTO JaeT BO3MOXKHOCTh OCYILIECTBIATh
LIEHTPaIM30BaHHOE yIpaBlieHNe aHTUBUPYCHOM 3alUTON paboynx CTaHIuH,
CepPBEPOB ¥ MOOMIBHEIX




YCTPOXCTB, YTO IPUHAMJIeKAaT KaK IJITaBHOMY, TaK U PerHOHaIbHEIM
noxpa3nenenusM. 3. MHBeHTapu3alus 060pyI0BaHus, KOTOPOE YCTaHOBIEHO
Ha pabouyux CTAHIIUAX ¥ cepBepax nop yupasienueM Windows, MacOS u
Linux. 4. uBeHTapu3alus NporpaMMHOT0 00ecredeHus, KOTOpoe
YCTAHOBJIEHO Ha Pab0oYmx CTAHIMAX U CepBepax mop yrnpasnerneM Windows,
macOS u Linux. 5. YoaneHHas yCcTaHOBKa aHTUBUPYCHOTI'O IIPOTPaMMHOTO
obecrevyeHus OJs onepanuoHHex cucteM Windows, Linux u Mac Ha
HECKOJIbKO KOHEYHEIX TOYeK OJHOBPEMEHHO. 6. YaaneHHas yCTaHOBKa
IIOJTb30BATEIBCKOTO IIPOTPAaMMHOI0 o0ecmedenusi. 7. BO3MOXKHOCTh
VIaJIeHHOT0 yoaJlleHus YCTaHOBJIEHHOT O II0JIb30BATEILCKOI0 IPOTPaMMHOTO
obecmeuenusi. 8. YunaneHHoe ynaneHre aHTUBUPYCHOTO TPOTPAMMHOTO
obecmevueHus oI onepanuoHHex cucteM Windows, Linux u Mac. 9.
B03MOKHOCTE BHIIOJIHATE C IOMOIIBIO HHCTPYMEHTA YIaleHHOT 0
yIIpaBJIeHUS JOTOJIHUTENIbHEIE CEeTEBLIE NENUCTBUS, TaKHe KaK: 3aBepIleHue
paboTHl U Imepe3arpys3kKa, OTIpaBKa CUTHaja MpobyKOeHusI KOMIIbIOTEPa,
OTIIpaBKa COOOIEHNH, BEITOJIHEHNE KOHKPETHHIX UHCTPYKIINY KOMaHIHON
CTPOKH Ha KITMEHTCKOM KOMITBIOTEPE, CTAPT 0OHOBJIEHHUS OIEepalOHHON
CHCTEMBI KIIMEeHTCKOro KoMmnbioTepa. 10. Hanuuue naCTpyMeHTa O
CO3[aHus U PefaKTUPOBaHUS YCTAHOBOYHKIX IIAKETOB IJIS1 OII€PAllMOHHEBIX
cucteM Windows, Linux 1 Mac ¢ npegBapuTenbHO YCTaHOBIEHHBIMHI
HACTpoMKaMu KOH(PUTypalny, YTO O3BOISIET SKCIOPTUPOBATh
YCTAHOBOYHEIE ITAKETH [JI Pa3BePTHIBAHUS [I0THOLIEHHOY aHTUBHAPYCHOU
3aIIUTH Ha KOHEYHBIX TOYKaX B U30JIMPOBAaHHOU CETH, a TakKXkKe Ha KOHEYHBIX
TOYKaX, KOTOPEE HyKOAI0TCS B 3allliTe, HO BpeMEHHO He MOOKITI0YEHE K
cepBepy agMuHUCTpUpoBaHud. 11. Hanuune gucnetrdepa moiab30BaTeNe,
KOTOPBHIN ITO3BOMSAET CO37aBaTh Pa3HBIX II0JIb30BaTENIeX CepBepa
aIMUHUCTPUPOBaHUS U Ha3Ha4aTh UM pa3HbIe IIpPaBa JOCTYIIa K OTHEIbHEIM
pa3genaM, rpyniaM KOMIIbIOTEPOB Ha CEPBEPE afMUHUCTPUPOBAHNUS, YTO
JaeT BO3MOXHOCTE IIPeOCTaBUTh Pa3Hble IIpaBa JOCTYIa AJid PETHOHATbHBIX
CHACTEMHBIX afMUHUCTPATOPOB Pa3BETBIEHHOM CUCTEMEl aHTUBUPYCHON
3amuTh. 12. Bo3M0XKHOCTL ayTEHTU(PUIIMPOBATh aAMUHUCTPATOPOB KOHCOJIN
yIIpaB/ieHus ¢ MOMOIILI0 rpymnn Oe3onacHocTu Active Directory. 13.
B03MOKHOCTE UCIIONL30BaHUS ABYX()aKTOPHOU ayTeHTU(DUKAIINY OJIT
Y4YETHBIX 3alUCel agMUHNCTPATOPOB, YTO II03BOJISIET IPEIOTBPATUTh
HEeCaHKI[MOHUPOBaHHOE NOJK/II0UEHUE K CepPBePY LeHTPaIu30BaHHOI O
yrnpasnenus. 14. Hanuure XKypHana ayouTa, B KOTOPOM PETUCTPUPYIOTCI U
OTCIIEKMBAIOTCS BCe M3MEeHeHUs B KOHGUTYpPAINHU 1 BCe MeMCTBUS, KOTOPHIE
BHINIOJIHSAIOT II0JIb30BATE/IN CEPBEPa agMUHUCTPUPOBaHus. 15. BO3MOKHOCTh
yoaJeHHO aKTMBHAPOBATh U NeaKTUBUPOBATh MOIYJIM 3alllUTH], TaKue Kak
IIePCOHAIBHEIM OpaHAMayap, 3allliTa B peKKMe pPeaabHOr0 BpeMeHH, 3alluTa
IIOYTOBOTO KIMEHTA, 3allluTa OOCTyIa B IHTEepHEeT, KOHTPOJIb YCTPOUCTB,
Be0-KOHTPOJIb, aHTHCIIAM Ha OTHOENLHO B3STOM KiIHeHTe. 16. BO3MOXHOCTD
co30aBaTh U PeJakKTUPOBATh CTATUYECKHE TPYIIIE M BO3MOKHOCTh UMIIOPTa
u3 Active Directory mepeBa KOMIbIOTEPOB. 17. BO3MOXHOCTh HaCTPOUKYU
ABTOMATUYECKOr0 pacupeneeHns KJIMEHTOB 10 JUHAMUYECKUM I'PyNIaMm 110
MHOTUM KPUTEPUSAM C IOCNIEeNYIOIYM Ha3HaueHUeM COOTBETCTBYIOLINX
MOJTUTHK 6€30T1aCHOCTH, a TaK¥XKe 3anyCKoM Heo6X0omuMbIX 3amad. 18.
B03MOXHOCTE UMIIOPTA




nmonb3oBaTened u rpynn us Active Directory ons manbHenmero
WCIIOJTb30BaHUS UX IJIS TIEPCOHANM3alUY TPABUIT KOHTPOJS YCTPORCTB U Beb-
KOHTPO. 19. BO3MOXKHOCTE MCIIONTH30BaTh KaK BCTPOEHHEIE, TaK U
[I0JIb30BaTEIbCKUE [IOIUTUKY, IPefHA3HaYeHHEIE IS IOCTOSTHHOT O
00CTyKUBaHUS KOHQUTYPAI[MOHHBIX HACTPOEK aHTUBUPYCHBIX ITPOAYKTOB.
B03MOKHOCTE OCYIIECTBAATEL 3KCIOPT/UMIOPT IONMUTHUK. 20. Hanmuue
IaHeNl¥ MOHUTOPHUHTA, KOTOPas MPefoCTaB/IsAeT BCI0 He0OX0IUMYI0
moapoOHYI0 H(OPMAIINIO OTHOCUTENIBHO YPOBHS 3aIUTH 6€30I1aCHOCTH
nHGPaCTPYKTYPH, COCTOSHUS 3alIUIIeHHEIX KOHEYHEIX TOUEK, a TaKkKe
COCTOSIHUS CaMOT0 cepBepa agMuHUCTpupoBanus. 21. Hamuyue okosno 100
IIPelyCTAHOBIIEHHEIX IA0JI0HOB 0TYETOB, KOTOPEIE MOT'YT UCIIONIb30BATELCS
KaK [715 TaHeIM MOHUTOPUHTA, TaK U 0151 GOPMUPOBAHUS PA3TUYHEIX
0T4eToB. 22. BO3MOXKHOCTh CO3[1aBaTh ¥ PeakKTHPOBATh 1Ia0JIOHE OTYETOB,
KOTOpBIe UCTOIB3YIOTCS KaK I TaHeNnd MOHUTOPHUHTA, TakK U AJIT
dbopmupoBanus oTueTos B hopmaTax PDF, CSV u nanbHeNIIero XxpaHeHus 110
YKa3aHHOMY IIyTH UJIM OTIIPABKY Ha YKA3aHHYIO 3J1eKTPOHHYIO IIOUTY. 23.
INonopmepKKa UHCTPYMEHTOM yOANIEHHOTO afMUHUCTPHUPOBAHUS CIEYIOMINX
6a3 mauHbIX: MS SQL Server, MySQL. 24. Bo3M0XHOCTb 3KCIIOPTHPOBATh
JKypHAJIH B Syslog ans ganmpHelmen naTerpanuu ¢ SIEM. 25. Bo3M0oXKHOCTD
HaCTpauBaTh TapaMeTPHl KYPHAJIOB X OTYETOB UM BHIOpATh U3 6ojiee 4eM
50 11a610HOB [T PAa3TUYHLIX CUCTEM/KITHEHTOB. 26. BO3MOXKHOCTD
C037aBaTh 3epKajio OGHOBIIEHUIH C ITOMOIIBIO0 AaHTUBUPYCHOTO IIPOAYKTA,
CIIeLIaIbHOM YTUIUTH MU IIPOKCHU cepBepa. 27. Bo3MOXKHOCTE CO3HaHU
3epkasa o0HOBIIeHUY Ha oCHOBe cTopoHHUX HTTP-cepBepoB. 28. Beb-
OPUEHTHPOBAHHEIN NHTep(delic, KOTOPHIM faeT BO3MOKHOCTE YIIPaBIATh
cepBepoM uepes 10001 6pay3ep MyTeM COeqUHEHUS, 3aIUIIIEHHOTO
ceprudukarom. 29. Vcmonb3oBaHue HE3aBUCUMOI'0 areHTa, KOTOPIi
II03BOJISIET OCYIIECTBIATE YAAJIEHHOEe VIIPaBIeHNe aHTUBUPYCHEIM
IPOOYKTOM Ha KOHEUYHHIX TOUKaX, a TaKXKe KOHTPOIUPOBATh YPOBEHb
QHTHUBUPYCHOM 3aIlKTH Ha paboyrX CTAHUIKSIX U COCTOSTHHE OIePalMOHHOM
cucteMsl. 30. BO3MOXKHOCTh OTCITEXKMBATh YCTAHOBJIEHHOE Ha pabouen
cranuuu [10, a TakXke ynangars ycraHoBneHHoe [10 Ha BrIGop. 31.

[ OmOMHUTEIbHEIM KOMIIOHEHT, YTO II03BOJISIET YIIPABIATh aHTUBUDPYCHOU
3aIUTON Ha MOOHUIBHEIX YCTPOMCTBaX. 32. CrenuanbHEN KOMIOHEHT,
KOTOPHIY OCYIIEeCTBISeT 00HAPYKEHNe B CETH He3alluIeHHEX pabounx
CTaHIMY [AJIS HaJbHEWUIIero pa3BepTHBAHNUS aHTUBUPYCHOX 3aIIUTHL. 33.
3amuTa CoefUHEHNHN MeXy KOMIIOHEHTaMH CepBepa C IIOMOIIbI0 KaK
CaMOCTOSITEJILHO BRITYIEHHBIX CEePTU(UKATOB, TaK U CYILIECTBYIOMINX
cepTudukaToB. 34. UHCTPYMEHT [ YIPaBJIeHUS COCTOSHUEM JINLIEH3UN
(maxxe 6e3 HUCIIOIb30BaHUs CepBepa aAMUHUCTPUPOBAHHA). 35. BO3MOXKHOCTE
0eaKTUBUPOBATH JTUIIEH3UI0 aHTUBUPYCHEIX ITPOAYKTOB flaxke Ha paboyux
CTaHIUAX, K KOTOPHIM HeT GpU3NYeCKOro UMK yOaJeHHOr0 fJocTyna. 36.
B03MO0XHOCTb YCTaHOBKM cepBepa agMuHuCcTpupoBanus Ha OC Windows u
Linux. 37. IlocTaBKa cepBepa afMUHHACTPUPOBAHUSA B PA3BEPHYTOM BUJIE,
TOTOBOM [JIg MCIIONIb30BaHUS B BUPTYAIbHEIX CPeflaX, TaKUX Kak Microsoft
Hyper-V, Oracle VirtualBox, VMware (ESXi/vSphere/Player/Workstation). 38.
[NompepKa cucTeM BUPTyanu3aluy, Takux kak VMware Horizon 8.x unu
Citrix XenCenter/XenServer 8+. 39.




B03MO0KHOCTD OIPeNeNATh, KaKas BUPTyalbHas MalluHa OyOeT SIBISIThCS
HUCTOYHUKOM [JI KOIIMPOBAHUS MU KJIOHUPOBaHUS B cucTeMax VDI. 40.
Hanmuune MacTepa HaCTPOUKHM [JIsT OIIPefeNIeHus MOAPOOHEIX ITapaMeTpPOB
miig uHTerpamuu ¢ cucreMamu VDI, 41. Bo3MOXKHOCTE BEIOMPATh BAapUAHTEHL
00paboTKy UIEeHTU(UKATOPOB KIOHUPOBAHHEIX KOMITBIOTEPOB, TaKKe KaK
COIIOCTaBJIEHNE CYILIECTBYIOIINMYU KOMIBIOTEPAMY UJIA CO3aHKe HOBBIX
KOMITBIOTEPOB. 42. BO3MOXKHOCTE OTIpefeNnsiTh TapaMeTpH I1abioHa
uMeHoBaHus VDI [y MIrHOBEHHBIX KJIOHOB MJIM KATAJIOTOB MAllluH. 43.
Hanmuune mpenycTaHOBIEHHHIX IIA0I0HOB B CUCTEME YBEOOMIIEHUH MIIIs
“H(GOPMUPOBAHUS 0 HEKOPPEKTHOMN MIeHTUDUKAIINY KIIOHUPOBAHHbIX
MaIlliH, YTO [aeT BO3MOXKHOCTL OIIOBEL[aTh 0 HEKOPPEKTHO HAaCTPOEHHOU
uHTerpaiuu ¢ cucreMamu VDI, 44, Hamuyue aBTOMaTHYE€CKOTO OOHOBIIEHUS
areHTa yIpaBJIeHUS, YTO MAeT BO3MOXKHOCTEL 663 BMEIIATEeIhCTBA
AIMUHUCTPATOPOB UCIIOJIb30BaTh aKTyalbHEIE Bepcuu. 45. Hanuune
MeXaHM3Ma paclipefeeHHs] aBTOMaTU4eCKOT0 ITpoliecca 0OHOBIIEHUS, UTO
OaeT BO3MOXKHOCTh CHU3UTh HAarPy3Ky Ha CETh M KOMIILIOTEPHI B 1IEIOM. 46.
B03MOXKHOCTE yCTAHOBKY areHTa ynpasneHus Ha ARM64 npoueccopax. 47.
Hanuune GyHKUIMOHANA CO3OAaHUS IIIOMA0K B COOTBETCTBUY C GUIuanaMu
KOMIIQHUY, YTO JaeT BO3MOXKHOCTh HA3HQUUTh ONPefeIeHHYI0 9acCTh
TIALIEH3UH OTHEeNbHEIM dunuanam. 48. Hannuue GyHKIMOHATA [
ompeneneHusT afMUHUCTPATOPA IIOUAAKY UK GuInaa C
COOTBETCTBYIOIIEHN YaCThIO INLIEH3WHU. 3aIuTa pabouynx cTaHuui 1.
[IpemocTaBneHue 3alIUTEL OT BUPYCOB, TpostHCKOro 10, peknamuoro [10,
¢ummHra, a TakxKe mnuoHckoro I10. 2. IIpemocTaBieHre 3alIUTH OT
BpenoHocHoro I10 - onpefieIeHHOT0 BPeIOHOCHOT'0 KOa, KOTOPHIT
moGaBIsieTcs B HAyalio MITM KOHEIl Koma ¢aiiioB Ha KOMIbIoTepe. BrisiBeHune
BpenoHocHoro [10 momKHO OCYIIECTBIATLCS SAPOM 00HaApYXKEHUS B
COYeTaHUU C KOMIIOHEHTOM MAIIMHHOTO 00y4eHnus. 3. IlpemocTaBienue
3aIIUTH OT MOTEHIMAaIbHO HeXKelaTeIbHBIX IIPOTPaMM, KOTOPEIE HENb35
OTHO3HAYHO OTHECTH K BpegoHocHoMy [10 1Mo aHaJIoTuu C TAaKUMU
0e3yCI0BHO BPEIOHOCHBIMY IIPOTPaMMaMH, KaK BUPYCHI UJTH TPOSHHI, HO 9TH
IIporpaMMBbl MOTYT YCTaHaBIMBATh JOMOMHUTEIbHOE HexXenaTenbHoe [10,
MEHSTb HaCTPOUKHU CUCTEMBI, @ TaKXkKe BBIIMOHATh HEOXKUTAHHBIE IeNCTBUS
WJY JeUCTBUS, He MONTBEPXIEHHEIE T0JIb30BaTeneM. 4. [IpemocraBnenue
3aIIUTH OT IOTEHIIMAIBHO OMIACHAIX IIPOrpaMM - pasHoobpasHoro I10,
KOTOpPO€ MOXKET MCIT0Ib30BaThCS OIS BPEMOHOCHBIX Ileflel, TaKUX Kak
HECaHKIMOHNPOBAHHLIM YOaleHHBIM OOCTYI, KpaXka UJIM B3JIOM IIapojiel,
KJaBuaTypHbBIE LIMHOHK ¥ Apyrue 5. [IpegocTaBieHmne 3aluThl OT
IIOIO3PUTENBHEIX IIPOrPAMM - IIPOTPaMM, KOTOPHIE CKaThble YIIaKOBIIUKaMU
WJIA TPOTEKTOPaMM, KOTOPBIE YaCTO MCIOJb3YIOT 3JI0YMBIIUIEHHUKY AJIS
IpemoTBpaleHus: 00HaAPYKeHUs BPEOOHOCHOTO IIPOTrPaMMHOT0
obecmeuenwus. 6. [IpegocTaBneHue 3alUTH OT OMACHBIX POTPAMM PYTKHUTOB,
KOTOpHIE IPEOCTABISAIOT 3JIOYMHIIIIEHHUKAM u3 MHTepHEeTa
HeOTpaHWYEHHBIN JOCTYI K CUCTEME, B TO K€ BpeMs CKphiBas CBOe
IIPUCYTCTBUE B ONIEPALMOHHOU CUCTeME. 7. BO3MOXKHOCTE OJIsT pa3JIUYHEIX
KaTeropuy yrpo3 HaCTpauBaTh OTHENIbHbBIE YPOBHU pearupoBaHUs Kak OIS
3allUTH], TaK ¥ /I OTYETHOCTH. 8. BO3MOXKHOCTD HeNaTh UCKITIOUEHUS U3
CKaHMPOBaHUS OIpefeNieHHEX (alinoB, KOTOPEle HE BPEOHOCHEIE, HO
CKaHUPOBaHUE KOTOPEIX MOXKET




IIPUBECTH K OTKJIOHEHUSM B paboTe UMK BNUSATh Ha IPOOYKTUBHOCTD
cucTeMbl. 9. BO3MOXKHOCTE CO3aHusI UCKITIOUEHUH IS 00IeCHCTEMHBIX
IIPOIIECCOB C LEJbI0 YIYYIIUTh CKOPOCTb PAOOTH CUCTEMHEBIX CITYK0 U
MHUHMMHU3UPOBATL BMENIATENLCTBO B mpoliecc paboter OC. 10. Bo3M0OXHOCTD
OCYIIECTBIATh IPOBEPKY 3arPy30YHEIX CEKTOPOB Ha Haln4due BUPYCOB B
TJIaBHOM 3arpy304YHOM 3amucH, B ToM uucie uatepdetica UEFI. 11.
Ob6ecrieyeHre aHTUBUPYCHOM 3alUTHL B peKKMe pPeanbHOro BpeMeHu. 12.
Hcmonp30BaHue 9BPUCTHYECKUX TEXHOJIOTHH COOCTBEHHOM pa3pab0TKu BO
BpeMs CKaHMpoBaHus. 13. AHTUBUPYCHOE CKaHUPOBAHUE 110 TPeOOBaHHUIO
IIONTh30BATENS UM afMUHUCTPATOPA U B COOTBETCTBUU C IpadukoM. 14.
Mopynb 3aIuTH JOKYMEHTOB, KOTOPHIE HAl0T BO3MOXKHOCTh IPOBEPSTh
Makpockl Microsoft Office Ha Hanmuure BpegoOHOCHOTO Kofda. 15.
Bo3MOXKHOCTE CKAaHUPOBaHUSA (PaiiyioB Bo BpeMs 3amycka OC. 16.
Bo3MoxHOCTE cCKaHupoBaHuSA WMI 1 cCuCTEMHOTO peecTpa, BCeX pa3feoB U
MIOfIpa3[eNioB, YTO 00eclieynBaeT 3allUTy OT BPEOOHOCHOTO IIPOTPaMMHOT0
KOJla ¥ 3JT0HAMEPEHHHIX CCHIJIOK, KOTOPHIE PACIIPOCTPAHSIOTCS B BUE
maHHBX. 17. Hamudme BCTPOEHHOTO HHCTPYMEHTA, YTO OO BEOUHSIET
HECKOJIbKO YTUIUT IJIg OUMCTKHA OCTAaTKOB CJIOKHBIX YCTOMYUBEIX YT PO3,
takux Kak Conficker, Sirefef, Necurs u gpyrux 18. CkaHupoBanue
KOMITIBIOTEPA B HEAKTUBHOM COCTOSHUU. 19. BO3MOXKHOCTS ONpeaeneHus
mopOOGHAIX TTapaMeTPOB PaboThl aHTUBUPYCHOTO CKaHepa, TaKuX Kak
orpefeyieHre 00bEKTOB ¥ METOMIOB CKaHUPOBAHHUS, BO3MOXKHOCTh YCTAHOBKH
MaKCHMaJIbHOTO pa3Mepa U BpeMeHHU CKaHUPOBaHUs Qaiiyia, MaKCUMallbHas
rnyOvHa BIIOXKEHUS apXuBa U co3faHue uckmouenui. 20. Mcnonb3oBanue
64-0MTHOTO Spa IS CKAHUPOBAHMWS, YTO YMEHbIIAET HAarpy3Ky Ha CUCTEMY
Y TI03BOJISIET CHEJATh CaMblie OBICTPEIE U 3((GEKTUBHEIE CKAHUPOBAHUS. 21.
B03MO0KHOCTD HCIIOIL30BAHUS TEXHOJIOTHM MAIIMHHOTO 00y4ueHus ais 6oee
yryOIeHHOTO aHaIu3a KOfia C IEJTbI0 BHISIBIIEHUS BPEIOHOCHOTO IIOBEEHUS
U XapaKTePHUCTUK BPEeIOHOCHOT'0 TPOrpaMMHOTr0 obecrieuenus. 22. Monymib
3aIIUTH OT SKCIIJIOWTOB, KOTOPHIM 00€CIeYrBaET 3aIlUTy OT YTPO3,
CIIOCOOHBIX MCITONh30BATh YSI3BUMOCTH PA3IMYHBIX MMPUJIOKEHUHN, TAKUX KaK
Java, Flash u gpyrux 23. Monynb, KOTOPEIY I'Ty00KO aHaTU3UPYET
3anyIieHHbIe IPOLEeCCH U UX OeITeNIbHOCTD B (haliJIoBOM CUCTEME, UTO
00ecIeurBaeT NONOIHUTEIBHEN YPOBEHD 3aIIUTH OT IPOTPaMM-
BEIMOTaTenei (ransomware). 24. Mopaynab CKaHUPOBaHUS OTEPaTUBHOU
MaMSITH, KOTOPHIN CIIOCOOHBIN OTCIIEXKUBATh PAOOTY IIOOO3PUTETHHEIX
3aMyIIeHHbIX IIPOIECCOB, YTO II03BOMISET IPEJOTBPATUTh 3apakeHue Jaxe
TIATeNIbHO 3auudPOBAHHEIMY U CKPHITBIMU yrpo3amu. 25. Hanuune
cucteMbl o6Hapyxenus sropxkenu (HIPS), koTopas oTcnexkuBaeT 3aIyCcK
IIpoTrpaMM U U3MEHEHHUS B CHCTEMHOM PEECTPe U 3allUIaeT KOMIIbIOTED OT
BPENOHOCHBIX IPOTpaMM 1 HeXKeJlaTellbHOU aKTUBHOCTHU. 26. BO3MOXKHOCTH
C037aBaTh COGCTBEHHEIE IIPABUIIA AJIT KOHTPOJIS 3aMyIIEHHBIX ITPOLIECCOB,
HCIIONHSAEMBIX (aityioB ¥ Pa3esioB peectpa. 27. [JOMONMHUTEIbHAS TPOBEPKA
3aMyIIeHHHIX IPOIECCOB B 006JIaYHOM PENyTallMOHHOM cepBuce. 28.
B03MOKHOCTE MHTETPAIMK 3aIIUTH PAO0YMX CTAHIMHE U CEPBEPOB C
061a4HOM ITecOYHUIeH (P HaTUYUY OOTIOTHUTENbHON nuieH3un) 6e3
He0OX0IMMOCTH YCTAaHOBKH [OIOHUTEIHLHEIX ITPOTPAaMMHEIX ITPOAYKTOB. 29.
ABTOMaTH4eCcKas aHTUBHUPYCHAS




IIpoBepKa CMeHHBIX HocuTenel. 30. Hanuumne HHCTpyMeHTa, KOTOPHI
CMOXKET OCYIIECTBIIATh KOHTPOJIb OAKITIOYEHXS K paboyeil cTaHIUU
CMEHHBIX HOCUTEeJIel IIyTeM CO3[aHus IIPaBUJl JOCTYIa, @ UMEHHO
6710KMPOBKA, pa3pelleHne, TOILKO YTeHNe, YTeHUE U 3allUCh,
npenpynpexnenue. 31. Bo3MOXHOCTh OCYIIECTBISATE KOHTPOIbL IIOOKTIOUEHU S
K paboyel CTaHIMY BHEIIHUX YCTPOMCTB [0 THITY YCTPOMCTBA, 10
TIPOM3BOOUTEII0, MOEJH UM CEPUMHOMY HOMEDPY YCTPOKCTBa. 32.
B03MOKHOCTE CO3HaBaTh I'PYIIIIH Pa3PeIleHHbIX UITH 3aMPEIeHHEIX BHEITHUX
yCTPOUCTB. 33. BO3MOXKHOCTE 3alpeliaTh UM pa3pelaTh NOAK/II0YeHNe
BHEIIHUX YCTPOUCTB KakK [Jig BCeX, TaK U [OJIg OTHEJIbHEIX II0JIb30BaTe/Ier UTu
rpynn Windows unu gomeHa. 34. Bo3MOXKHOCTD 3afiaBaTh BpeMeHHEIE
HMHTEPBAIbI, YTO [03BOJISET O0jiee TMOKO HAaCTPaMBaTh IIPABUIa KOHTPOJISI
ycTpoucTB. 35. ObecrneyeHre JOMOHUTEIEHOTO YPOBHS 3aIUTEL TOUYTOBOTO
TpaduKa Ha paboyed CTAHIMY ITyTeM MHTETPalMY B TOYTOBBIN KITUEHT C
BO3MOXKHOCTBI0 TpoBepku POP3, POP3S, SMTP, IMAP u IMAPS u npoBepku
TIOYTOBHIX BIOXKEHMH, 0co6eHHO Ha Tex IIK, KoTopkle BpeMeHHO Un
IIOCTOSTHHO HaXOAsTCS 3a IIpefelaMy KOPIIOpaTUBHOU ceTu. 36.
B03MOXHOCTb aBTOMaTU4YECKU YOAIATh UMK IIepeMellaTh 3apaXkeHHYI0
IIOYTY B YKa3aHHEIM KaTaJIOT B IOYTOBOM KiueHTe. 37. Hanuuue Momyns
3AIIUTH OT CIlaMa CO6CTBEHHOHN Pa3paboTKX C BO3MOKHOCTHIO HHTET DALMY B
MIOYTOBHIM KJIUEHT, YTO 00€CIIeunBaeT NOMOTHUTEILHEIN YPOBEHb 3alIUTHL OT
crama, oco0eHHO Ha Tex I1K, KoTophle BpeMEHHO MU TIOCTOSTHHO HaXOOsATCS
3a mpefnenaMy KOPIOPATHBHOM ceTH. 38. BO3MOXHOCTE HCIIOIL30BATH Oebie
U YepHHIE CIIMCKY CIlaM-aipecaToB Kak I0JIb30BaTeIbcKue (rubkas
MEPCOHAIM3AIMS HHTEIIEKTYaIbHOTO CIIaM-MOAYJIs), TaK U II0GabHbIE,
uHGOpPMaIus K KOTOPHIM IPUXOIUT C CEPBEPOB 06HOBIEeHMS. 39.
OfGecneyeHue OTOTHUTEIHHOTO YPOBHS 3aIIUTH MHTepHET-Tpaduka myTeM
mposepku HTTP, HTTPS Tpaduka, 4TO IO3BOISET HE TOILKO OIOKMPOBATE
(aiinsl, KOTOpHIE ITepefaloTCsS 3TUMHU IIPOTOKONIaMy, HO U 6JI0KMPOBATh
afipeca TaKHUX OMACHBIX PECYPCOB, KaK (GUIIMHTOBEIE CAWTHI, CEPBEPHI
6otHeTOoB, KOMaHOHEE (C&C) cepBepsl APT, a TakKe CepBepsl, KOTOPEIE
pacIpoCTpaHsioT yrpo3kl Knacca «ransomware». 40. Bo3aMoXHOCTE
CO3JaHUs CIIMCKOB 3a0JIOKMPOBAHHKIX, Pa3PELIEHHBIX UJTH UCKITIOYEHHEIX U3
mpoBepku URL-agpecos. 41. Bo3MoXHOCTb OITOKHPOBATh 3arPy3Ky U3
HuTepHeTa GaityioB 10 yKa3aHHOMY paclidpeHnuio, ocobenHo Ha Tex 1K,
KOTOpPBEIE BpDeMEHHO UJIU ITOCTOSTHHO HAaXOOSATCS 3a IpefeaMu
KOPIIOPaTUBHOU ceTH. 42. Bo3aMOXKHOCTD MPOBEPKH IIPOTOKOIa SSL Kak B
aBTOMAaTH4Y€ECKOM, TakK U B UHTEPaKTUBHOM pexuMax. 43. TIpoBepka
OeiCTBUTENILHOCTH U IIeJIOCTHOCTY cepTudukaTtoB SSL-Tpaduka. 44.
B03MOXHOCTD yIIPaBIATh CIIUCKAMU JOBEPEHHBIX CEPTUPHUKATOB U
cepTuhUKaTOB, UCK/TIOUEHHBIX U3 TPOBEPKH, a TaKKe BO3MOKHOCTH BEIGOpa
OeicTBUS MIPH ONpeneNieHnn cepTudrKaTa HeeiCTBUTEIIbHBIM,
HeoIlpeflelIeHHEIM UITH TTOBPEXKAEeHHEIM. 45. Hanmuuyre JOIOMTHUTEIHHOTO
MOJYJIsi, KOTOPHIM IT03BOJIAET 3anyCcKaTh Opay3epsl B 3allUIIIEHHOM PEXUME C
IeJTbI0 GIIOKMPOBAHUS IIOMBITOK BMEIATEILCTBA B 00/1aCTh MaMsATH Opay3epa
U COIEepPKUMOTI0 €T0 OKOH, a TaKXe JOMOIHUTEIBHOU 3alUTH KPUTUIECKUX
VHTepHET-COeNUHEHNH, TaKUX KaK MHTepHeT-TnaTexu ¥ UHTEepHET-0aHKUHT
1 T.0. 46. BO3MOXKHOCTE CO3MaHUs UCKITIOYEHUM 10 IIPOBEPKE




TpaduKa AN OTHENbHEIX IPOTPAMM U OTHeNbHBIX IP-00bekTOB (IP-agpecos,
nuana3oHoB [P-agpecos, nofcetelt). 47. Hanuune nmepcoHanbHOTO
OpaHmMayspa [JIs OCYIIeCTBIEHUS CEeTEBOM (DUIbTPAIMY ¥ 3aIUTH KaK OT
BHEIITHUX, TaK U OT JIOKAJIbHBIX CEeTEBHIX aTak. 48. Hanuune B mepcoHaIbHOM
OpaHgMayspe MHTEPAKTUBHOTO PEKMMA, YTO IMPEIOCTABIAET MOIPOOHYI0
uH(oOpMaLXo 0 HOBOM HEM3BECTHOM CETEBOM COENUHEHUHU U JaeT
BO3MOXKHOCTh He TOJIBKO co3faBaTh Ha [1K HOBoe IIpaBuiio CETEBOU
GbunbTpammu oyl 00HAPYXKEHHOT'0 COeNUHEHMS, HO ¥ YKa3hIBaTh MIOAPOOHEIE
HACTPOMKY Ois Hero. 49. Hanuune B IepcoHaNbHOM OpaHAMayaspe pexuMa
00y4eHus:, YTO MMO3BOJISIET afMUHUCTPATOPY YIaIeHHO HAaCTPauBaTh
PaspeluTeIbHbIE IIPABUIIA [IJI CETEBBIX PUIOXKeHNH u 06opymoBanus. 50.
Hanuune pegakTopa IpaBuil, YTO II03BOJISET He TOJIBKO PEJaKTUPOBATh
Cco3[aHHbIe ITpaBuia, HO U YIIPaBISTh BCTPOEHHBKIMHU ITPaBUIaMM, KOTOPBIX
OOCTATOYHO IJIS IEPBUYHOM TIIATEIbHOM 3aIUTHL OT HECAHKIIMOHUPOBAHHBIX
CETEeBLIX COeMHEHU! U JIOKaIbHBEIX CETEBHIX aTak. 51. Bo3M0oXKHOCTH
CO3[aHus IpaBujl CEeTEBOW PUIbTPAIUH IJIg KOHKPETHHIX IIPOrpaMM 1
CEepBHUCOB. 52. BO3MOKHOCTh CO3aHUs AT IIEPCOHATBHOTO OpaHaMayapa
Pa3NMUYHBIX TPOGUIEH, KOTOPEIE MOT'YT aBTOMATUYECKM ITEPEKITIOYAThCs, B
3aBHCHUMOCTH OT TOTO, K KAKOW CETH MOIK/II0YeH KOMIIBIOTED. 53.
B03M0KHOCTE HCIIOIb30BATh B TEPCOHAIBHOM GpaHOMayape
OOIOIHUTENbHYIO ayTeHTU(DUKAIINIO CETH C LIEIbI0 TPeIoTBPaIleHUs
HEeCaHKITMOHNPOBAHHOTO moakmioueHus [1K K Hen3BeCTHBIM OITaCHLIM CETSM.
54. Hanvuuue DOMONMHUTENBHOTO GYHKIMOHATA IIEPCOHAIBHOTO
OpanagMayspa, YTO IMO3BOJSET IPOCMATPUBATH BCIO IIOOPOOHY0 HHPOPMALIHIO
10 BCEM UMEIOIIUMCS CETEBEIM COENUHEHNSM, a TaKXKe IIpeaynpexaaTh
II0JIb30BaTEJIS O MOAKIIIOUEeHUH K He3aluineHHou cetu Wi-Fi. 55.
B03M0XKHOCTh HACTPOUKHM [OMOTHUATEILHEIX TapaMETPOB MOIYIISI CUCTEMEI
obHapyxeHnust BTopxkeHu# (IDS) C 1eNbio BHSBIEHUS PA3TUYHBIX THIIOB
BO3MOXKHEIX CETEBHIX aTaK Ha KOMITbIOTeP. 56. BO3MOXHOCTE HCIIOIh30BaHUS
TEeXHOJIOTHH, KOTOpast o0ecrmeunBaeT 3alluTy OT YI'Po3 THUa «60THET». 57.
3ammTa ysI3BUMOCTEHN CETEBOT0 IIPOTOKOJIA, YTO YIydlllaeT BLISIBIEHNUE
YI'Po3, KOTOPHIE UCIIOIb3YIOT HEHOCTAaTKM CETEBBIX IIPOTOKOJIOB, TAKUX KaK
SMB, RPC, RDP u gpyrux 58. Hajuune BHeIpEeHHLIX METONOB BEIIBIEHUS
Pa3NUYHBIX aTaK, KOTOPhIE IIBITAIOTCS MCIOIb30BaTh YA3BUMOCTH
IIPOTPaMMHOTO0 00eclieYeHus U MPeIoCTaBUThL 6oree MoapoOHYI0
uHpopManuio 06 ugeHTudurkaropax CVE. 59. Bo3aM0XKHOCTb TPOCMaTPUBATh
Ha [1K aBTOMaTH4YeCKH 3a0JI0KUPOBAHHEIE CETEBHIE COSTUHEHUS U IIPH
Heo0X0OUMOCTHY BPEMEHHO pa3pelnaTh KOHKPETHEE 0e30IMacHEIE CEeTEBLIE
coenuHenus. 60. Hamuure DOMOMHUTENHHOTO (PYHKI[MOHATA IePCOHAIBHOTO
OpaHmMayspa, UTO JaeT BO3MOXKHOCTh IPoCMaTpuBaTh Ha I1K mepeyens
3a6710KHPOBaHHAEIX IP-agpecoB, mpenocTaBisieT nHOOPMAIIHIO 0 TPUYHHAX
IoTIajaHus B UYePHBIN CIIMCOK U II03BOJISET CAEIAaTh UCKITIOUEHUS IS
KOHKPETHHIX 6e30MacHbIX agpecoB. 61. Hanuune NOMONHUTETBHOTO
($hyHKIMOHAIA IePCOHATLHOT0 OpaHaMayspa, KOTOPHIH CIIOCO0eH
00HAPYKMUBAThH T€ U3MEHEHHUS B CETEBHIX MPOTPAMMaX, KOTOPHIE TIOBJIEKIIH 3a
€060 HOBHIE HECAHKIIMOHMPOBAHHEIE CETEBEIE COeTUHEeHNU. 62. dUNbTpaIus
WnTepHet-Tpaduka. 63. Hamuuue Mmonyms Be6-KOHTPOJISA, YTO TO3BOJIAET
OTPaHUYHUBATH [OCTYII K OIPeAeIEHHEIM KaTeTOpusM




caiToB. 64. 27 kaTeropuil punprpaury MatepHeT-Tpadrka, B KOTOPEIX
pacapenemnent 6onee 100 mogkaTeropui, a Takxke BO3MOXKHOCTL CO37aBaTh
TPYNIEL 10 KaTETOPUSIM U IIOAKaATeropusaM. 65. Bo3MOKHOCTE CO3aBaTh
npaBuia ¢unbTpanuu MHTepHeT-TpaduKa i pa3HbX 0JIb30BaTeNeN U
rpynn OC Windows unu foMeHa. 66. BO3MOXHOCTE 3aiaBaTh BDEMEHHEIE
HHTEPBAJILl, YTO I03BOIsET Ooee TMOKO HAaCTPaKuBaTh IIPaBuiia BeO-
dunbTpanuu. 67. PermameHTHOe 00HOBIIEHNE BUPYCHBIX 0a3 He MeHee 24 pa3
B CyTKH. 68. [Tony4yeHnue 06HOBIEHUS KIIMEHTOB U3 JIOKAILHOTO XPaHUINIIA
Ha CepBepe, 4TO MI03BOJISET MOANEePKUBATL aKTyalIbHOCTh aHTUBUPYCHOM
3alIUTH B 3aKPHITHIX U30IMPOBAHHLIX CETAX, Y KOTOPHIX HET JOCTYIa K CEeTH
HuTepHeT. 69. BO3MOXKHOCTE CO3MaHUs 3epKasia 00OHOBIIEHHI HAa OCHOBE
peLIeHu A 3aluThl KOHeYHEIX To4eK. 70. BO3MOXKHOCTh MONTy4eHns
00HOBJIEHUY BUPYCHBIX 0a3 3 Pe3ePBHBIX UCTOYHUKOB, ECJI OCHOBHOM
HUCTOYHUK 00HOBJIEHHUS OymeT HegoCTUXKUM. 71. BO3MOXKHOCTD A
MTOPTAaTHBHEIX KOMITBIOTEPOB TOIy4YaTh 0OHOBIIEHUS C CEPBEPOB
IIPOU3BOOUTENIS OHJIAUH, B ClTydyae HaX0XKOEHUS 3a NpefeiaMu
KOPIIOPATHBHOM ceTH. 72. OTKAT 0OHOBJIEHUH C BO3MOXKHOCTBIO BEPHYTHCS K
IpedbIIyIIM BepcusiM 0a3 BUPYCHEIX CUTHATYP U MOAYyJiel 0OOHOBIEHUS U
BO3MOKHOCTHIO BPEMEHHO IIPUOCTAHOBUTH 0OHOBIIEHUS UM YCTAaHABIUBATh
HOBHIE BPY4HYI0. 73. BO3MOXKHOCTE 0OHOBIIEHUS B PEKUME TIOIYIEHUS
PETYIAPHAIX, TECTOBBIX U OTJIOXKEHHEIX 00HOBNIEHUH. 74. MTHCTPYMEHTHI
MOHHUTOPUHTA, OIIEHKK COCTOSTHUST 0€30IIaCHOCTH M pearupoBaHue: 75.
Hanmuune MexaHu3Ma KOHTPOJIS 3@ COCTOSHHEM 0€30IaCHOCTH |
aKTyanbHOCThI0 00HOBNeHuit OC. 76. Hannuue WHCTPYMeHTa s
OUArHOCTUKY CHUCTEMEI, KOTOPHIM MOXKET CO3[4aBaTh CHUMKYN COCTOSHUS
OTIePAIMOHHOM CHCTEeMEHI IS JaJbHEeHIIero rmy0oKo aHanu3a pa3uyHbIX
acIeKToB paboTH ONEPALMOHHON CUCTEME, BKITIOYas 3aMyIleHHEe
IIPOIIECCH], KOHTEHT peecTpa, ycTtanosneHHoe 10, ceTeBrle coenunenud. 77.
B03MO0XHOCTD OTIpPeie/IeHUsT YPOBHS KPUTUYHOCTH (OTIACHBIN, HEU3BECTHBIH,
MaJIOU3BECTHEIN, 6€30TacHEIN) 3HaUeHUH Pa3IMYHbIX TapaMeTPOB
OTIepalOHHOM CUCTEMEI C IeJIbI0 BEISIBJIEHUSI HECAHKIIMOHUPOBAHHLIX U
OTIaCHBIX U3MEHEHUY B OIIePalluOHHON cucteMe. 78. Bo3MOXKHOCTE
CPaBHUBATh PA3/IUYHEIE CHUMKHM COCTOSTHUS CUCTEMEI C II€JIhi0 00HAPYKEHNUS
HM3MeHEeHUM, KOTOPEIe ITPOU30IIIN B CUCTEME 3a ONpefeaeHHOe BpeMs. 79.
B03MOXKHOCTE CO30aBaTh U yAaleHHO BRIIOIHATH CKPUIITEL, YTO ITO3BOJIUT Ha
ymanenHoM ITK ocTaHaBnuBaTh 3amylleHHbBIE ITPOIIECCH U CIIYKOHI, YIaIsITh
BETKHM peecTpa, 6JI0KHPOBATh ceTeBhle coenuHenus. 80. JIokaapHOE
XpaHeHMe XypHaJIoB Ha pabouux crannusax. 81. Hamuyue nnaHupoOBIIMKa
3a7iay4, KOTOPHIM IIO3BOJIUT CO37aBaTh 3allIaHUPOBaHHEIE 3a7jauyl, CPENH
KOTOPHIX 3aIlyCK BHEIIHEeH MporpaMMel, IIpoBepKa (GaiioB Ipu 3allycke
CHCTEMEI, CO3[aHue CHUMKa COCTOSIHUS CUCTEMEI, IPOBEPKA KOMIIBIOTEDPA,
00HOBJIEHHE BUPYCHBIX 0a3 ¥ MOOyJIed TporpaMMel. 82. Bo3aMOXKHOCTE
IIJIAaHUPOBAHUS 3alay, KOTOPEIE OYOYT 3alyCcKaThCsl OMHOKPATHO,
[IepUOANYECKY, a TaKXkKe IIPU YCI0BUYM BO3SHUKHOBEHUS KOHKPETHBIX
coObITHH. 83. BO3MOXHOCTE CO3MaHHUs B IIJITAHUPOBIIKE HECKOIBKUX
OIHOTUIIHEIX 3824 C PA3HOU IePUOOUYHOCTHIO WM PA3HBIMU YCIO0BUSIMU
3amycka. 84. Bo3M0XKHOCTb CO30aHUS 3arpy304YHOrO0 OHUCKa Kak Ha CD-, Tak u
USB-HOCHTENSAX C YCTAHOBJIEHHBIM aHTUBUPYCHBIM




MpOOyKTOM. 85. BO3MOXKHOCTH 3allIMTH IIapOJIeM IIapaMeTPOB PEIIeHUs AJIs
3alIUTH KOHEYHOU TOUKU. 86. Hanmuure pexXruMa IepeonpeneneHus
IIOJIUTUKHY, YTO fAaeT CUCTEMHOMY afMHUHUCTPATOPY BPEMEHHYIO
BO3MOXKHOCTh U3MeHTh Ha [IK Te HacTporku aHTuBUpPYyCcHOro I10, KoTophie
HA3HAYAIOTCS IIOJIUTUKOHN U HEOOCTUXKUMEIE [JI PENAaKTUPOBAHMS, C ILIEJIbIO
rubKo¥ HacTpo¥Ky aHTHBUPYCHOTO [10 B cnenuduyeckoi cpemde. 87.
I'paduueckuit uHTEPGENC, COBMECTUMEIM C CEHCOPHEIM 5KPaHOM BEICOKOTO
paspemenus. 88. Bo3aM0oxKHOCTh T'HOKO HACTpauBaTh YBEOOMJIEHUS U
co001IeHus 0 COORITHSAX Ha paboyeM CToJe Imoab30oBaress. 89. Bo3aMOXKHOCTE
yHasieHHOM YCTAHOBKY Ha KJIMEHTCKYI0 pabouyio cranuuio. 90. Bo3aMoxkHOCTEL
mpenycTaHoBKY Ha oTHenbHEX [1K wnm B 06pa3e VDI ¢ moMoIbio
KOMIIJIEKCHOT'0 MHCTAJIAITOPA, YTO IT03BOJIUT COETUHSTLCS C CEPBEPOM
yIIpaBjleHus cpa3y II0cyle IOOKIII0UYEHN K CEeTH UM 3allycka B cpene VDI
91. BO3MOXKHOCTh Pa3peInTh 0OHOBIIEHHE KOMIIOHEHTOB B aBTOMATHYECKOM
pexuMe, YTO MTO3BOJIIET 3aTPY3UTh U YCTAHOBUTL KOMITOHEHTH 6e3
BMeIllaTeIbCTBa afMUHUCTPATOpa WK NoJIb30BaTensd. 92. Bo3M0XKHOCTE
00HOBJIEHUS] KOMIIOHEHTOB B PyYHOM PEXKUME, YTO IT03BOJISIET OOHOBIISATE
KOMITOHEHTH! Ha HeyTpaBlisgeMbIx pabouux cTaHuugx. 93. Bo3aM0OXKHOCTh
00HOBJIEHUS] HEKOTOPHIX KOMIIOHEHTOB 0€3 HE0OXOOUMOCTH MePe3arpy3ku
i Havasna QyHKImoHupoBauus. 94. ITommepxkka paboTH MporpamMm,
KOTOpbIe paboTaloT B TOJIHOSKPAHHOM PeXUMe, C BO3MOXKHOCTHIO CKPHITh BCE
coobmenus ot auTuBUpycHOro I10. 95. "B aHTUBUPYCHOM NIPOAYKTE HOJIKHEI
HCIIONTb30BAaThCS HE 3aMMCTBOBAHHEIE, @ COOCTBEHHBIE TEXHOIOTHYECKHe
paspaboTtku s 3pPekTUBHOM pabOTH BCEX OCHOBHEIX MOMYJIEHN U CEPBUCOB.
96. Bo3MOXKHOCTE, KPOME OCHOBHOTO, YKa3aTh PE3EPBHEIE CEPBEpPA
amgMUHUCTPUPOBaHusA. 97. Hanvune MHCTPYMEHTa YAAIEHHOT0 YIIPaBIEHUS.
98. Huszkoe notpebdnenne pecypcos [1K akTyaqbHEIMU aHTUBAPYCHBIMU
IIPONyKTaMu (COBMECTHO C BCEMHU IIpOIleccaMu: rpaduuecKuii HUHTepdenc,
IIPOIIeCC KOMILIEKCHOW 3alllUTHI, CIIyK0a yIaneHHOT0 agMUHUCTPUPOBaHM):
50-100 Mb onepaTuBHOM naMsATH, 2-35 % IeHTpaIbHOrO0 Ipoieccopa. 99.
Hanmuyne MHOTOSI3EIYHOTO MHCTANISITOPA, KOTOPBIN BK/IIOYaeT B ceOs B TOM
yucine pycckuit a3uK. 100. [Togmepxkka OC: Microsoft Windows 7 (SP1);
Microsoft Windows 8; Microsoft Windows 8.1; Microsoft Windows 10;
Microsoft Windows 11; Ubuntu Desktop 18.04 LTS 64-bit; Ubuntu Desktop
20.04 LTS; Ubuntu Desktop 22.04 LTS; Red Hat Enterprise Linux 7, 8 .;
SUSE Linux Enterprise Desktop 15; Linux Mint 20; macOS 10.12 unu BrIIIE;
Android 5 (Lollipop) unu Beitie; 101. TTogmepxkka Microsoft Windows 10
Multi-session u Azure virtualized Windows 10 3amuTa cepepos 1.
ABTOMaTHYECKOE OIIPefieNIeHre POJiel cepBepa Al CO3MaHus
ABTOMATUYECKUX UCKITIOUEHUN OIS crielubuyecKux Gpansos, mamox,
IIPUIOXKEHUH, TO3BOJISAIOIIEee MUHUMU3UPOBATD BIUSHYUE Ha PaboTy
CepBepHOi ONepaMoHHON CUCTEMEHL. 2. [IpefiocTaBIeHne 3aIUThH OT
BPEIOHOCHHIX IIpOrpaMM, TPOSHCKOro I10, KnaBUaTyPHBIX LIMTHOHOB,
pexnamuoro I10, ¢pummnra, mmuoHcKoro [10, pyTKUTOB, CKPUIITOB,
MOTEHIMAIBHOT0 HeXKeNlaTeIbHoro U omacHoro [10. 3. O6ecrnedyerHue 3aIuThH
B peXrMe peasbHOTO BpeMeHu. 4. Vicronb3oBaHue 3BPUCTUYECKUX
TEeXHOJIOTUH BO BpeMsl CKaHMPOBaHUS. 5. AHTUBUPYCHOE CKAHUPOBaHME 110
TPeOOBaHUIO




II0JIb30BaTeNsl UM afMUHUCTPaTOpa U coriacHo rpaduky. 6. CkaHUpoBaHUe
Hyper-V Ha Hanuuyue BUPYCOB, [T03BOJIAIOIIEe CKAHUPOBATh JUCKU CepBepa
Microsoft Hyper-V Server, To ecTs BUpTyabHbIEe MaluHb (BM), 6e3
He0OX0IMMOCTH YCTaHOBKU KaKUX-TM0O0 areHTOB Ha COOTBETCTBYIOMINX
BUPTyaIbHEIX MaluHax. 7. Momyns 3amuTsl JoOKyMeHTOB Microsoft Office,
ITO3BOJISIONINI TPOBEPATh MAaKPOCHl Ha Hali4yKe BPpegOHOCHOT0 Kofa. 8.
3amurTa 0T 9KCIIJIONTOB, KOTOPas obeclieynBaeT 3alUTy OT YTPO3,
CIIOCOOHBIX MCIIONh30BaTh YI3BUMOCTH Java, Flash u gpyrux npumoxenun. 9.
IomONMHUTENbHBINM YPOBEHD 3aIUTH IT0IH30BaTENEH OT IPOTrpaMM-
BHIMOTaTejiell KOHTPOIUPYEeT U OLleHUBAET BCe IPOrpPaMMbl Ha OCHOBE UX
moBeneHus U pernyranuy. 10. Bo3MOXKHOCTb MHTEI DALMY 3aIIUTE pabodux
CTAHIIUH U CEPBEPOB C 061aYHOM TeCOYHUIEH (IPH HATUIUU
OOMOJTHUTEILHON JTUIeH3uM) 663 He00XOOMMOCTH YCTAaHOBKU
OOIOIHUTENBHEIX IIPOrPaMMHEIX TPOAYKTOB. 11. CKaHupoBaHue HHTepdeiica
UEFI - npoBepKa Ha HaJIM4ue BPeIOHOCHOTO MMPOrpaMMHOI0 obecredyeHus B
TJIaBHOU 3arpy304YHOM 3anucu. 12. Bo3M0OXHOCTE CKAHUPOBaHUS (PaiiioB BO
BpeM4d 3alyCKa ONepalroOHHOU CUCTeMEl. 13. PaclIupeHHEIN CKaHEep NaMATH
OTCJIEKUBAET U CKaHUPYET IOLO3PUTEIbHEIE IPOLECCH], KaK TOJIBKO OHU
BO3HUKAIOT, YTO IIO3BOJISIET IPENOTBPaTUTh 3apaXkeHne Naxe TIIaTeNIbHO
3ainpoBaHHEIMYU U CKPHITBIMU yrpo3aMu. 14. CKaHUpOBaHNE KOMITbIOTEPA
B HEAKTHUBHOM COCTOSIHUU. 15. BO3MOKHOCTh Onpefie/ieHus TOIPOOHEIX
rmapaMeTpoB PabOTH aHTUBUPYCHOTO CKAaHEPa, TaKUX KakK OMpeeeHne
00BEKTOB ¥ METOIOB CKAaHUPOBAHMS, BO3MOKHOCTh YCTaHOBKH
MaKCHMAaJIbHOTO pa3Mepa U BpeMeHU CKaHUPOBaHUd (alina, MaKCUMalbHas
ryOvHA BIIOKEHWS apxXuBa U CO3[aHMe UCKIIoUeHul. 16. ABTOMaTHYeCcKas
QHTUBUPYCHas IIPOBepPKa CMEHHBIX HOcuTemne#. 17. KOHTPOIb CMEHHBIX
HOCUTeJIe! C BO3MOXKHOCTBIO CO3MaHUs IIPABUJI [10 TUITy YCTPOUCTBA,
OEeNUCTBUSM, U3TOTOBUTEIIO, MOJENIN U CEPUINHOMY HOMEPY YCTpoiicTBa. 18.
Hanuune nHCTPYMEHTa, KOTOPHIM CMOXKET OCYIIECTBIISTh KOHTPOIIb
MOJKITIOYEHUS K paboyeil cTaHIUY MTepuepUNHBIX YCTPOUCTB IIyTEM
CO3MaHus IIPaBUJI HOCTYIA 10 TUITY YCTPOUCTBA, II0 YPOBHIO OCTYIIA, II0
IIPOU3BOOUTEIII0, MOLE/IN WX CEPUUHOMY HOMepY ycTpoiicTsa. [Ipasuia
MOTYT OBITH CO3[IaHEI KaK IJIS BCEX, TAK ¥ [JIs OT[ENIbHBIX [T0JIb30BaTEIeN
unu rpynn Windows. 19. Hanuuue cucteMbl 00HapyKeHUS BTOPKEHUH
(HIPS), 3auruiaoiieii KOMIbIOTEDP OT BPEOHOCHBIX ITPOTPaMM 1
HexXeJlaTeJIbHOM aKTUBHOCTHU. TakKe 3TOT MOOYJIb COLEePKUT MacTep Ot
CO3MaHus IIPaBUI X PEJaKTOP IIPaBUII IJIST KOHTPOJISA 3aIlylIeHHBIX
IIPOIIECCOB, UCIIOIb3YEMEIX (HailyIoB U pa3fenoB peectpa. 20.
[omomHUTETFHAS MPOBEPKA 3aNYIIIEHHBIX IIPOIIECCOB B 061TaYHOM
pemnyTaiuoHHOM cepsuce. 21. ObecnedyeHne 3alIUTH IOYTOBOTO KIIHEHTa Ha
paboueii cTaHIMY C BO3MOXKHOCTHI0 MHTET DALMY B TIOYTOBLIM KITMEHT,
mposepka POP3, POP3S, SMTP, IMAP u IMAPS u o6ecrieueHue IPOBEPKH
IIOYTOBLIX BJIOKEHHU. 22. BO3MOXKXHOCTh aBTOMAaTU4YECKH YOANIATh WU
IepeMeniaTh 3apaXkeHHy0 I0YTy B YKa3aHHBIM KaTalor B IIOYTOBOM
knuenTte. 23. IIpoBepka HTTP, HTTPS Ttpaduka ¢ BO3MOXKHOCTBIO CO3TaHUS
IIUCeM HCK/TIOUEeHHBIX U3 IPOBEPKY, 3a0JI0KMPOBaHHEIX U pa3pemeHHbIXx URL.
24. Bo3MOXKHOCTh 67I0KMPOBaTh 3arpy3Ky u3 MHTepHeTa (GaiioB 1o
YKa3aHHOMY pacmiupeHu0. 25. BO3MOXHOCTE IpOBepKH IPOTOKoNa SSL u




IIPOBEPKY IOMJIMHHOCTY U LIEJIOCTHOCTU cepTuhuKaTOB. BO3MOXKHOCTE
yIIPaBlIeHUs CIUCKaMU OOBEPEHHBIX CEePTU(PUKATOB U CEPTUDUKATOB
WCKJTIOUEeHHHIX U3 IPOBEPKH, & TaKkKe BO3MOKHOCTb BEIOOpA HEHCTBUS IPU
onpefeNieHUU cepTudrKaTa HelelCTBYIOMIUM, HeONpeNeIeHHbM 1IN
MIOBPEXAEeHHEIM. 26. BO3M0XKHOCTh CO30aHUS UCKITIOYEHUN U3 IPOBEPKU
TpaduKa OIS OTOENbHEIX IPOTPAMM B OTHeNbHEX IP-00bekTOB (IP-agpecos,
nuana3oHoB [P-agpecos, nofaceTeit). 27. BO3MOXHOCTh HaCTPOUKY
OOIOJTHUTEIBHEIX ITapaMeTPOB MOMOYJIS CHCTEMbI 00HAPYKEHUS BTOPXKEHUM
(IDS) mns BHISIBNIEHUS Pa3NUYHBIX TUIIOB BO3MOXKHEIX CETEBHIX aTakK Ha
KOMIBIOTED. 28. BO3MOXKHOCTE UCIIONb30BaHUS TEXHOIOTUY,
obecIeunBaloIe 3alUTy OT Yrpo3 Tumna «6oTHeT». 29. 3amuTa
ySI3BEMOCTEH CETEBOTO MMPOTOKOJIA, YIydIIaonias 00HapyKeHUE yrpos,
HCIIOJIb3YIOUINX HEJOCTATKM CETEBHIX IPOTOKOJIOB, TaKuX Kak SMB, RPC,
RDP u mpyrux 30. PernmamMmeHTHOE 00HOBIIEHNE BUPYCHHBIX 0a3 He MeHee 24
pas B cyTku. 31. [lonyueHue 06HOBIEHNS KIIMEHTOB U3 JIOKAJILHOTO 3epKasla
Ha cepBepe. 32. BO3M0OXHOCTD CO3[aHus 3epKajia 00OHOBIIEHUS CPEeICTBAMU
arTuBupycHoro I10. 33. Bo3M0oXKHOCTh 0OHOBJIEHUST BUPYCHBIX 0a3 13
PEe3epPBHEIX UCTOYHUKOB, €CJIM OCHOBHOM UCTOYHUK 0OHOBNIEHUS OGymeT
HegoCTymHBIM. 34. OTKaT 0OHOBIEHUH C BO3MOXKHOCTBIO BEPHYTHCS K
IPebIoYIINM BepcusM 0a3 BUPYCHEIX CUTHATYP U MOAYyJel 0OHOBIEHUS, 1
BO3MOXKHOCTHIO BpEMEHHO IIPUOCTAHOBUTH 0OHOBJIEHUS UM YCTaHABIUBATh
HOBBHIE BPYYHYI0. 35. BO3MOXKHOCTE 0OHOBIEHUS B PEKUME TIONYIEHUS
PETYISIPHBIX, TECTOBBIX U OTIIOXKEHHEIX 00HOBNIeHNH. 36. Hamuuue
HHCTPYMEHTa YOaleHHOro yupasneHus. 37. BO3MOXHOCTE TOMUMO
OCHOBHOI'0 YKa3aTh Pe3EPBHBIE CEPBEPH afMUHUCTPUPOBaHus. 38. Hanuuue
MeXaHU3Ma KOHTPOJISI aKTYaTbHOCTH 0OHOBIEHUM ONEPALMOHHON CUCTEMEI.
39. Hanuune UHCTpyMEHTA OJI DUATHOCTUKYU CUCTEMEL, KOTOPHIM MOXKET
€037aBaTh CHUMKY COCTOSIHUS OllePalliOHHON CUCTEMEI 015 HaIbHEHIIero
r1yO0KO aHANMK3a Pa3TNYHEIX aClIeKTOB pabO0ThHl OIEPAI[MOHHOM CUCTEMHI,
BKJII0Yas 3allylleHHbIe IIPOLeCCH, KOHTEHT peecTpa, ycraHoBieHHoe [10,
ceTeBHlE COeNMHeHUs. brarofaps yMeHUI0 CPaBHUBATh PA3NINYHEIE CHUMKH
COCTOSIHUS CUCTEMEI, 3TOT UHCTPYMEHT MOXeT 00HapyXKUTh U3MEHEHU,
KOTOPHBIE IPOU30LINY B CUCTeMe. TakKe OH MOXKET CO3[aBaTh U BHIIOIHATD
CKDUIITHI, YTO ITO3BOJIUT OCTAHAB/IMBATh 3alyIlleHHEIE [TPOLIECCH], YAANITh
BETKU peecTpa, 6710KupoBaTh ceTeBhle coenunenus. 40. Hanuuue
IIJIAaHUPOBIIMKA 3a7ay, KOTOPHIN TO3BOJIUT CO3[aBaTh 3allJIaHNPOBaHHLIE
3afayvy, BKIII0Yasd 3allyCK BHEIIHel porpaMMEL, IPOBePKY (aiiyioB npu
3amyCKe CUCTEMBI, CO3[aHUe CHUMKA COCTOSIHUS CUCTEMBI, IPOBEPKY
KOMITBIOTEPA, 00HOBJIEHNE BUPYCHHIX 6a3 M MOOYJIEeH IIPOrPaMMEL.
B03MOKHOCTh NJTAHUPOBAHUS 3afa4, KOTOPHEE OYOyT 3aIlyCKaThCs
OTHOKPATHO, TEPUONUYECKHU U TIPU BOZHUKHOBEHUY KOHKPETHBIX COOBITHIA.
41. Bo3MOXHOCTb CO3[AaHUA B IIJIAHUPOBIIUKE HECKOIIbKUX OOHOTUIIHEIX
3a7ay ¢ pa3HOY MepHUONUYHOCTEHIO WM PA3HEIMU YCIIOBUSIMU 3alycKa. 42.
BoamoxkHOCTE PaboTH B KjlacTepax Kak foMeHa, Tak u pabouel rpymmsl. 43.
B03M0KHOCTE HACTPOUKH GBICTPOIEHCTBHUS, YKA3kIBasi KONMMYECTBO IIOTOKOB
ckaHupoBaHus. 44. BO3M0OXKHOCTh HACTPOUKY peXUMa 3allyCcKa MyTeM
OTKJIIOYEHUS rpapuiecKoro nHTepdelica g TepMUHATbHEIX
II0NTb30BaTeNIel, 4TO II03BONIIeT YMEHBIINTL HAaTPy3Ky Ha CepBep,




paboTaroIuil B pekuMe cepBepa TepMuHanoB. 45. Bo3M0OXKHOCTh CO30aHUs
3arpy304HOro grucka Kak Ha CD-, Tak u Ha USB-HOCUTENSX C
YCTaHOBJIEHHHIM aHTUBUPYCHEIM IIPOAYKTOM. 46. [Tommepxkka paboTh
mporpamy, paboTalomux B IOTHO9KPAHHOM PeXUMeE, C BO3MOXKHOCTEIO
CKPHITh BCe COOOIIeHns 0T aHTUBUPYCHOTO [10. 47. BO3MOXKHOCTH 3aIIUTEI
[1apoJieM OT U3MEHEHHUs ITapaMeTPOB U yhaneHus aHtusupycHoro [10. 48.
B03MO0XHOCTD yaneHHo# YCTaHOBKY Ha (GanIoBLIY cepBep. 49.
B03MOKHOCTE IIpelyCTaHOBKY Ha OTAENbHEIX (DaliIOBHIX cepBepax C
ITOMOII[bI0 KOMITJIEKCHOT'O HHCTAJIISATOPA, YTO II03BOIUT COEAUHATHCS C
CepBEPOM yIpaBlieHus Cpa3dy Nocje Noakidenns K ceTd. 50. Bo3aMoXHOCTh
HHTerpaiuu ¢ o01avyHkEM cepBrcoM Microsoft Azure 51. [Tommepxkka OC:
Microsoft Windows Server 2012, 2016, 2019, 2022; RedHat Enterprise
Linux (RHEL) 7, RedHat Enterprise Linux (RHEL) 8, RedHat Enterprise
Linux (RHEL) 9, CentOS 7, Ubuntu Server 18.04 LTS, Ubuntu Server 20.04
LTS, Ubuntu Server 22.04 LTS, Debian 10, Debian 11, SUSE Linux
Enterprise Server (SLES) 12,SUSE Linux Enterprise Server (SLES)
15,0racle Linux 8, Amazon Linux 2. TpeGoBaHue K IOATBEPKIEHUIO
TIUIIeH3NOHHOCTH NIPOTpaMMHOT0 o0ecniedyeHust B coctaBe 3asiBKU
IIOTeHITMaIbHBIM ITOCTABIIMUK TPENOCTABISAET aBTOPHU3AIMOHHOE ITUCEMO OT
MIPOM3BOUTENIS AHTUBUPYCHOTO MTPOTPaMMHOTO obecriedeHus nubo ero
0oQUINATLHOTO IPeACTaBUTENS (IUIepa UK OUCTPUOLIOTOPA),
IIOTBEPKaolee IPaBo MOTEHINAIbHOTO II0OCTABIINKA OCYIIECTBIIITh
IIOCTaBKY NUIIEH3UH Ha IpedIaraeMoe IporpaMMHuoe obecrieyeHue Ha
tepputopun Pecry6nuku KazaxcraH. [TucbMo JOJIKHO COmepkKaTh
HaMMeHOBaHMe ITPOU3BOOUTENISI, HANMEHOBaHNE IIPefiaraeMoro
IIPOrPaMMHOT0 06eclieYeHus U MOATBePXKICHNEe IOJTHOMOYM TOCTaBIIMKA
Ha IIO0CTaBKy COOTBETCTBYIOIIUX NUlleH3UH. [IpennaraemMoe nporpaMMHOe
obecIieveHme NOIKHO 00eCIIevYrBaTh MPEeOCTaBIEeHNE KOPIIOPATUBHEIX
THLIeH3UH Ha 3auTy He MeHee 120 pabouux CTaHLKM Ha CPOK,
IIPeIyCMOTPEHHEIN TeXHUYECKOU Clenu(uKaImen.




