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KOHKYPCTBIK Ky2KaTTaMa¥Fa CaThINl a/IbIHATHIH Tayap/iapAbIH TEXHUKAJIBIK epPeKIIeTiri

CarhIn ajIyabIH HOMIipi:

Ne 17855997-1

CaThlIll aJIydbIH aTaybl:

JluneH3usiIaHFaH aHTUBUPYCTHIK OarmapiaMaHbl CaThII ajly

JIoTTBHIH HOMIipi:

Ne 88388425-31TI11

JIOTTBIH aTaybl:

BarpmapiamMarsblk, KaMTaMack3 €Ty

JIoTTHIH CHIIATTAyYyhbI:

OarmapiiaMaIblK, KAMTaMachl3 eTyIiH TOTHYCKACH (TalCHIPHIC OOUBIHIIA
OaFmapiiaMa’iblK KaMTaMachl3 eTyIepai o3ipney OOMbIHIIIA KbI3MEeTTEeP 1
KOCIIaraHma)

JIOTTHIH KBICKAIIlIA CHIIATTAYhI:

YHBIMHBIH KOMITBIOTEPJIEPiH BUPYyCTapaaH, 3UsSHOL OaFmapiiaMasiapiaH XXoHe
KubepKayinTepaeH Kopray, COHfal-ak, KbI3METTiK aKIlapaTThIH Kayincismirin
KaMTaMacChI3 €Ty MaKCaTHHIAa aHTUBUPYCTHIK, OarmapaaMaHbl CaTHII ay.

CaHbI, Koj1eMi:

201

Oamem Oipiairi:

HDanHa

2KeTKi3y OpHBI:

191010000, AnmaTts! o0swIck, KoHaes K. AGai keril., 35/7

2KeTKi3zy Mep3imi:

15 KyHTi30eJliK KYHHEH KEM eMeC

DOYHKITHOHAIIBIK,
TeXHUKAQIBIK, callajIbIK 2KoHe
maugalaHy MiHe3geMecin
cumarTay:

BarmapsiamanbIk )XKacaKTaMaHH MTalfaaHy KyKbIFbIHA JIMIIEH3USAIapabl CATHII ajly
OOMBIHIIIA TeXHHUKAJIBIK CUIIATTaMa

OCBHI TEXHUKAJIBIK, €PEKIIEITIKTe JIUI[EeH3USITBIK aHTUBUPYCTHIK, OaFapiIaMa’ibik,
(6yman opi - AITO, BK, EITY) nmadimanany KyKbIFbIHA JIMLEH3USAIAPIBI CATHIII aly
JKOHIHerl Heri3ri TananTtap KenripinreH. JIuneH3usnapablE KOJIOaHbBITy Mep3iMi
KeMmiupe 12 aui. JIuneH3usmapael XKeTKi3y Mepaimi: 15 KyHTi30emik KyHiHEH KeM
eMec.

KaxetTi canbl - 201 nmuiteH3ust (aHTUBUPYCTHIK, GaFmapiiaMa’ibiK XKacaKTaMara KOJl
JKEeTKi3yAi KaXkeT eTeTiH XKYMBIC CTaHLIMSAIapbl MEH CEPBEPJIEPAIH JKaJIIlbl CaHbI).
XKeTkizy menOepinae 3usHOL OargapiaManapaal KelleHai Kopray cepBuci
yceIHBUIaAEL. KEI3MET KeJieci Tamantapra cai 00JIysl KEPEK.

1. 2Kanmel Tanamnrap

Bupycka KapcH Kypangap MBHalapabl KAMTYH KePeK:

® Windows KyMBIC CTaHIIMsIIapbiHA apHAJIFaH BUPYCKa KapChl OaFmapiiaMalblK,
JKacakTaMa;

® Windows (dalnagslk cepBepiiepiie apHanaFaH BUPyCKa Kapchl OaFmapiiaMalibik
JKacakTaMa;

@ OpTaNbIKTaHOHIPBEUIFAH Oackapy, MOHUTOPUHT XKoHe XKaHapTy 6armapriaMablk
Kypaigaper;

@ cCcurHaTypalapOblH 3USHOL OaFmapsiamMariap MeH Imalybsligapably
JKaHaPTHIJIATHIH JePeKKopJIapkl;

Backapy KypangapblH Koca ajFaHaa, 0apiiblK, BUPYCKa KapCH KypalgapablH
OarmapiiamMa’iblk, MHTePdelci Ka3ak KoHe OpHBIC Tinpmepinae 00y THIC.

Backapy KypanmapblH KOoca ajFaHaa, 6apiblK BUPYCKa KapChl Kypaimapably
MOHMOTIHMOIK aHBIKTaMaIbIK XKyHieci 60Iyhl THIC.

YCBHIHBUIBIII OTHIPFAH BUPYCKa KapChl KOPFay Kypasigaphl, OHBIH illliHfie OTaHAbIK
a3ipnemesniep KP CT ISO/IEC 15408-3-2017 calikec 4-TeH TOMeH eMeC CeHiMOimiKTiH
Oaranay AgeHremine colKec Keinyi THic.

Windows XyMEIC CTaHIIMsIIapblHa apHalFaH BUPYyCKa KapChl KOpFay
OaFrmapiiaMaliblK, KypaagapbliHa KOUBIIATHH TanamnTap

Bupycka Kapch KOprayablH OarmapiiaManblK Kypaigapsl MEIHafgal HyCKagarkl
KYMBIC CTQHIIMSIJIAPHI VIIIiH OMEPAIUsITHIK, XKYHeHiH 6acKapybIMeH KYMBIC iCTeUTiH
KOMITBIOTEPJIEPE XKYMEIC iCTeyi THic:

® Windows 7 Home / Professional / Ultimate / Enterprise Service Pack 1 xoHe
OIlaH JKOFapHI;

® Windows 8 Professional / Enterprise (32 / 64-pa3psiaThIK);

® Windows 8.1 Professional / Enterprise (32 / 64-pa3psATHIK);

® Windows 10 Home / Pro / xxyMEBIC cTaHIMAIaphiHa apHanFad Pro / Education /
Enterprise;

® Windows 11 Home / Pro / XKyMbIC cCTaHIMsITapbiHa apHanrald Pro / Education /
Enterprise;

Bupycka Kapchl KOpFayablH 6armapaaMa’liblK KypaablHaa MbIHagal QYHKIIMOHAIIHIK,
MYMKIHIOIKTED iCKe aCBIPHIIYHI THIC:

@ HAKTH YaKbIT PeXUMiHfe KoHe 00BeKTiHiH MOHMOTIHAIK Ma3ipiHeH cypay cany
OOMBIHINIA BUPYCKA KAapCHl CKaHEepJIey;

@® KecTe OOMBIHIIIA BUPYCKA KAapPCH CKaHepJIey;

@® KOCHUIATHIH KYPBUIFEIapabl BUPYCKa KapChl CKaHEepIiey;

@® OypriH Genrici3 3ussHAL OarmapiaMaiapabl TaHYFa XKoHe OyFaTTayra
MYMKiHIOiK 6epeTiH 9BPHUCTHUKAILIK TaIdaFbIIl;




@ OeJiceHAi KYKTHIPY OpeKeTTepiH OelTapanTaHObIPY;

@ KOCHIMIIAHHIH MiHE3-KYJIKHIH KOHE OHBIH 3USHOLI OEJICEeHIiIITiH XXoHe
CaHKIUsTaHOaraH opeKeTTePHi aHLIKTAY VIIH XKyleoe KYpPri3eTiH opeKeTTepiH
Tangay;

@® Xeji GOUBIHINA KO XKETiMIi KOPFaJaThIH PECypPCTapAb! Mudpiay opekKeTTepiH
aHBIKTAY VIIIiH JKaJIlbl TallkKajgap MeH (alnmapra XKyriHylaepai Tangay;

@® OarpmapiaMarnbiK XKacakKTaMaja OCaiIbIKTapAbl TaiganaHaThlH 3USHIEL
OarmapiiamManapable iC-KUMBIIIAaPhIH, OHBIH iITiHAE XKYWEITiK MPOIeCTePAiH XKaIblH
KOpraynwl OyraTTay;

@® eMIey Ke3iHAe 3USHAB OaFgapiaMa’lblK XKacaKTaMaHBIH iC-KUMBLIAaPhIHBIH
Kepi KalTapblUIyhl, OHLIH illliHOE mudplIadFal, 3USHOH OaFmapiiaMaiapMeH,
datinmapanl KaJanbiHa KeJTipy;

@ IpollecTep MeH KOCHIMINIajap YIIiH apTHIKIIEIIEIKTapas! IIIeKTey (TisimiMre
XKa3zy, dhalngapra, TecTenepre xkoHe 6acka [a IponecTepre KOJI KeTKi3y,
TalchlpMaliapAbl XKocllapijayuibiFa XKYTriHy, KYphUJIFEIIapFa KOJl XKeTKi3y,
00BEKTiIEPTE KYKHIKTAaPOEl 03TePTy XKoHe T.0.), CEHiM AeHTreliH aWKBIHAAN OTHIPHII,
KOCEIMIIaJIapObIH OUHAMUKAJBIK, XKaHapThIAThIH TEHIIEJIeTiH Ti3iMaepi;

@® KOCHIMIIIara HaKTH YaKBIT PeXXUMiHIe iCKe KOCHIIaTHIH OargapiaMa HeMece
¢datin OOMBIHINA YKIiM ajly VIIH eHOipyIIiHiH pecypcTapbiHa XKYTiHyTre MYMKIiHOiK
OepeTiH kaHa KaTepiepaeH OyITTH KOPFay;

@® Keineci dopmaTTaFH MypaFaTTapAarH ¢aiigapabl BUPYyCKa KapChl TEKCEPY
xoHe emIey: RAR, AR]J, ZIP, CAB, LHA, JAR, ICE;

@® Kejeci xaTTamasap GoiibIHIIIa OepineTiH Kipic )koHe IILIFHIC TPadUTiH TeKcepe
OTHIPHIT, 3JIEKTPOHIBIK, OIIITAHl 3USHIB OaFgapiiaManapaal Kopray: IMAP, SMTP,
POP3, MAPI, NNTP;

@® (aiinmapabiH GepinreH TYpiepiH KalTa aTay HeMece K00 MYMKiHfiri 6ap
OIITa TipKEeMeIepPiHiH CYy3rici;

@ TIarpanaHymbHBH KoMnbeloTepine HTTPS (SSL 3.0, TLS 1.0, TLS 1.1, TLS
1.2), HTTP, FTP xaTTamMasnaps!l OOWBIHINA, OHBIH illTiHAE 3BPUCTUKAJIBIK TAJIAAy
apPKBIITHI KEJIiIl TYCETIiH XKeJTiTik TpahuKTi ceHiMIi pecypcTapabl TEHIIEY
MYMKiHAOiTiMeH XXoHe GJI0KTay HeMece CTaTUCTHUKA PeXUMiHIe XKYMBIC iCTeyMeH
TeKCepy;

@® XKyKTesieTiH BeO-OeTTepmeri 6aHHepIep MeH KaJIKbIMallbl Tepe3esiepmi
oyraTTay;

® OUIIMHITIK XXKoHe Kayillci3 emec ¢auamapOobl TaHy KoHe OyFaTTay;

@ XKeJiJiK cerMeHTTEpAi caHaTTay MyMKiHOiriMeH GargapiiaMaliapFa apHajraH
KeJITIK IecTelliK Karuaanap MeH XKeJliJlikK KaFuaanapabl Xkacayra MyMKIHOIK
OepeTiH XKamcapiac XKeJIiIiK 3KpaH;

@ Ke3 KeJreH Typheri ecenTey XeJijlepiHgeri KOCkMIIaaap MeH IIopTTap YIIiH
XKEeJIIiK 9KpaH epeXxesiepiH nanganaHa OTHIPHIN, XKeJTiIiK mabysigapaal KOpray;
@® KypoulFeIHEIH MAC-MeKeHKalbIH KOJgaH kacay yuriH ARP-xaTTaMachIHOaFbL
ocangbIKTapObl NakfanaHaThHH XKeJIjlik KaTepaepneH Kopray;

@ OipHeIre XKeJiniK KOCBIBICTAPHOE Oip Me3Tiyme opHATYyObl OyFaTTay
MYMKIiHJITiMeH XKeJIimiK KeIip TypiHaeri kKemiiik KOCHJIIEICTapabl OaKsiay;

® OGaprblk HeMece Oenrini 6ip navipananymsuiap Tontapsl (Active Directory
HeMece XeprijikTi nagananymsiap/TonTap) i 6aFgapiaManapasl OpHaTyFa
XKoHe/HeMece iCKe KOCyFa THIMBIM CallaThIH HeMece PYKcaT OepeTiH apHalbl
epexesnep )kacay, KOMIIOHEHT OarmapiaMaHsl Taly JKO0JIbl, METAEePEKTED,
cepTudUKaT HEMece OHBIH TaHOAcCH, OaKbpljIay coMachl OOMBIHINA [a, COHOal-aK
OarmapsiaMabIK XXacaKTaMaHbl OHOIPYIi YCHHATHH KOCHIMINIAIaPABIH aIgblH ajia
OepinreH caHaTTapsl OOMBIHING Aa KOChIMINAIapObl OaKbIJIayhl THIC, KOMIIOHEHT
Kapa HeMece ak Ti3iM peXuMiHfe, COHOal-aK CTaTUCTUKAHBI XKUHAY HEMece
OyraTTay pexXuMiHIe XKYMEIC icTeyi Tuic;

@ T[alifanaHyIIBIHBIH KYPHUIFEIHBIH TYPi 2KoHe/HeMece NalfanaHbUIaThH IIUHA
OOMBIHINIA CHIPTKBI €HTi3Y/IIBIFAPy KYPHUIFbIIAPEIMEH, OJIapObIH COMKECTeH ipTili
OOMBIHINA CeHIMII KYPHIUIFBUIAPABIH Ti3iMiH XKacay MyMKiHmiriMmeH xxoHe Active
Directory-man 6enrini 6ip madigananyIlbliapFa CEHIPTKE KYPHUIFBIIAPAL ITalifanany
VIIIiH apTHKIIBIIEIKTap 6epy MYMKiHIriMeH KYMBIC iCTeyiH 6akbIiay;

@ KyphUIFHIIapObl OaKkIIay meHOepiHme Oapiiblk HeEMece IaigalaHyIIbliap
ToITapH yiriH (Active Directory Hemece keprinmikTi nakganaHyIsIiap/TonTap) OCH
YITiferi KypeIIFRIIapFa Kipy epexkernepid 6antay xkKoHe MTP KypbUIFbIIapPhIH
Gackapy;

@ ayMasbl-cajMallkl AucKinepheri dainmaparl xka3ly KoHe/HeMece K010 TypaJibl
OKWFaJIap XypHaJblHa XKa30anap;

@® (aiin Kyiieci 6ap KyphUIFHIIapFa KOJ XKeTKi3y epexkersiepi yIiliH 6aChIM/IBIK,
TaravbIHOAY;

@ T1alifanaHyILIHEH MHTEepHeT XKejiciMeH KYMBICHH OaKpliay, OHBIH inriHmge
caHaTTapHbl KOCY, pefdakiusiay, 6enrini 6ip Ma3MyHmarsl pecypcTapra, oHOipyIri
JKacaFaH XKoHe IMHaMUKAaJIbIK JKaHapTHIII OTEIPAThIH cCaHATKA, COHOal-aK akmapaT
TypiHe (aymuo, 6eliHe KoHe T.0.) KOJI )KeTKi3yre HaKThl THIMEIM CalyObl HeEMece
PYKCaTTHI KOCY, OaKblJIayOblH YaKbIT apajblKTaphlH eHTi3yre, COHmak-akK oHbl Active
Directory-men 6enrini 6ip maiiganaHylIblIapFa FaHa TaFaWbIHIayFa MYMKIiHTIK 6Gepy;
® BadUSB typiuperi mabyrsingapaas Kopray;

@® KOCHIMIIIAHHIH CEPBUCIH KAIILIKTHIKTAH PYKCATCHI3 DacKapymaH KOpray,
COHIaM-aK Kynus CO3[TiH KeMeTriMeH KongaHOaHbIH ITapaMeTpepiHe KO XKeTKi3ymi




KOpFay;

@ CeHiM[i KaIIBIKTaH oKiMImisIeHAipy 6argapsiaManaphbl apKbUIbl TapaMeTpiaepai
Gackapy;

@® BUPYCKa KapcChl KOpray OarmapraMaliblK KypaJIbIHBIH TEK TaHOasIFaH
KOMIIOHEHTTEPIH OpHATY;

@ KOFaphiga KepceTinreH OapiiblK KOMIIOHEHTTePi OiperHFai 6ackapy
XKyHeciHiH KeMeriMeH opTaJbIKTaHOLIPHIIFaH 6acKapy;

@® kecrte OoibIHIIA XKoHE/HEeMece OarfmapiaMaHhl iCke KOCKaHHaH Keiin 6ipaen
TalckIpManapabl icke KOCy;

@® (GallnOBK KEeHICTIKTi CKaHepyieyai ophiHAay Ke3iHfe maigananyIibliapable
BIHFAMIIBl 2KYMBICHIH KAMTaMachI3 €Ty YIIIiH KOMIObIOTEP PeCypPCTaphiH makganaHyobl
ukeMmpi 6ackapy;

@ Xarfalibl 6TKEH TeKcepyneH 6epi e3repMereH 00beKTiiepAi oTKi3y ecebineH
CKaHepJiey IPOLECIH XKeOenneTy;

@ BUDPYCKa Kapchl OarmapiaMaHbIH TYTACTHIFEIH TEKCEPY;

® (aiingbiH 6aKblIay COMACH], aTHIHBIH/OUPEKTOPUSICHIHEIH OeTnepaeci 6oMbIHIIa
HeMece ¢atinga ceHiMai nuGPIILIK KoJITaHOAHBIH 60Tybl OOMBIHIIA BUPYCKa KAapPCH
TeKCepyneH epeKUIelikTep KoCy;

o BHPYCKa KapcChl OarmapiaMaja ojlapabl KaJIbiHa KeJITipy MyMKiHOiriMmes
KOMBIIFAH 3ajlajgaHraH daingap VIIiH KoprajiFaH KOMMaHBIH O0JIyhI;

@® BUDPYCKa Kapchl 6armapiaMaga KYMBICH TypaJibl €CENTep VIIiH KOpFaJiFaH
KOMMaHBIH OOJTYHI;

@® BUDPYCKa Kapchl OarmapiaMaja rpaduKaibikK MHTEPGEHCiH KOCy KoHe
aXKBIpaTy, COHOal-akK MYMKIHOIKTepAOiH eH a3 JKULIHTHFEIMEH IrpaduKablK,
uHTepGeNCTiH OHalIaThIIFAaH HYCKACKIHEIH 00JIYHL;

® Windows Defender Security Center-mes 6ipiryi;

® Antimalware Scan Interface (AMSI) KonpaybsIHBIH OOJTYHI;

@ DPe3epBTiK KoMiMagaH 00BbeKTiNepAi KanmkeliHa KeNTipyai Kynus ce30eH Kopray;
@ UuHTepHeT OalJIaHbICH MIEKTEYITi O0IFaH XKarmaiga XKeJmiTikK TpapuKTiH
eKTeymepi;

® TCP xoHe UDP xaTTaMaJjiapsl GOMBIHINIA 2KeJTiHi 6aKblIay KypaJlbIHBIH OOTyHI;
@ TeKcepy Y3UITeH XKepheH KalTa XKYKTeJITeHHEeH KeliH TeKcepy TalChIpMachH
KaJIFacCThIPY;

@ OpHATy MYMKIiH[Iri TanicEIpMaHHBIH OPHHAAJY Y3aKTHFHEH HIEKTEY;

@ erep TeKCepy OPBLIHOAJILII XKaTca, TEKCEPY MiHOETTEPiH Ke3eKKe KO0
MYMKIiHITi.

@® TalbbUTFaH OocajgbIKTap OOMLIHIIA ecen 6epy MYMKIiHIITiMEH KOMIIbIOTEDPE
OpPHATBUIFAH KOCBHIMIIIaIapaarbl OCaIgEIKTapabl aHbIKTAY KoHe Kaly YIIIiH apHaWhI
TallChIPMaHE iCKe KOCY.

@ apHaUH XYKTey areHTiH Kypen XKoHe Single Sign On TeXHOIOTUSACHH
KOJIIAUTHIH TOJHIK i3aey mudpiay, UEFI-xyienepai kongay;

o XKyKTey areHTi HeMece OXK daiinpmaph! icTeH MIBIKKAH XaFfgalifa mudpianFas
Ma3MyHOb KanmnbiHa KenTtipy, UEFI xkylienepin Kongay;

@ TONHIK i3mey mmdpnay KesiHme Koc haKTOPIIb aHBIKTAIl TaHYAkl KOJIOay;

@ mudprIaHaTHH Ma3MYHIOBE UKeMi KepceTy MyMKiHIIriMeH ¢dainmapasl
mmdpnay (opHamackKaH xkepi O0UBIHINIA, KeHeWTiM O0MbIHIIa, QalIabl JKacal ThIH
KOCBHIMIIIA OOMBIHIIA);

@ TaHJajgFaH KojmaHOasap TapallbiHaH mudpiadral Gaiamapra Kol XKeTKi3ymi
LIEKTEY TeTiKTePiHiH O0JIyhl, COHaM-ak Kynus co30eH YHBIMHAH THIC (arngapmsl
TPaAHCKPUIILMsIJIayFa MYMKiHIiK O€PeTiH TEXHOJIOTUSIHLIH OO0TyHI;

@ VUBIM XKeJiciHeH TwIC avinmapanl mrdpiaayra xkKoHe IMGPHIH allyFa
MYMKiHiK 6epeTiH XKYMBIC PEXKUMIH OpHATY MYMKIHAITiMEeH ajibIiHOAIIEL
TackIMaJIfaFbIITapaars gepeKTepai mudpiay;

@ MiHe3-KyJIHIK YITiCiHEeH aysITKY Ke3iHge OaFmapiiamMasiapOblH MiHEe3-KYJIBIK,
YIITiCiH KaIBIITAaCTHIPY XKOHE OJIapAbIH 9peKeTTepiH OyraTray MYMKIiHAITI
(aypITKBIManIapabl OediMaenreH Oakbiiay)

@® [uckKiHi mmdpnay Ke3iHae aHBIKTAll TaHY areHTiHiH KBI3METTIK €CEeNnTiK
Ka306aChIH XKacay MYMKIiHAITi;

@® TOJBIK OUCKiHI mmdpraay Ke3iuge SSO KyMbIC icTeyi YIIiH YIIiHIII Tapam
adselfservice Plus Tipkenri gepekTepin xkeTKi3yllliHi Kongay

@ 3USHKeCTepIiH XKOUBIJIFaH aKllapaTThl PYKCATChI3 KaJIlbIHA KeJNTipyiHeH
KOpFay

@ KepruliKTi KoHe CBEIPTKEHI AUCKiIepOeH KajllblHa KeJTipycCi3 AepeKTepai KO0
MYMKIHTIT1

@® KaHApTy K63iH TaH#ay MYMKiHairi. OHBIH ilIiHOEe KYPBUIFBIOAFE JKEePTilTiKTi
IVpPEeKToOpHusimaH

@® DpPYKCaTChI3 KaJlllbIHA KeJITipyOeH Kopray yiriH USB, kan KapTanaphl MEH
MOOMJIBII KYPHIJIFLIIAPALI KOCA aJFaHOa, XKePrijlikTi ucKiiep MeH CHIPTKEL
TaCBLIFBIIITAPAaH AepeKTep i KauTaphbIMChI3 XKOI0.

Windows cepBeprnepine apHanraH BUPYCKa KapCh Kopray OaFmapiiaMallbk,
KypanmapblHa KOWBIJIATHIH TalanTap

Bupycka KapCch KOprayOhlH OargapiiaManblK Kypalmaphl GaiagblK cepBepiiepre
apHaJIFaH OIepalUsiIbIK XKYHeHiH 6acKapybIMeH XKYMBIC iCTENTIH KOMITLIOTEPIIEPe
KYMEIC icTeyi THic:

® Windows Small Business Server 2011 Essentials/Standard (64-pa3psioTHIK),




Microsoft Small Business Server 2011 Standard (64-pa3psaThiK) TeK Microsoft
Windows Server 2008 R2 yurin opHaTheiFal Service Pack 1;

® Windows MultiPoint Server 2011 (64-pa3psaaTHIK);

® Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter
Service Pack 1 xxoHe ofiaH >KOFapHI;

® Windows Server 2012 Foundation / Essentials / Standard / Datacenter;

® Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;
® Windows Server 2016 Essentials / Standard / Datacenter;

® Windows Server 2019 Essentials / Standard / Datacenter;

® Windows Server 2022.

Bupycka KapCh KOprayOblH OargapiiaMaiblK, KypallblHaa MBIHAgaW QyHKIIMOHAIOBIK,
MYMKIHIOIKTEp iCKe aCBIPHIIYHI THIC:

o HaAKTH YaKHIT PEKUMIiHE XKoHe 00heKTiHiH MOHMOTIHMIK Mo3ipiHeH cypay camy
OOMBIHINIA BUPYCKa KApPCHl CKaHepIey;

@® KkecTe OOMBIHIIIA BUPYCKA KapPCH CKaHepJiey;

@ KOCHUJIATHIH KYPLUIFBIIAPAEL BUPYCKa KapChl CKaHEPJIEY;

@® OypoH Oenrici3 3ussHAb OarmapiaManapabl TaHyFa XKoHe OyraTTayra
MYMKiHMiK 6epeTiH 9BPUCTUKAJIBIK TaldaFbIIll;

@® OeJiceHAOi KYKTHIPY opeKeTTepiH OedTapanTaHObIPY;

@® KOCHIMIIAHLIH MiHE3-KY/JIKbIH XXKoHEe OHBIH 3USHIBI OEJICeHOITITiH XKoHe
caHKIMsITaHOAFaH 9peKeTTeP/i aHbIKTay YIIIiH XKyieae XKYpPri3eTiH opeKeTTepiH
Tangjay;

@® Xeii GOMBIHINA KO XKeTiMIi KOpFaJlaThIH PecypCcTapabl mudpiay opeKeTTepin
aHBIKTAy YIIiH XKaJIb IankKanap MeH dainmapra XKYTiHylIepai Tanjay;

@ OarpmapsiaMalibiK JXKacaKTaMaga OCaIgbIKTap/bl IMadgaaHaThIH 3USHI
OarmapiiaMaliapOblH ic-KUMEBITOAPEIH, OHLIH iIIiHAE XYHeIiK IpoIleCTePHiH KaablH
KOpFraynwl OyraTTay;

@® eMIey Ke3iHAe 3usSHOB OargapiiaMaliblK, XKacaKTaMaHbIH iC-KUMBIITapbIHbIH
Kepi KalTaphUIyHl, OHBIH illliHAE UG pIaHFaH, 3USHAB OaFgapiiaMalapMeH,
datinmapasl KajanbiHa KeJITipy;

@® KOCHIMINIara HaKTH YaKBIT PeXXUMiHIe iCKe KOCHIIaTHH OargapiaMa HeMece
(daiin GoiibrHiTa YKiM any YIIiH eHOIpyIIiHiH pecypcTaphiHa XKYTriHyre MyMKiHIIK
OepeTiH KaHa KaTepiepaeH OYJITTE KOpPFay;

@® Keneci dopmaTTaFH MypaFaTTapAarH ¢Gaigapabl BUPYyCKa KapChl TEKCEPY
koHe emuey: RAR, AR]J, ZIP, CAB, LHA, JAR, ICE;

@ XKeJiJiK cerMeHTTEpAi caHaTTay MyMKiHOiriMeH GargapiiaMaliapFa apHajraH
KeJITIK IecTelliK Karuaanap MeH XKeJliJlikK KaFuaanapabl Xkacayra MyMKIHOIK
OepeTiH XKamcapiac XKeJIiIiK 3KpaH;

@® KypoulFeIHBEIH MAC-MeKeHXKalblH KOJIJaH kacay yuriH ARP-xaTTaMacsIHOaFbL
ocangbIKTapObl NakifanaHaTHH XKeJlilik KaTepiaepneH Kopray;

@® KOCHIMIIIAHBIH CEPBUCIH KAIILIKTEHIKTAH PYKCATChI3 6acKapymaH Kopray,
COHpal-aK 3uSHOLI OarmgapiaManap, Xko0ipJieHytrinep Hemece GUTIKTI emec
manmanaHyIIbIap TapalblHAaH KOPFAyObl akbIPaTyObl O0IaIpMayFa MYMKIHIIK
OepeTiH Kynus co3MiH KeMeTriMeH KOCHIMIIIaHbIH ITapaMeTpJiepiHe KOJl XXKeTKi3ymi
KOpFray;

@® BUPYCKa KapcChl KOpray OarmapraMaliblK KypalbIHBIH TEK TaHOaIFaH
KOMIIOHEHTTEPIH OpPHATY;

@ KOFaphiIa KepceTinreH OapJIblK KOMIIOHEHTTep i OipeiHFai 6ackapy
KyMeciHiH KeMeTriMeH OpTaJlbIKTaHALIPEIIFaH Oackapy;

@® KkecTe OOMBIHINIA XKOHE/HEMECe OIEePAIUsIITHIK KYHEeHi XKYKTereHHEeH KeHiH
OipHeH TamckIpManIapabl iCKe KOCY;

@® (GalingBIK KeHICTIKTI cCKaHeprieyai ophiHAay Ke3iHae maigananyIbliapably
BIHFAUJIBI JKYMBICEHIH KaMTaMachI3 eTy YIIiH KOMIIBIOTED PeCypCTaphiH Malgananyobl
ukeMai 6ackapy;

@ Xarfalibl 6TKEH TeKcepyneH Oepi e3repMereH o0LeKTiiepAi oTKi3y ecebiHeH
CKaHepIey IPOLECiH XKeIenneTy;

@ BUDPYCKa Kapchl OaFpmapiiaMaHbIH TYTACTHIFBEIH TEKCEPY;

@® (aiingbiH 6aKblIay COMACh], aTHIHBIH/QUPEKTOPUSICHIHLIH OeTnepaeci 60MbIHIIIa
HeMece ¢aiinga ceHiMai muGPIILIK KOJITaHOAHBIH 00Tybl OOMBIHINIA BUPYCKa KAPCHI
TEeKCepPyHeH epeKUIeIikKTep KOCy;

@® BUDPYCKa Kapchl OarmapiaMaja oJlapabl KaJIbIHA KeJITipy MYMKIiHAITIMeH
KOUBIIFAH 3alangaHraH daingap VIIiH KOpraiFaH KOMMaHBIH OOIyHI;

@ BUDPYCKa Kapchl 6armapiaMajia KYMBICH TypaJjibl €CENTep VIIiH KOpFajiFaH
KOMMaHBIH OOJTYHI;

@ BUDPYCKa Kapchl OarpmapiaMaga rpadukanblk UHTEPGENCIH KOCcy KoHe
aXKBIpaTy, COHOal-akK MYMKIHIIKTepAiH eH a3 XKULIHTHIFEIMEH IrpaduKarblk,
uHTePGhEeNCTiH OHaMIaThIIFAaH HYCKACKIHBIH 00JTYHI;

® Windows Defender Security Center-mes 6ipiryi;

® Antimalware Scan Interface (AMSI) KonaaysIHEIH OOTyHI;

@ HbICAaHOapAbl CaKTHK KOMMamaH KaJllbiHa KeJITipyni Kynusi ce30eH Kopray.
o WHTEpHeT OalIaHbICH IIEKTeyi 00IFaH KarFaaiga XKeJmiTliK TpahuKTiH
mIeKTeyJepi;

@® OapnblK HeMece Oenrini 6ip madigananyisiap TonTaps! (Active Directory
HeMece XKeprifmikTi maigananyusIiap/TonTap) yinid 6aFmapiaManapasl OpHaATyFa
KoHe/HeMece iCKe KOCyFa THIMBIM cajlaThIH HeMece pYKcaT OepeTiH apHalkbl




epexenep xKacay, KOMOOHEHT OaFfmapiaMaHbl Taby 2KOJIB, METaHePEKTED,
cepTudUKaT HEMeCe OHBIH TaHOACH, 6aKkJIay cOMachl OOMBIHINIA [a, COHOaN-axK,
OaFmapiiaMaliblK, JKacaKTaMaHbl OHOIPYIIi YCHIHATHH KOCHIMIIATaPABIH aJIIbIH ana
OepinreH caHaTTaphl OOMBIHINA Aa KOCBIMINAIapasl OaKbljlaysl THIC, KOMIIOHEHT
Kapa HeMece aK Ti3iM peXUMiHfe, COHIOall-aK CTaTUCTUKAHLI JKUHAy HeMece
OyraTTay pexkXuMiHIe KYMHBIC icTeyi THic;

o MiHe3-KYJIBIK VITiCiHEeH ayBITKYy Ke3iHpae OarFmapraMaliapablH MiHe3-KyJIhIK,
YIITiCiH KaJIBIITACTHIPY KOHE OJIapObIH 9PeKeTTepiH OyraTray MyMKIiHAITI
(aysITKbIManmapabl OediMaenreH 6akeliay)

o TaOBIIFaH OcaJIIBIKTap OOMHIHINIA ecell 6epy MYMKIiHMOITiMeH KOMIIBIOTEPE
OpPHATBUIFAH KOCBHIMIIIAIapaarbkl OCAIOEIKTapObl aHEIKTAY XKoHe Kal0y YIITiH apHaWL
TalChIpMaHHBI iCKe Kocy.

@® KOMIOHEHTTepHi Konmay BebG-kaTepiepmeHn Kopray, IlomTansk KaTepiepaeH
Kopray, Beb-0akrnimay xKoHe cepBepsiep yiriH Windows omeparusiibK Kyieci
facKapaThiH KOMIIBIOTEPIEPre apHalIFaH KyPHIIFEIIapasl 6aKbay;

@ TeKcepy Y3UITeH XepheH KaliTa XKYKTeJITeHHEeH KeliH TeKcepy TalChIpMachlH
KaIFacTHIPY;

@ TalCHPMaHBIH OPBIHAANY Y3aKTHIFEIHA IIEKTEY KO0 MYMKIHIITi;

@ erep TEeKCepy OPBIHOAJIBIN XKAaTca, TEKCEPY MIiHIETTEPiH Ke3eKKe KO
MYMKIiHTITi.

@ T KaHApTy KO3iH TaH#ay MYMKIiHairi. OHBIY iTiHOEe KYPBUIFBIOAFEL KEePriTiKTi
OUPEKTOpusmaH

Windows O2K HeriziHmeri opTaabKTaHALIPLUIFAH 6ackapy, Oakeliay XKoHe KaHapPTy
OaFmapiiaMaliblK, KypaagapbliHa KOUBIIATHH TanamnTap

OpTanblKTaHOLIPHIIFAH 6acKapy, MOHUTOPUHT JXXKoHE XXaHapTy OarmapiiaMallbik,
Kypalmapk Keneci HycKanapablH ONepalusaiIbK XKyienepid 6acKapaThH
KOMIOBIOTEPJIEPHE KYMEBIC iCTEYl KEPEK:

@® Microsoft Windows 10 Enterprise 2015 LTSB 32-pa3psaaThK/64-pa3psaaTHK;
@® Microsoft Windows 10 Enterprise 2016 LTSB 32-pa3psaThiK/64-pa3psaaTHK;
@® Microsoft Windows 10 Enterprise 2019 LTSC 32-pa3psaaThik/64-pa3psiaThIK;
® Microsoft Windows 10 Pro RS5 (October 2018 Update, 1809) 32-
pPa3pAnTHEK/64-pa3pAnTHK;

@® Microsoft Windows 10 Pro gnsa pabounx cranuuit RS5 (October 2018 Update,
1809) 32-pa3psaTeK/64-pa3psaaThIK;

@® Microsoft Windows 10 Enterprise RS5 (October 2018 Update, 1809) 32-
Pa3psAOTHK/64-pa3psaThIK;

® Microsoft Windows 10 Education RS5 (October 2018 Update, 1809) 32-
Pa3psaaTHEK/64-pa3pAnTHK;

@® Microsoft Windows 10 Pro 19H1 32-pa3psaaThik/64-pa3psaaThIK;

® 19H1 xywmbIC cTaHIIUANApEHA apHanFad Microsoft Windows 10 Pro 32-
Pa3psanTHK/64-pa3psAnTHK;

@® Microsoft Windows 10 Enterprise 19H1 32-pa3psanThK/64-pa3psaaThIK;

@® Microsoft Windows 10 Education 19H1 32-pa3psiaThiK/64-pa3psaThIK;

@® Microsoft Windows 10 Pro 19H2 32-pa3psaaThik/64-pa3psaAaThIK;

® 19H2 xywmbICc cTaHIIUANApEHA apHanFad Microsoft Windows 10 Pro 32-
Pa3psaaTHEK/64-pa3psAanThHK;

@® Microsoft Windows 10 Enterprise 19H2 32-pa3psnaThK/64-pa3psaaThIK;

@® Microsoft Windows 10 Education 19H2 32-pa3psiaThK/64-pa3psaTHIK;

@® Microsoft Windows 10 Home 20H1 (May 2020 Update) 32-pa3psaThK/64-
Pa3psSIATHIK;

@® Microsoft Windows 10 Pro 20H1 (May 2020 Update) 32-pa3psaThIK/64-
Pa3psSOTHIK;

@® Microsoft Windows 10 Enterprise 20H1 (May 2020 Update) 32-pa3psanTheK/64-
Pa3pSAOTHIK;

@® Microsoft Windows 10 Education 20H1 (May 2020 Update) 32-pa3psaaThK/64-
Pa3pPSAOTHIK;

® Microsoft Windows 10 Home 20H2 (October 2020 Update) 32-pa3psaTHK/64-
Pa3psIATHIK;

@® Microsoft Windows 10 Pro 20H2 (October 2020 Update) 32-pa3psanThk/64-
Pa3pSOTHIK;

® Microsoft Windows 10 Enterprise 20H2 (October 2020 Update) 32-
Pa3psanTHEK/64-pa3psAanTHK;

@® Microsoft Windows 10 Education 20H2 (October 2020 Update) 32-
Pa3psaTHK/64-pa3psAanThHIK;

@® Microsoft Windows 10 Home 21H1 (May 2021 Update) 32-pa3psaTHK/64-
Pa3psIATHIK;

@® Microsoft Windows 10 Pro 21H1 (May 2021 Update) 32-pa3psaThiK/64-
Pa3pSOTHIK;

® Microsoft Windows 10 Enterprise 21H1 (May 2021 Update) 32-pa3psanTeK/64-
Pa3psOTHIK;

@® Microsoft Windows 10 Education 21H1 (May 2021 Update) 32-pa3psanTHK/64-
Pa3pPSAOTHIK;

® Microsoft Windows 10 Home 21H2 (October 2021 Update) 32-pa3psaTHK/64-
Pa3psIOTHIK;

@® Microsoft Windows 10 Pro 21H2 (October 2021 Update) 32-pa3psanoThik/64-




Pa3pPSAOTHIK;

@® Microsoft Windows 10 Enterprise 21H2 (October 2021 Update) 32-
Pa3psIATHK/64-pa3psAanThHIK;

® Microsoft Windows 10 Education 21H2 (October 2021 Update)32-
pPa3psanTHK/64-pa3psAanThHK;

Microsoft Windows 11 Home 64-pa3psAThIK;

Microsoft Windows 11 Pro 64-pa3psiaThIK;

Microsoft Windows 11 Enterprise 64-pa3psnoThIK;

Microsoft Windows 11 Education 64-pa3psaTHK;

Microsoft Windows 8.1 Pro 32-pa3psnThIK/64-pa3psaTHIK;

Microsoft Windows 8.1 Enterprise 32-pa3psaaThik/64-pa3psaaThIK;
Microsoft Windows 8 Pro 32-pa3psaThik/64-pa3psaaThIK;

Microsoft Windows 8 Enterprise 32-pa3psaThiK/64-pa3psaaThIK;
Microsoft Windows 7 Professional Service Pack 1 32-pa3psaThik/64-
Pa3psSOTHIK;

@® Microsoft Windows 7 Enterprise/Ultimate Service Pack 1 32-pa3psanThK/64-
Pa3pSAOTHIK;

® Windows Server 2008 R2 with Standard Service Pack 1 xkoHe omaH KOFaphl
64-pa3psaaTHK;

® Windows Server 2008 R2 Service Pack 1 (6apsbik pemauusinaps) 64-
Pa3psIOTHIK;

Windows Server 2012 Server Core 64-pa3psOThIK;

Windows Server 2012 Datacenter 64-pa3psfThIK;

Windows Server 2012 Essentials 64-pa3psOThIK;

Windows Server 2012 Foundation 64-pa3psiaTHK;

Windows Server 2012 Standard 64-pa3psaoThIK;

Windows Server 2012 R2 Server Core 64-pa3psiATHIK;

Windows Server 2012 R2 Datacenter 64-pa3psiaTHIK;

Windows Server 2012 R2 Essentials 64-pa3psiiTHIK;

Windows Server 2012 R2 Foundation 64-pa3psioTHIK;

Windows Server 2012 R2 Standard 64-pa3psioTHIK;

Windows Server 2016 Datacenter (LTSB) 64-pa3psiAoTHIK;

Windows Server 2016 Standard (LTSB) 64-pa3psaTHIK;

Windows Server 2016 (Server Core opHaty HycKackl) (LTSB) 64-pa3psaATHIK;
Windows Server 2019 Standard 64-pa3psAOTHIK;

Windows Server 2019 Datacenter 64-pa3psaThIK;

Windows Server 2019 Core 64-pa3psaThIK;

Windows Server 2022 Standard 64-pa3psigThIK;

Windows Server 2022 Datacenter 64-pa3psThIK;

Windows Server 2022 Core 64-pa3psaThHIK;

Windows Storage Server 2012 64-pa3psiAoTHK;

Windows Storage Server 2012 R2 64-pa3psATHIK;

Windows Storage Server 2016 64-pa3psaaTHIK;

Windows Storage Server 2019 64-pa3psiATHK;

OpTaNbIKTaHOBIPEITIFAH 0aCKapPYObIH, MOHUTOPHUHITiH JKOHE XKaHaPTYIBIH
OaFmapiiaMa’iblK, Kypaagaphl Kejleci BUPTyaiasl miaTdopMaiapaa OpHATY b
KOJIayhl THIC:

VMware vSphere 6.7;

VMware vSphere 7.0;

VMware Workstation 16 Pro;

Microsoft Hyper-V Server 2012 64-pa3psaThHIK;

Microsoft Hyper-V Server 2012 R2 64-pa3psATHIK;

Microsoft Hyper-V Server 2016 64-pa3psOTHIK;

Microsoft Hyper-V Server 2019 64-pa3psATHIK;

Microsoft Hyper-V Server 2022 64-pa3psOTHIK;

Citrix XenServer 7.1 LTSR;

Citrix XenServer 8.x;

Parallels Desktop 17;

Oracle VM VirtualBox 6.x.

OpTanblKTaHALIPHIIFAH 6acKapyOoblH, MOHUTOPUHITIH JK9HE KaHapPTYObIH
farmapraMansik Kypanmapsl JKBXK-MeH MbelHamal HycKaiapaa XKYMBIC iCcTeyi THic:
Microsoft SQL Server 2012 Express 64-pa3psiOThIK;

Microsoft SQL Server 2014 Express 64-pa3psaThIK;

Microsoft SQL Server 2016 Express 64-pa3psaThHIK;

Microsoft SQL Server 2017 Express 64-pa3psOThIK;

Microsoft SQL Server 2019 Express 64-pa3psaThIK;

Microsoft SQL Server 2014 (6apiblK pemakiusnap) 64-pas3psaThK;
Microsoft SQL Server 2016 (6apiblK pemakiusinap) 64-paspsaTHK;
Microsoft SQL Server 2017 (6apiblk pemakiusnap) Windows yimmiH 64-
Pa3pPSAOTHIK;

@® Microsoft SQL Server 2017 (6apibIK pemakiusaiaap) yirid Linux 64-pa3psaaThK;
@® Microsoft SQL Server 2019 (6apinsik pemakiusnap) Windows yiiria 64-
pPa3pAATHEK, (KOCHIMIIIa 9PEeKEeTTEP KaxKeT);

@® Microsoft SQL Server 2019 (6apnuk pemakiusaap) Linux yiris 64-pa3psaThIK,
(KoCBIMIILIa 9pEKETTEP KaXkKeT);




® MySQL 5.7 Community 32-pa3psAnTeK/64-pa3psaaThK;

® MySQL Standard Edition 8.0 (8.0.20 penu3s xoHe ofaH XKOFaphl) 32-
Pa3psIaTHK/64-pa3psAaOThHIK;

® MySQL Enterprise Edition 8.0 (8.0.20 penu3 xkXoHe ofmaH XKOFaphl) 32-
pPa3psanTHK/64-pa3psAanThHK;

@® MariaDB 10.3.22 xoHe ofgaH KOFaphl 32-pa3psAanaThK/64-pa3psaaThIK;

@® MariaDB Server 10.3 32-pa3psaaTek/64-pa3psaaTeK InnoDB KoiiMachIHBIH KillTi
XKyleciMeH;

@® MariaDB Galera Cluster 10.3 32-pa3psiaTHK/64-pa3psaaTeK InnoDB
KOMMaCHIHBIH KiIlli XKyleciMeH.

Bupycka Kapcel KOprayablH 6armapiaMarblK KypaablHaa MbIHagaw GyHKIIMOHAIIHIK,
MYMKIHIOIKTEp iCKe aCBIPHIIYHI THIC:

@ KOpFaJlaTHIH TOPANTapP/BIH CaHBIHA OalIaHBICTHl OPTAILIKTaHIBIPBIIFAH
fackapy, MOHUTOPUHT XK9He XKaHapTy KypPaJIblH OPHATY KYPBUILIMBIH TaHOAy;

@ YViLIMOaFe KOMIBIOTEPJIEP MEeH MalgaslaHyIIbIapablH eCemTikK xKa30amapsl
TypaJibl OepeKkTepai any MakcaTeliHga Active Directory-maH aknapaTThl OKY;

@® aHBIKTasjraH KoMmnbloTepsepdi IP mekenzxkaiibl, OXK Typi, OU AD opHanackaH
XKepi O0UBIHIIIA TaCckIMaJIAay epeXxesiepiHid 6anTaymaphl;

@ Kejife jXaHa KOMIbIOTEpJEP Madga 6oiFaH Karmaiiga KOMIbIOTEPIEPOiH
eceITik xKa3banaprsiH 6ackapy TonTaphl OOMbIHIIIA aBTOMATTH Typhe Oeiy; IP
mekenxkavbl, OXK Typi, OU AD-ga 601y GoMbIHIIA TaCEIMaIay epeXxesepin 6anrtay
MYMKIiH[IiTi;

@ BUPYCKa KapChl KOPFayablH OarmapiiaMallbikK KypasmapbiH
OpTaNBIKTaHOBIPLIIFAH OPHATY, KaHAPTY JKoHE JKOI0;

@ OpTanbIKTaHOBIPHIIFAH TEHIIEY, OKIMUIIeHOIpy;

@ KOpray KypaJiIapbIHbIH KYMBICH OOWBIHIIIA €CeTITEP MEH CTaTUCTUKAJIHIK,
aKInapaTTHl Kapay;

@® 0ackapy OpTaNBbIFBIHBIH KypalgapbIMeH YHIJIeCIeNTiH KOChIMIIanapabl
OPTaIBIKTaHOLIPEIJIFAH K00 (KOJIMEH K9He aBTOMATTh);

@ cascarT IeH TalChpMallapOblH e3repy TapuXbIH caKTay, ajlOgbIHFEL HyCKanapra
opajy MyMKIiHAIri;

@ T1aliajaHyIIH Xylere KipreH ecenTik xka3bara, arsiMaarsl [Pv4
MeKeHzKaWblHa, COHOal-aK KOMIbIoTepaiH KaHgai OU-ma HeMece Kayincisgik
TOOBIHA 60/TyBsIHA OaliyTaHBICTH BUPYCKA KapCH MIEINIMHIH GanTayiaphiH KaWTa
aHBIKTAWUTHIH apHaWbl TPUTTEPJIEPOiH Kayillci3mik casgcaThIHAAFE HyCKayiap;

@® KXalita Oelly OpHIH alaThHIH TPUTTEPIIEPAIH UepapXusiaphl;

@® KIWEHTTIK MalTMHAJapFa TapaTy aJfgblHaa OpTalbIKTaHOLPLUIFAH 6ackapy B2K
KypangapbeIMeH XKYKTeJNTreH XKaHapTylapabl TeCTiney;

@ KaHapTyJIaphbl MalgaiaHyUIbIapablH XKYMBIC OpPLIHaphiHa OJlapAbl ajlFaHHaH
Kelin OipaeH XKeTki3y;

@ BUPTYyaJnbl MalTWHANIap XKeJliciHme aHbIKTAll TaHY XKoHe erep Oy MalInHanap
6ip du3ukanwik cepBepae 60yca, OJIapabIH apackHa iCKe KOChIIaThIH
TalChIpMaJIapOblH XKYKTEMe TeHrepiMiu 0emy;

@ OoKiMmIiyiep MeH omepaTopiiapiblH KYKbIKTaphiH, COHOal-aK op AeHrelae
YCHIHBUIATHIH €CENTiTiK HhICAaHaPHIH TEHIIeY MYMKIiHIITIMEH Kol OeHreini 6ackapy
XKYHeCIH Kypy;

@® epKiH AeHrereri 6ackapy cepBepiiepiHiH nepapxusiChliH Kypy XKoHe OYKin
MepapxXusiHbL JKOFAPFHI AeHIeUIeH OPTAIBIKTaHORPEIIFaH 0ackapy MYMKIiHAIT;

@® 0Oackapy cepBepliepi YIIiH KeIl kaJjFa anyasl Koimay (multi-tenancy);

@ OalyaHBIC apHaJaphl apKbUILI Ad, MAIIMHAJIBIK aKIapaT TACHIFLIIITapaa fa
9PTYPJIi Ke3nepaeH OarmapiaMarbslk Kypangap MeH BUPYCKa Kapchl 6a3aiapmbl
KaHapTy;

@® Oackapy cepBepi apKpUIEI BUPYCKa Kapchl B2K eHmipymrinig 6yITTH
cepBepIiepiHe KON XKeTKi3y;

@® K/IMEHTTIK KOMIILIOTED JINLEH3USCHH aBTOMATTH TYPAE Tapary;

o maviganaHyIIblIapablH KOMIObIOTEPIIEPiHOe opHaThIFaH B2K MeH
XKabOIObIKTapasl TYTeHOeY;

@® BUPYCKA KapChl KOPFayOblH OeNTiieHTeH KOCHIMINAaIaphIHBIH JKYMBICHIH/IA
OKWFaJlap Typashl xabapiay KoHe olap TypaJsibl IoirTa XxabapiaManapelH Kibepymi
farnTay TeTiriHiH 60IyHhI;

@® Oackapy XKyleciHe XKeJiJliK )KYKTeMeHi TOMEHOETY YIIiH KaHapPTyJIapabl
peTpaHCHIanusanay OpTalblFEIMEH YUBIMHBIH Ke3 KelIl'eH KOMIBIOTEPIH KOPCEeTY;

@ VUBIMHHIH Ke3 KeJI'eH KOMIIBIOTEPiH BUPYCKa KapChl areHTTePAiH OKUFalaphlH
XKibepy OpTasbIFhl, KIMEHTTIK KOMITBIOTEPIEPIiH TaHOanFaH TOOk 6acKapy
XKyheciHe XKeimiK XKyYKTeMeHi TOMEeHIETY VIIIiH OpTaIbIKTaHOLIPEIIFaH Oackapy
cepBepiHe KOepceTy;

@® BUDPYCKa Kapchl KOPFay OKUFasaphl, TYTeHOey nepekTepi, OenrineHrexn
OarmapsiaManapabl TUIeH3UsIay AepeKTepi OoMbIHINa rpaduKabK ecenTepai
KYDPYy;

@ XyilleHiH JXYMBICH TypaJibl ajIiIbIH ajla OanTanFaH CTaHOAPTTH eCenTepaiH
BOTyHI;

@® ccentepni PDF, HTML, XML ¢opMaTeiHAars daliagapra 3KCIOPTTaY;

@® BUpPYCKa Kapchl 6armapiaMarnblK KaMTaMachl3 eTy OpHATHIIFaH XKeliHig
GapsBIK, pecypcTaphl OOMBIHINA CAaKTHEK KOMMajap MeH KapaHTUHAEP 00beKTiiepin
OPTaJILIKTAHOBIPEITIFAH 6acKkapy;




@® Oackapy cepBepiHIe aHHIKTAIl TaHY YIIIiH illIKi ecenTik x&a30amapasl KYpy;

@® Oackapy XKyHeciHiH KipicTipinreH KypanmapblH Oackapy KYHeCiHiH CaKTHIK
KOILIipMeECiH X)Kacay;

® Windows Certificate Authority keiametimen 6ipiryni Konmay;

@ BUDPYCTHIK 3MIUOEMUSIIaPALIH Maiiga 601ysH GaKbelIay KyWeciHiy 60Tys;

® OpenAPI GottbiHIIa Gipiry;

® WEB KoHCOiH naligasiaHa OTHIPHII, BUPYCKa KapChkl KOPFayabl 0acKapy;

@ OpTaNBIKTAaHOBIPHIIFAH OacKapy KypajaAdaphliH NalaaiaHyIIbIapAbIH alabH
asta GanTanraH peyaepiHiy 60JyHl;

@ T1alijanaHyIILIIaPOBIH eCeNTiK ka30amapbeiHa 6aiTaHBICTHPY YIIiH HaKThl
KOPCETINITeH OKINETTIKTEDP KUBIHTHIFEIMEH MaMaHOaHOBIPbIJIFAH Pengepal Kypy
MYMKIHTITi iCKe aCBIPBIIYEL THIC

® Oackapy koHcomiHeH RDP HeMece MITATTHIK Kypaigap apKbUTEl KOCBLUTY
MYMKIiH[IiTi;

® Windows xkywmric yctemnine (Windows Desktop Sharing) opTak KoCHITy
MYMKiHAITiHIH 60TyHI;

@ IalifajiaHyIIbIFa KalIbLIKTaH KOCHIJIyFa pyKcaT cypayhl KOpCeTiyi Kepek;

@ TUIEeH3USHH IMakWfanaHyablH Oy3bUTYyH HEMECe JTUIEH3USTHBIH KOJIOaHbLITY
Mep3iMiHeH achIl KeTyi Typaskl oKiMimire xabapiiay MyMKiHIOITiMeH KOMIIbIOTEPe
opHaThUIFaH Oerpe BZK nuneH3usimaphiH 6akpiay KyHeciHid 60Tyhl;

@® 7epekTepqi mudpraygb 6ackapy GyHKIMOHAIILFEH KOIOAY;

@® SIEM xylienepiMeH MHTeTrpanusaaaHy MYMKIiHIITI 2KoHe OKUFaapahl syslog
Hemece CEF\LEEF ¢dopMmatriHga 6epy

@® IPv6 xone IPv4-MeKeHXKalilapMeH XYMEIC icTey kKoHe IPv6-MekeHKanaphl
Oap KypBLUIFBLIAPH Oap KejlinepaeH mikipTepiM any MyMKiHAITI.

@ T1alijanaHyIIbLIIaPABIH KOMITLIOTEPJIEPiHae OPHATHIIFAH Koaanbanap MeH
OIIePalUSIIIBIK XKYHele OCaIIbIKTapabl aBTOMATTAHAIPEUIFAH i3mey KoHe xKaly;
@ KaHapTyJapObl OPHATY JKOHE OKIIayJlaHFaH KeJjliferi yIIiHm Tapal
f6argapsamManaphiHbH (Microsoft 6aFrmapiiamanapeiHad 6acka) OCAIBIKTAPhEIH XKaly
MYMKIiH[Iiri.

2. Bupycka Kapchel 6a3anapabl )KaHapTyFa KOWBIIATHIH TajanTap
2KaHapThITaThIH BUPYCKa KapcH JepeKKopiap MBHagau GyHKITMOHAIAEIK
MYMKIiHOIKTEepAi iCKe aCcHIpyAbl KaMTaMackl3 eTyi THiC:

@® KYHTi30emik ToyIik iminae keMiHge 24 peT BUPYyCKa Kapchl Oal3amapabl
KaHapTy KaFuganaphlH Kacay;

@® KaHapPTY XKOJIHapHIHBLIH KOIITiTi, OHBIH imliHpAe - 6aliylaHbIC apHalaphkl OOMBIHIIIA
KOHEe UeJIiKTeH IIBIFaphljlaThIH 3JIEKTPOHILIK, aKIlapaT TaChIFLINTAPAa;

@ DJJIEKTPOHIHIK IMUGPIIEIK KoNITaH0a KypaigapbIMeH KaHapTyJ1apOblH TYTaCThIFE
MeH TYIIHYCKAJILIFEIH TEKCEDPY.

3. Ilavpanmany KyKaTTaMacCblHa KOUBIJIATHIH TajanTap

Backapy KypanmapblH KOca ajiFaHa, BUPYCKa KapChl KOPFayblH OapJibIK,
OaFmapiiaMaliblK, ©HiMOepiHe apHaaFaH naWfalaHy KyzKaTTaMachkl METHagam
KyzKaTTapabl KAMTYHL THIC:

«[Tatimananyursl (9KiMIIi) HYCKAYJIBIFEI»

Bupycka Kapchl KypajlgapMeH KeTKi3iJleTiH KyKaTTaMa BUPyCKa KapChl
KOPFaHBICTHIH THICTi KypaJIibiH OpHATYy, OanTay KoHe IMaifanaHy IIPoIleciH erxem-
TeTrKeWIi curaTTaysl THiC.

4. TexHUKAaJBIK KOJIgayFa KOMUBIATEIH TajanTap

Bupycka Kapcel 6aFmapiaMa’ibiK XKacaKTaMaHbl TEXHUKAJTBIK, KOJIIay:

o Bupycka KapChl KOPFaHBIC KypalgaphlH 6HOIPYIIiHIH XKOHE OHBIH,
cepikTecTepiHiH cepTudUKaTTaIFaH MaMaHaapsl TenedoH, 3IeKTPOHILIK, IOIITa
kKoHe MHTepHEeT apKbIIbl Ka3akK XKoHe OPBIC TilfepiHae YChIHBIIAIb.




IMpunoxenune 2
K KOHKYPCHOM TOKyMEHTaIlUuU

TexHuYeCcKasi criemu(PpHUKAHUs 3aKylaeMbIX TOBAPOB K KOHKYPCHOH JOKYMEHTAIlHH

HomMmep 3aKynku:

Ne 17855997-1

HanMeHOBaHHE 3aKyNKH:

[TpuobpeTeHne TULEH3NOHHON aHTUBUPYCHOM ITPOTPaMMEI

Homep n1oTa:

Ne 88388425-31TI11

HaumMeHOBaHHeE jI0Ta:

ITporpammMHOe obecrieyeHue

OnucaHue jJoTa:

OpUTHHAN IPOTPaMMHOT0 obecredeHus (KpoMe yCIIyT o pa3paboTke
MIPOTPaMMHEBIX 00eCTIeYeHUN 10 3aKa3y)

JOomo/JITHUTE/IbHOE ONMUCAaHHue
JIoTa:

[IpruoGpeTeHre aHTUBUPYCHON TPOTPAMMEI [iJIsd 00€CIIeYeHU s 3alUThI
KOMIIBIOTEPOB OPTAaHU3AIMH OT BUPYCOB, BPEIOHOCHOTO ITPOrPaMMHOI0
obecnieueHus U KuOEPyrpos, a Takxke obecrieyeHrss 6€30I1aCHOCTH CIIyKeOHOM
uHbOpMaIuu.

Kosn4dyecTBO:

201

Egununa uaMepeHus:

MItyka

MecTa NOoCTaBKH:

191010000, AnmaTuHcKas o6macTs, r.KoHaes yn. Ab6asi, 35/7

CpoOK IIOCTaBKH:

He MeHee 15 KaneHOapHBIX JHEU

OnucaHue U TpedyeMbie
(GyHKIIHOHAIBLHBIE,

TeXHHU4YeCKHe, KadeCTBeHHbIe U

JKCIIVIyaTallTHOHHbIE

XapaKTEPHUCTHKH 3aKylaeMbIX

TOBapOB:

TexHuuYecKas cruenupuKalus
110 IPUOOPETEHHUIO INIEeH3UH Ha IPaBO UCIOIb30BaHHUS IPOrPAMMHOI0
obecrieueHus

B HacTosIIIEeN TEXHUYECKON clielndUKaIUY IIPUBEOeHbl OCHOBHEIE TPEOOBAHUS 110
MIPUOOPETEHUIO JINIIEH3UH Ha ITPaB0 MCIIOIb30BAHUS JIUIIEH3NOHHOTO
AHTUBUPYCHOTO IPOrpaMMHOro obecneuenus (gasnee - AT1O, T10, JITIO). Cpok
OenCcTBUA NMUIeH3ud He MeHee 12 MmecsaneB. CpoK OCTaBKU JIMIIEH3UM: He MeHee 15
KaJIeHgapHbBIX JHEMH.

Heob6xomumoe kKonmudecTBo - 201 nuiteH3us (obiiee KOIUYECTBO Pab0YuX CTaHIIUH
U CEPBEPOB, OJII KOTOPHIX HE0OXOAMMO IPEOCTaBUTh OOCTYI K aHTUBUPYCHOMY
IPOrpaMMHOMY 0GeCIedeHuI0).

B paMkax mmocTaBKH HNPEIOCTABIISIETCS CEPBUC KOMIIIEKCHOM 3aIlUThHI OT
BPEOHOCHHLIX TporpaMM. CepBUC [IOJIZKEH OTBeYaTh CJIEAYIOIIUM TPeOOBaHUSIM.

1. O6mwue TpeGoBaHUS

AHTUBUPYCHBIE CPEACTBa AOJI2KHBI BKITIOYATh:

. MIPOTPaMMHBIE CPECTBA aHTUBUPYCHOM 3AIUTHL [y pabounx CTaHIUH
Windows;

. IIporpaMMHEIE CPENCTBa aHTUBUPYCHOM 3alMTH AJ1s (PariIOBEIX CEPBEPOB
Windows;

. IIporpaMMHEIE CPENCTBA LEHTPAJIM30BAHHOTO YIIPABIEHUST, MOHUTOPUHTA U
OOHOBJICHUS;

. 00HOBIsIeMble 0a3bl JaHHLIX CUTHATYP BPEOOHOCHHIX ITPOrpaMM U aTak;
ITporpaMmmHEBIT HHTEP(DEHC BCEX aHTUBUPYCHBIX CPEACTB, BKJII0Uas CpencTBa
yIIPaBJIEHUS, HOXKEH OBITh Ha Ka3aXCKOM M PYCCKOM SI3BIKAaX.

Bce aHTHBUpYCHBIE CPEOCTBa, BKJIIOUas CPENCTBA YIIPABIEHUS, JOJIKHEI 001agaTh
KOHTEKCTHOU CIIPaBOYHOU CHUCTEMOU.

IIpemnaraeMele cpencTBa aHTUBUPYCHOM 3aIUTH, B TOM YHCJI€ OT€YEeCTBEHHOUI
pa3paboTKHu, JOJIKHA COOTBETCTBOBATh OIIEHOYHOMY YPOBHIO [JOBEPHUS HE HUXKE 4,
cormacHo CT PK ISO/IEC 15408-3-2017.

TpeboBaHUS K IPOTPAaMMHBIM CPEICTBAM aHTHUBUPYCHOM 3aIUTHI OJIT Pabouux
craHuu Windows

[IporpaMMHBIE CPEACTBAa aHTUBUPYCHOM 3aIUTH JOJIKHEI (PyHKITMOHMPOBATh Ha
KOMIIbIOTEPAX, Pab0oTaIOIIUX IO YIPaBIeHueM OIIePalliOHHON CUCTEMBI [IJIs
paboumux CTaHIIMH CIIeOyIOIINX BePCHU:

. Windows 7 Home / Professional / Ultimate / Enterprise Service Pack 1 u
BBIIIIE;

. Windows 8 Professional / Enterprise (32 / 64-pa3psigHas);

. Windows 8.1 Professional / Enterprise (32 / 64-pa3psanHas);

. Windows 10 Home / Pro / Pro gnst pa6ouux ctanumii / Education / Enterprise;
. Windows 11 Home / Pro / Pro mnsa pa6ouux ctannuii / Education / Enterprise
B mporpaMMHOM CpeaCTBE aHTUBUPYCHOM 3aIUTHI JOJIXKHBI ObITh peaTn30BaHbl
cnepylomye GyHKIMOHAIBHBIE BO3MOXKHOCTH:

. QHTUBUPYCHOE CKAHMPOBAHUS B PeXUMe pealbHOT0 BPEMEHU U 110 3aIllpoCy U3
KOHTEKCTHOI'O MEeHI0 00BeKTa;

. QHTUBUPYCHOE CKaHUPOBaHUeE 110 PacCIUCaHUIO;

. QHTUBUPYCHOE CKAaHHUPOBAHUE IOOKII0YAaEMEIX YCTPOUCTB;

. 9BPUCTUYECKOT'0 aHAIU3aTOPa, II03BOJISIONIEr0 pacio3HaBaTh U OJIOKMPOBATh
paHee HEeM3BECTHBIE BPEIIOHOCHEBIE IIPOTPaMMEHI;

o HeUTpaan3alum OeMCTBUY aKTUBHOTO 3apakKeHus;




. aHanun3a IOBEeNeHUs IPUI0KEHUS ¥ IPOU3BOOUMBIX UM JeMCTBUN B CUCTEME
IJIST BEISIBJIEHUS U €T0 BPEIOHOCHON aKTUBHOCTU M OOHAPYKEHUS
HEeCaHKIMOHNPOBAHHBIX JEUCTBUN;

. aHanmu3a obpalleHud K 00IIUM ImankaMm U ¢ariaaM OJIsS BEIIBIEHUS IIOIBITOK
mm(ppPoBaHUSA 3alUIaeMbIX PECYPCOB JOCTYIIHBIX 10 CETH;

. OGJIOKMPOBKA OeMCTBUY BPEOOHOCHBIX IIPOTPAMM, KOTOPEIE MCIIOIb3YIOT
YSI3BUMOCTHU B IPOTPAaMMHOM 00eCIIeYeHUH B TOM YHCIIE 3aIUTa ITaMsITH
CUCTEMHBIX IIPOIIECCOB;

. OTKAaT OelCTBU BPEeIOHOCHOT'0 IIPOTPaMMHOT0 oOeclieueHUs IIpU JIeUeHU!, B
TOM 4HCJIe, BOCCTAHOBJIEHNE 3aln(ppPOBaHHBIX, BDEIOHOCHBIMHU IIPOrpaMMaMy,
daiinos;

. OrpaHUYeHUs IIPUBUJIETUH (3aIIUCh B PEECTp, OOCTYI K daiinam, nankam u
OpyTHM IIporeccaM, oOpallleHue K MJIaHUPOBIIUKY 3ajiay, JOCTYI K YCTPOMCTBAM,
u3MeHeHUe IIpaB Ha OOBEKTHI U T.[.) OJIS IIPOIIECCOB U IPUJIOKEHUN, TUHAMUYECKU
00HOBIsIeMble HacTpanuBaeMble CITMCKYU IPUJIOKEHUI C oIpeeieHueM YPOBHSI
IOBEpUs;

. 006/71aYHOM 3aITUTHL OT HOBLIX YI'PO3, II03BOJISIONIEH IPUTIOKEHUIO B PeKUMeE
peanpHOr0 BpeMeHHU 00pallaThCs K pecypcaM IMPOU3BOAUTENS, OIS MOTyYeHUST
BEpPOHUKTA 110 3allyCKaeMou mporpaMMme unu Gpamnimiy;

. QHTUBUPYCHOM IPOBEPKU U JIedeHUs GHalloB B apXuBax CIeOyIoIInX
dopmaTor: RAR, AR]J, ZIP, CAB, LHA, JAR, ICE;

. 3aMIUTH 9JIEKTPOHHOM MOYTHL OT BPEIOHOCHLIX ITPOTPaMM C IIPOBEPKOHM
BXO[SIIETO U MCXOHAIlero Tpaduka, epenaronierocs o CiaeqyooIuM IPOTOKOoIaM:
IMAP, SMTP, POP3, MAPI, NNTP;

. unbpTpa NOYTOBLIX BIIOXKEHMM C BO3MOXKHOCThHIO IepeNMEHOBaHUS UIIU
yoajeHus 3afaHHBIX TUIIOB (aiinos;

. IIPOBEPKY ceTeBOro Tpadmka, MOCTYHAOMIET0 Ha KOMIIBIOTED II0JIb30BATEIIS 10
npotokonam HTTPS (SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2), HTTP, FTP, B ToM 4ucine
C IIOMOIIBLI0 9BPUCTUUECKOTO aHaINn3a, C BO3MOXKHOCTBIO HAaCTPOUKY NOBEPEHHEBIX
pPecypcoB 1 paboToi B pexxuMe OJTOKUPOBKU UIU CTAaTUCTUKH;

. 0GJIOKMPOBKY 6aHHEPOB U BCIIJIHIBAIOIIIUX OKOH Ha 3arpyzxkaeMbeix Web-
CTpaHUIaX;

. pacmno3HaBaHus U OJIOKUPOBKY (DUITUHTOBEIX U HEOE30IIaCHBIX BEO-PECYPCOB;
. BCTPOEHHOT'0 CETEBOT0 9KpaHa, II03BOJISIOIEro CO3MaBaTh CETEBHIE TAaKETHHIE
IIpaBujia U CETEBBIE IPAaBUJIa [AJIS IPOTPaMM, C BO3MOXKHOCTBIO KaTeropu3aruu
CeTeBBbIX CETMEHTOB;

. 3alIUTH OT CETEBBIX aTakK C UCIOJIb30BaHMEM IIPaBUJI CETEBOT0 9KpaHa [a1d
TIPUJIOKEHUM U ITIOPTOB B BEIYUCIIUTEIIBHEIX CETSIX JIF000T0 THUIIQ;

. 3aIlIUTH OT CETEBHIX YTPO3, KOTOPHIE UCHOJIL3YIOT YI3BUMOCTH B ARP-
IpoTOKoOJe Oyid nopmenku MAC-ampeca yCTPOUCTBa;

. KOHTPOJIb CETEBBIX MOAKITIOYEHNN TUIIa CETEBON MOCT, C BO3MOXKHOCTHIO
0JIOKMPOBKY OJHOBPEMEHHOM YCTAHOBKY HECKOJIBKUX CETEBHIX TTOOKITIOUEHUH;

. CO3[aHus CHelNaJbHBIX ITPABUJI, 3AIPEIIA0IIUX UITN Pa3PeIIatoniux
YCTaHOBKY U/UJIU 3aIIyCK IIPOrpaMM [AJIs BCeX UJIU IS OIpefeIeHHBIX TPYIII
nonb3oBaTenel (Active Directory unm ToKanbHEBIX I10JI30BaTEJIEN/TPYIII),
KOMIIOHEHT [OJI?KeH KOHTPOJIMPOBATh IPUJIOKEHUS KakK 110 IIYTU HaXOXKIeHUs
IporpaMMEl, MeTaaHHBEIM, CEPTUDUKATY UK €r0 OTIIeYaTKy, KOHTPOJILHON CYMMe,
Tak U 10 3apaHee 3afJjaHHBEIM KaTerOpusaM IPUIIOKEHNY, TPEeLOCTaBIIEeMbIM
IIPOM3BONUTEJIEM IIPOTPAMMHOTr0 00eCIIeueHsI, KOMIIOHEHT [I0JIKeH paboTaTh B
pexXuMe YepPHOTo Ui 0enoro COKCKa, a TaKXKe B pexkuMe c6opa CTaTUCTUKU UJTU
OJIOKUPOBKY;

. KOHTPOJIsI PabOTHhI IT0Ib30BATENISI C BHEIIHUMM YCTPOMCTBAMU BBOJA/BEIBOIA 110
TUNy YCTPOMCTBA U/UJIN UCIOJIL3YEMOU IIINHE, C BO3SMOXKHOCTLIO CO3IaHUS CIINCKa
IOBEPEHHBIX YCTPOUCTB I10 UX UOEHTUGUKATOPY U BO3MOXKHOCTBIO IPENOCTABIIEHU S
TIPUBUJIETUH [IJIS UCIIOJIb30BaHUS BHEITHUX YCTPOMCTB ONpPeeIeHHEIM
nonb3oBaTenam u3 Active Directory;

. ynpasneHus MTP ycTpoiicTBaMu U HaCTPOUKM IIPaBUJI JOCTyIa K YCTPOMCTBaAM
9TOTO TUIIA [JI5 BCEX WJIU [JIs TPYII Imojib3oBaTenei (Active Directory umu
JIOKaJIPHBIX IIOJIB30BATENIEN/TPYIII), B paMKax KOHTPOJIS YCTPOUCTB;

. 3amuCcH B XKypHaJl COOBITUM O 3allMCU U/UIU yaaneHuu ¢aiioB Ha CheMHEBIX
OUCKaX;

. Hal3Ha4YeHWe IIPUOPUTETA AJISA IIPABUII AOCTYIIa K YCTPOUCTBaM C (arinoBoi
CHUCTEMOMH;

. KOHTPOJIsT PabOTH ITOJTb30BATEJISI C CEThI0O MHTEPHET, B TOM YHCIIE
nobaBlieHUs, pefaKTUPOBaHUS KaTeropui, BKIII0UEeHUe SIBHOTO 3aIpeTa Uil
pa3penieHns OOCTyIla K pecypcaM oIIpefesIeHHOTO CofepKaHus, KaTerOpun
CO3[IaHHOM U OAUHAMUYECKU OOHOBIISIEMON IIPOU3BOOUTEIIEM, @ TaK¥Ke THUIIa
uHpopMaIuu (ayamo, BUAEO U Op.), IO3BOJISATh BBOOUTH BPEMEHHEIE HHTEPBAJILL
KOHTPOJIS, a TaKXKe Ha3HadaTh €r0 TOJBKO ONpeesIeHHEIM IT0Ib30BaTesIAM U3
Active Directory;

o 3aIIuTH OT aTak Tuna BadUSB;

. 3aMUTH OT YOaJIEeHHOTO HECAaHKIIMOHUPOBAHHOI'0 YIIPABJIEHUSI CEPBUCOM
MIPUJIOKEHUS, a TaKXKe 3allliuTa JOCTyIa K ITapaMeTpaM IIPUIOKEHUS C IIOMOIIIbIO
Iapors;

. yIpaBieHus TapaMeTpaMu Yepe3 IOBepPeHHbIe IPOrpaMMEbl YIaIeHHOTO




agMUHUCTPUPOBAHUS;
. YCTQHOBKHY TOJIBKO BHIOPAHHBIX KOMIIOHEHTOB IPOTrPaMMHOI'0 CPeCcTBa
AHTUBUPYCHOM 3aIlIUTHI;

. LIEHTPaJIn30BaHHOE yIIpaBJIeHWEe BCEMH BHIINIEYKa3aHHEIMU KOMIIOHEHTaMU C
TIOMOIITbIO €INHON CUCTEMBI yIIPaBIEHUS;

. 3allycKa 3ajad 110 paclMCaHUIO /UK cpa3y IIocje 3anyCcKa IPUI0KEeHUS;

. rubKoe yIpaBjeHHe UCIIOIb30BaHUEM PECYPCOB KOMIBIOTEPA IJIS
obecneuenusi KOMGOPTHOM PabOTHI ITOTH30BATEIEH IPU BHEIITOTHEHUN
CKaHMpPOBaHU (HarIoBOro IIPOCTPAHCTBA;

. YCKOpeHue Iporecca CKaHUPOBAaHUS 3a CYET IPOIIyCKa 00BEKTOB, COCTOSTHUE
KOTOPBIX CO BPEMEHHU MPOIIION ITPOBEPKH He U3MEHUIIOCH;

. MIPOBEPKH LIEIOCTHOCTHU aHTUBUPYCHOMN IPOTPaMMBbI;

. moOaBJIEeHUST MCKITIOYEHWN U3 aHTUBUPYCHOM ITPOBEPKHU 10 KOHTPOJIBHOM
cyMmMe ¢aii, MacKe UMEeHU/IUPEKTOPUY UJIN 110 HaNu4uio y ¢daiiia foBepeHHON
T POBOY OAIINCH;

. Haju4due y aHTUBUPYCa 3allUIeHHOTO XPaHUINIa AJI9 yoaleHHBIX
3apaXXeHHHIX (parnoB, C BO3MOKHOCTBIO UX BOCCTAHOBIIEHUS;

. HaJIM4yMe 3allUINeHHOTO XPaHUIUIa AJId OTYEeTOB 0 paboTe aHTUBUPYCA;

. BKJTIOUEHMS U BHIKITIOUEHUS rpadudeckoro nutepdelica aHTUBHAPYCa, a TaKXkKe
Hanu4ue VIPOUIeHHON Bepcuu rpadpudeckoro uurepdeiica, ¢ MUHMMAJIbHBIM
HaO0OPOM BO3MOXKHOCTEH;

. unTerpamuu ¢ Windows Defender Security Center;

o Hanuuyue noaaepkku Antimalware Scan Interface (AMSI);

. 3alIUTUTH ITapPOJIEM BOCCTAHOBJIEHNE 00BEKTOB U3 PE3ePBHOTO XPaHUIIHIIG;

. OTrpaHUYEHUsI CETEBOr0 TpaduKa B TOM CIIydae, eCJIM HMOOK/II0YEHUE K
UHTEPHETY SABISIETCSA TUMUTHBIM;

. HaJim4yue MHCTPyMeHTa MOHUTOPHUHTA CeTH 110 ImpoTokonaM TCP u UDP;

. BO300HOB/IEHME 3ajayu¥ IIPOBEPKU I10CJIE Iepe3arpy3Ku C TOTO Xe MecTa, Ife
IIpoBepKa Obljla MpepBaHa;

. BO3MOZKHOCTb YCTAHOBKH OTPaHUYEHHNE OITUTETbHOCTH BHIIIOTHEHUS 3a0a4y;
. BO3MOZKHOCTb CTABUTh 3ajlau¥ IPOBEPKHU B OUYepeb, €CJIU IIPOBEPKA yXKe
BBITIOJTHSIETCH.

. 3amyCK CIIeluaabHOM 3ajadyu AJjisi OOHapyKeHUS U 3aKPBITUS YI3BUMOCTEHN B
TIPUJIOKEHUIX, YCTAaHOBIEHHBIX Ha KOMITBIOTEPE, C BO3MOXKHOCTLIO ITPENOCTaBJIEHUS
oTYeTa 110 OOHAPYKEHHBIM YSI3BUMOCTSIM.

. MMOJTHOOUCKOBOE MM poBaHUe C CO3TaHUueM CIIELaJIbHOT'0 3arPy304YHOI0
areHTa M noaaepkKou TexHonoruu Single Sign On, nognepxka UEFI-cucrem;

. BOCCTAHOBJIEHUS 3alIH(GPOBAHHOTO COOEPAKUMOro B ciaydyae c6oeB
3arpy3o4Horo aredra unu ¢ainos OC, nognepxkka UEFI-cucrtewMm;

. nmopggepXKa OByXGhaKTOPHOU ayTeHTU(PUKAIINU IIPU IIOJTHOOVCKOBOM
mm$ppoBaHUY;

. mudpoBanue HaiIoB ¢ BO3MOKHOCTHIO THOKOTO YKa3aHus MUGpPyeMoro
KOHTeHTa (110 MEeCTOIIOJIOKEHHUIO, TI0 PacCIINPEeHNIo, 110 co3halolneMy daun
TIPUJIOKEHUIO);

. Haju4due MeXaHU3MOB OrpaHUYeHUs JOCTyIIa K 3amupoBaHHEIM ¢aiiiaM co
CTOPOHHI BHIOPAHHBIX IIPUIIOKEHMM, a TaKXKe HaJIM4YKUe TEXHOJIOTUH, IT03BOJISIIOIIEH
pacmudpoBeBaTh (paisikl 3a IpefenaMu OpraHu3aliuy C TOMOIIBIO ITapPOoJis;

. mmrdpoBaHUe DaHHBIX Ha CheMHBIX HOCUTEJISIX C BO3MOKHOCTHIO 3aJaHUus
pexumMa paboTHl, ITO3BONSIONIETO IUGPOBATh U PacIIndPOBEIBATEL (haMIb 3a
npenesiaMyu CeTU OpPraHU3alluu;

. BO3MOZKHOCTh () OPMHUPOBaHUS IIabI0Ha ITOBEOEHUS TPOrpaMM U OJIOKUPOBKHU
UX OeNCTBUM, IPU OTKIIOHEHUU OT I1abioHa moBemeHus (agalTUBHBEIN KOHTPOJIIb
aHOMaJIu)

. BO3MOZKHOCTb CO3[aBaTh CIIy?KeOHYI0 YUETHYIO 3alliCh areHTa
ayTeHTU(UKAIUY IIPU IITUPOBAHUN AUCKA;

o moaep2KKa CTOPOHHETO MOCTaBIINKa YU4eTHHIX HaHHBIX ADSelfService Plus
i paboTel SSO mpu MOJTHOANCKOBOM ITH(POBAHUU

. 3amyTa 0T HECAaHKIIMOHUPOBAaHHOI'O BOCCTAHOBIIEHUS YIaleHHOU NHGOpMaIuu
37I0yMBIIIIIEHHUKaMHU

. BO3MOZKHOCTD yIalsTh faHHbIe 6€3 BO3MOXXHOCTH BOCCTAQHOBJIEHUS C
JIOKAIbHBIX ¥ BHENITHUX AUCKOB

. BO3MOZKHOCTH BEIOOpa MCTOYHUKA OOHOBIEHUS. B TOM 4UmcCiie U3 10KaIbHOM!
OIUPEKTOPUU Ha YCTPOUCTBE

. 06e3B0O3BpaTHOE yoaJjIeHWe JAaHHBIX C JIOKATbHEIX OUCKOB M BHEIITHUX
Hocutenel, BKaoudas USB, KapTH DaMsSaTH 1 MOOUJIPHBIE YCTPOMCTBA, AJIS 3aIIUTHI
OT HECAHKIIMOHUPOBAHHOT'O BOCCTAHOBIIEHUS.

TpeboBaHU K IPOTPAaMMHBIM CPECTBAM aHTUBUPYCHOM 3allUTHI AJISI CEPBEPOB
Windows

ITporpaMMHEIEe CPEeNCTBa aHTUBUPYCHOMN 3alUTHI JOJIKHEL GYHKIIMOHUPOBATh Ha
KOMIIbIOTEPAX, paboTaloIUX 101 YIpaBIeHueM OIlePalliOHHOM CUCTEMBI IS
¢aliyIoBLIX CEPBEPOB CIIEAYIOIINX BEPCUM:

o Windows Small Business Server 2011 Essentials / Standard (64-pa3psimHas),
Microsoft Small Business Server 2011 Standard (64-pa3psgHasi) IOOOEPXUBAETCS
TOJIBKO C ycTaHOBNIeHHEIM Service Pack 1 mns Microsoft Windows Server 2008 R2;
. Windows MultiPoint Server 2011 (64-pa3psanoHas);




. Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter
Service Pack 1 u BrIlIe;

o Windows Server 2012 Foundation / Essentials / Standard / Datacenter;

. Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

. Windows Server 2016 Essentials / Standard / Datacenter;

. Windows Server 2019 Essentials / Standard / Datacenter;

o Windows Server 2022.

B mporpaMMHOM CpenCcTBE aHTUBUPYCHOM 3AIUTHI JOJIKHEI OBITh PEaTN30BaHEI
cnepyroire GyHKIIMOHAIPHBIE BO3MOKHOCTH:

. QHTUBUPYCHOE CKaHUPOBaHIE B PeXXUMe PeasjlbHOT0 BpeMeHHU U I10 3alpocy U3
KOHTEKCTHOI'O MEHI0 00BEeKTa;

. QHTUBUPYCHOE CKaHUPOBAaHUE I10 PacIUCaHUIO;

. QHTUBUPYCHOE CKaHUPOBaHUE MOOKII0YaeMEIX YCTPOUCTB;

. 9BPUCTUYECKOT0 aHAIU3aTOPa, II03BOJISIONIEr0 PacIo3HaBaTh U OJIOKMPOBATH
paHee HeM3BECTHBIE BPEIIOHOCHEIE IIPOTPaMMEI;

o HeUTpann3aluy OeMCTBUY aKTUBHOTO 3apaKeHus;

. aHaIM3a NOBEIEHUs IIPUIIOKEHUS U IIPOU3BOAUMEIX UM OEeHCTBUN B CUCTEME
IJIST BEISIBJIEHUS U €T0 BPEIOHOCHOM aKTUBHOCTU M OOHAPYKEHUS
HEeCaHKIMOHNPOBAHHBIX JEUCTBUH;

. aHanmM3a obpalleHud K o6I1UM ImankaMm U ¢arinaM OJis BHISIBIEHUS IIOIBITOK
mm(ppoBaHUSA 3alUIaeMbIX PECYPCOB JOCTYIIHBIX 10 CETH;

. OJIOKMPOBKA OEWCTBUM BPEOOHOCHHIX ITPOrpaMM, KOTOPEIE UCIOJIb3YIOT
YSI3BUMOCTHU B IPOTPaMMHOM 00eCIleYeHUH B TOM YHCIIE 3alUTa aMsITH
CHUCTEMHBIX ITPOIIECCOB;

. OTKAaT AeNCTBUN BPEeIOHOCHOI0 IPOTrPaMMHOr0 00eceueHus Ipu JIeYeHn !, B
TOM 4YHKCJIe, BOCCTAHOBIEHUE 3aln(pPOBaHHBIX, BPEIOHOCHEIMHU IPOrpaMMaMH,
¢aiinos;

. 00JIaYHOM 3alUTHL OT HOBBIX YTI'PO3, ITO3BOJISIONIAS ITPUII0KEHUIO B PEKUME
peanpHOr0 BpeMeHHU 00pallaThCs K pecypcaM IMPOU3BOAUTENS, IJIS MOJTyYeHUST
BEepOMKTA I10 3allyCKaeMOU mporpaMMe uiu Gpauy;

. QHTUBUPYCHOM IIPOBEPKU U JleueHUs ¢GaiiyioB B apxuBax popmatoB RAR, AR],
ZIP, CAB, LHA, JAR, ICE;

. BCTPOEHHOT'O CETEBOT0 9KpaHa, I03BOJISIOIIEr0 CO3laBaTh CETEBLIE TAKETHHIE
IpaBuila U CeTeBhIe ITpaBuUJjia OJis IPOrpaMM, C BO3MOXKHOCTBIO KaTeropu3aliuu
CeTeBHIX CEeIMEHTOB;

. 3alUTH OT CETEBHIX YTPO3, KOTOPHIE UCHOJIB3YIOT YI3BUMOCTHU B ARP-
IpoTOoKoJie ayid nopmenku MAC-ampeca yCTPOUCTBa;

. 3alIUTH OT YOAJIEHHOTO HECAaHKIIMOHUPOBAHHOT'O YIIPABIEHUS CEPBUCOM
TIPUJIOKEHUS, a TaKKe 3allluTa JOCTYIIa K IapaMeTpaM IIPUI0OKEHUS C IIOMOIITbIO
TIapoJisi, TO3BOJIAIONIAas n30exKaTh OTKIIOUEHUS 3al[UTH CO CTOPOHBI BPEIOHOCHBIX
IporpaMM, 3JI0YMBIIIIEHHUKOB WX HEKBAIU(MUIIMPOBAHHBIX 10JIb30BaTEIEH;

. YCTAHOBKHY TOJIBKO BHIOPAHHBIX KOMIIOHEHTOB MIPOTrPAaMMHOI'0 CPeCTBa
aHTUBUPYCHOU 3aIlUTHI;

. LIEHTPaJIn30BaHHOE yIIpaBjieHNe BCEMHU BHIIIEYKa3aHHEIMU KOMIIOHEHTaMU C
TIOMOIITbIO €INHON CUCTEMBI yIIPaBIEHUS;

. 3aIyCK 3aAad4 10 pacluCaHUIO U/UIK cpa3y IIOoCje 3arpy3KU OIepaluroHHON
CHCTEMEI;

. rubKoe yIpaBlieHHe UCI0JIb30BaHNEM PECYPCOB KOMITLIOTEPA OIS
obecneueHust KOMGOPTHOM PabOTHI TOTH30BATENIEN IPU BHIIIOTHEHUN
CKaHUpPOBaHUS PaiiioBOro MPOCTPAHCTBA;

. YCKOpEHHUE IIPoliecca CKAHUPOBAHUSA 3a CUET IPOIIyCKa 00BEKTOB, COCTOSTHUE
KOTOPHIX CO BpEMEeHH ITPOIIION IIPOBEPKU He U3MEHUIIOCH;

. IIPOBEPKU 1eJIOCTHOCTHU aHTUBUPYCHOU IPOTPaMMBbI;

. mo0aBJIeHUST UCKIIOYEHUH U3 aHTUBUPYCHOM HPOBEPKU 110 KOHTPOJILHOM
cymMe (atiy, MacKe UMEeHU/OIUPEKTOPUU UIU 10 HaIUyuIio y daiiyia foBepeHHOMR
1 POBOM IOATINCH;

. Hajau4¥e y aHTUBUPYCa 3aIIUINEeHHOT0 XPaHUIIUIa AJIs yoaleHHBIX
3apaxKeHHBIX QaraoB, C BO3MOXHOCTHIO UX BOCCTAHOBIIEHUS;

. HaIW4¥e 3alIUIeHHOT0 XPaHuJIHuIa [JIsi OTYETOB 0 paboTe aHTUBUPYCA;

. BKJIIOUEHUS U BHIKJIIOUEHUS I'paduydecKoro nHrepdeiica aHTUBUPYCaA, a TaKXKe
Hanu4ue yIPOUleHHON Bepcuu rpadudeckoro uurepdeiica, C MUHUMAaIbHBIM
HaObOpPOM BO3MOXKHOCTEMH;

o unterpamnuu ¢ Windows Defender Security Center;

o Hanmyue nomaepkku Antimalware Scan Interface (AMSI);

. 3alIUTUTh ITapOJIEM BOCCTAHOBJIEHNE 0OBEKTOB U3 PE3EPBHOT0 XPaHUJIUIIIA.

. OrpaHMUYEeHUs CEeTeBOro Tpaduka B TOM ClIydae, eCJIM IMOOK/II0YeHNe K
WHTEPHETY SIBASETCS TUMUTHBIM;

. CO3MaHUs CIelMaIbHBIX IIPABU, 3aNpPeIlalonIuX UIX pa3periaoniux
YCTAHOBKY U/UU 3aIlyCK IIPOrpaMM [JIs BCeX UIIM XKe OJI ONlpefesIeHHBIX I'PYIII
nonb3oBaTenei (Active Directory unm nmoKanabHBIX II0JIB30BATENIEN/TPYIIII),
KOMIIOHEHT OOJI2KeH KOHTPOJIMPOBATh IIPUJIOKEHUA KaK 110 IyTH HaX0XKAEeHU
IPOTpPaMMEbI, METaOaHHBIM, CEPTUDHUKATY UK €r0 OTIIeYaTKy, KOHTPOJILHON CyMMe,
Tak U I10 3apaHee 3afjlaHHBIM KaTeropusaM IIPUJIOKEeHNH, TPEeIoCTaBIIeMbIM
IIPOU3BOOUTENIEM IIPOTPAMMHOT0 00ecIIeueHtsT, KOMIIOHEHT JOJIKeH paboTaTh B
pexuMe 4YepPHOT'0 ujiu OEeJIoTo CIIMCKa, a TaKXkKe B pexxuMe cOopa CTaTUCTUKU UIIU




BGJIOKUPOBKY;

. dopmMupoBanus maboHa MOBEIEeHUs IPOTPaMM 1 OJIOKMPOBKH UX OEHCTBUH,
IIPY OTKJIOHEHUHU OT ITabJI0Ha mOoBeHeHus (amalTUBHBINM KOHTPOIb aHOMAJIUH);

. 3amyCK CIeluanbHON 3ajadyu AJjisi OOHapyKeHUS U 3aKPBITUS YSI3BUMOCTEHN B
MIPUJIOKEHU X, YCTAHOBJIEHHLIX Ha KOMIIBIOTEPE, C BO3MOXKHOCTBIO IIPEIOCTABIEHUS
oTYeTa 110 0OHAPYKEHHBIM YSI3BUMOCTSIM;

. MoAiepKKa KOMIIOHEHTOB 3alluTa OT Be6-yrpo3, 3alluTa OT II0UYTOBHIX YyIPO3,
Be6-KouTpons u KOHTPOIB YCTPOUCTB IJIT KOMIBIOTEPOB IIOJ YIIPABIIEHUEM
orepanuoHHoM cucteMsl Windows Ajisi cepBepoB;

. BO300HOBIEHNE 3ajaYy IIPOBEPKHU ITOCIIe ITepe3arpy3Ku C TOTO XKe MeCTa, I'fie
IIpoBepKa Obljla MpepBaHa;

. BO3MOZKHOCTb YCTAHOBKM OTPAHUYEHUS OAJIUTEILHOCTH BHIIIOJTHEHUS 3alayy;
. BO3MOXKHOCTH CTaBUTh 3afja4¥¥ IIPOBEPKH B 0Yepedb, ECIU IIPOBEPKa yxKe
BBITIOJTHSIETCSI.

. BO3MOXKHOCTH BEIOOpA HUCTOYHHUKA OOHOBIIEHUS. B TOM 4mClIe U3 JTI0KaIbHOMH
OIUPEKTOPUH Ha yCTPOUCTBE.

TpeboBaHMUs K IPOTPAaMMHBIM CPEICTBAM LEHTPAIM30BaHHOT0 VIIPABJIEHUS,
MOHUTOPUHTA U 00HOBIeHUs Ha 6a3ze OC Windows

I[IporpaMMHEIE CpeOCTBa LEHTPAIM30BAHHOTO VIIPABIeHU A, MOHUTOPHUHTA U
OOHOBJIEHUS MOIXKHBI (PYHKIIMOHMPOBATh Ha KOMIIbIOTEPaX, paboTaOIINX 101
yIIpaBJIEHUEM OIEPAIMOHHBIX CUCTEM CJIEOYIOIUX BEPCUI:

. Microsoft Windows 10 Enterprise 2015 LTSB 32-pa3psimHasi/64-pa3psgHas;

. Microsoft Windows 10 Enterprise 2016 LTSB 32-pa3psigHasi/64-pa3psgHas;

. Microsoft Windows 10 Enterprise 2019 LTSC 32-pa3psinHas/64-pa3psanHas;

. Microsoft Windows 10 Pro RS5 (October 2018 Update, 1809) 32-
pa3psanHas/64-pa3psagHas;

o Microsoft Windows 10 Pro gns pabouux cranmuiit RS5 (October 2018 Update,
1809) 32-pa3psigHast/64-pa3psagHas;

. Microsoft Windows 10 Enterprise RS5 (October 2018 Update, 1809) 32-
pa3psanHasa/64-pa3psagHas;

o Microsoft Windows 10 Education RS5 (October 2018 Update, 1809) 32-
pa3psimHas/64-pa3psagHas;

. Microsoft Windows 10 Pro 19H1 32-pa3psigHas/64-pa3psigHas;

. Microsoft Windows 10 Pro gns pabouux craumuii 19H1 32-paspsanoHasi/64-
pa3psagHas;

. Microsoft Windows 10 Enterprise 19H1 32-pa3psigHasi/64-pa3psgHasi;

. Microsoft Windows 10 Education 19H1 32-pa3psaHas/64-pa3psagHas;

. Microsoft Windows 10 Pro 19H2 32-pa3psigHas/64-pa3psigHas;

. Microsoft Windows 10 Pro gns pabouunx craumuii 19H2 32-paspsanoHasi/64-
pa3psanHas;

. Microsoft Windows 10 Enterprise 19H2 32-pa3psangHas/64-pa3psgHasi;

. Microsoft Windows 10 Education 19H2 32-pa3psnaHas/64-pa3psagHas;

. Microsoft Windows 10 Home 20H1 (May 2020 Update) 32-pa3psigHasi/64-
pa3psagHas;

. Microsoft Windows 10 Pro 20H1 (May 2020 Update) 32-pa3psanHas/64-
pa3psagHas;

o Microsoft Windows 10 Enterprise 20H1 (May 2020 Update) 32-pa3psanHas/64-
pas3psanHas;

. Microsoft Windows 10 Education 20H1 (May 2020 Update) 32-pa3psimHast/64-
pa3psanHas;

. Microsoft Windows 10 Home 20H2 (October 2020 Update) 32-pa3psanHas/64-
pa3psanHas;

. Microsoft Windows 10 Pro 20H2 (October 2020 Update) 32-pa3psaaHas/64-
pa3psagHas;

. Microsoft Windows 10 Enterprise 20H2 (October 2020 Update) 32-
pa3psinHas/64-pa3psagHas;

. Microsoft Windows 10 Education 20H2 (October 2020 Update) 32-
pa3psanHas/64-pa3psagHas;

. Microsoft Windows 10 Home 21H1 (May 2021 Update) 32-pa3psigHasi/64-
pa3psanHas;

. Microsoft Windows 10 Pro 21H1 (May 2021 Update) 32-pa3psanHas/64-
pa3psagHas;

o Microsoft Windows 10 Enterprise 21H1 (May 2021 Update) 32-pa3psannas/64-
pa3psagHas;

. Microsoft Windows 10 Education 21H1 (May 2021 Update) 32-pa3psimHast/64-
pa3psanHas;

o Microsoft Windows 10 Home 21H2 (October 2021 Update) 32-pa3psanHas/64-
pa3psanHas;

. Microsoft Windows 10 Pro 21H2 (October 2021 Update) 32-pa3psaHas/64-
pa3psgHas;

o Microsoft Windows 10 Enterprise 21H2 (October 2021 Update) 32-
pa3psanHasa/64-pa3psagHas;

. Microsoft Windows 10 Education 21H2 (October 2021 Update) 32-
pa3psanHas/64-pa3psagHas;

o Microsoft Windows 11 Home 64-pa3psgHasi;




Microsoft Windows 11 Pro 64-pa3psigHasi;
Microsoft Windows 11 Enterprise 64-pa3psanHas;
Microsoft Windows 11 Education 64-pa3psimHas;
Microsoft Windows 8.1 Pro 32-pa3psigHas/64-pa3psgHast;
Microsoft Windows 8.1 Enterprise 32-pa3psaHas/64-pa3psanHasi;
Microsoft Windows 8 Pro 32-pa3psimHasi/64-pa3psigHas;
Microsoft Windows 8 Enterprise 32-pa3psimHas/64-pa3psamHas;
Microsoft Windows 7 Professional Service Pack 1 32-pa3psinHas/64-
pa3psgHas;
. Microsoft Windows 7 Enterprise/Ultimate Service Pack 1 32-pa3psaHas/
pa3psagHas;
. Windows Server 2008 R2 with Standard Service Pack 1 u BhIlle 64-
paspsimHas;
. Windows Server 2008 R2 Service Pack 1 (Bce pemakuuu) 64-pa3psigHas;

Windows Server 2012 Server Core 64-pa3psgHasi;

Windows Server 2012 Datacenter 64-pa3psanHasi;

Windows Server 2012 Essentials 64-pa3psangHas;

Windows Server 2012 Foundation 64-pa3pspgHas;

Windows Server 2012 Standard 64-pa3psagHas;

Windows Server 2012 R2 Server Core 64-pa3psngHasi;

Windows Server 2012 R2 Datacenter 64-pa3psigHas;

Windows Server 2012 R2 Essentials 64-pa3psgHasi;

Windows Server 2012 R2 Foundation 64-pa3psigHas;

Windows Server 2012 R2 Standard 64-pa3psapHas;

Windows Server 2016 Datacenter (LTSB) 64-pa3psigHasi;

Windows Server 2016 Standard (LTSB) 64-pa3psinHas;

Windows Server 2016 (BapuaHT yctaHoBKU Server Core) (LTSB) 64-
aspspgHas;

Windows Server 2019 Standard 64-pa3psgHast;

Windows Server 2019 Datacenter 64-pa3psgHasi;

Windows Server 2019 Core 64-pa3psgHasi;

Windows Server 2022 Standard 64-pa3pspgHas;

Windows Server 2022 Datacenter 64-pa3psgHasi;

Windows Server 2022 Core 64-pa3psigHas;

Windows Storage Server 2012 64-pa3psanHas;

Windows Storage Server 2012 R2 64-pa3psigHasi;

Windows Storage Server 2016 64-pa3psgHas;

Windows Storage Server 2019 64-pa3psigHasi.
ITporpaMMHEIE CPENCTBa LIEHTPAJIN30BaHHOT'O YIIPaBIeHU A, MOHUTOPUHTA U
00HOBNIEHUS OOJIXKHBI ITOONEPKUBATh YCTAHOBKY Ha CJIEOYIOIIUX BUPTYaIbHBIX
mmaTdopmMax:
VMware vSphere 6.7;
VMware vSphere 7.0;
VMware Workstation 16 Pro;
Microsoft Hyper-V Server 2012 64-pa3psigHas;
Microsoft Hyper-V Server 2012 R2 64-pa3psgHas;
Microsoft Hyper-V Server 2016 64-pa3psigHas;
Microsoft Hyper-V Server 2019 64-pa3psigHas;
Microsoft Hyper-V Server 2022 64-pa3psigHas;
Citrix XenServer 7.1 LTSR;
Citrix XenServer 8.x;
Parallels Desktop 17;
Oracle VM VirtualBox 6.x.
[IporpaMMHBIE CPENCTBA LEHTPAIM30BAHHOTO VITPABIEHU, MOHUTOPHUHTA U
00HOBNEHUS OOJXKHBE QYHKIMOHUPOBATE ¢ CYB]] creqyiomux BepCuii:
Microsoft SQL Server 2012 Express 64-pa3psagHas;
Microsoft SQL Server 2014 Express 64-pa3psgHasi;
Microsoft SQL Server 2016 Express 64-pa3psgHasi;
Microsoft SQL Server 2017 Express 64-pa3psagHas;
Microsoft SQL Server 2019 Express 64-pa3psgHasi;
Microsoft SQL Server 2014 (Bce pemakiiuu) 64-pa3psigHas;
Microsoft SQL Server 2016 (Bce pemakuuu) 64-pa3psmHasi;
Microsoft SQL Server 2017 (Bce pemakiuu) ainst Windows 64-pa3psigHast;
Microsoft SQL Server 2017 (Bce pemakiuu) ajs Linux 64-pa3psagHas;
Microsoft SQL Server 2019 (Bce pemakuuu) anst Windows 64-pa3psigHas
TPeOYIOTCS MOIMOTHUTEJIbHEIE AeHCTBUS);
Microsoft SQL Server 2019 (Bce pemakuuu) ajns Linux 64-pa3psagHas
TPeOYIOTCS MOIMOTHUTE IbHEIE AeHCTBUs);

MySQL 5.7 Community 32-pa3psanHas/64-pa3psagHas;

MySQL Standard Edition 8.0 (penu3 8.0.20 u BrIIe) 32-pa3psgHasi/64-
a3psgHas;

MySQL Enterprise Edition 8.0 (penu3 8.0.20 u BrIllie) 32-pa3psgHas/64-
aspspgHas;

MariaDB 10.3.22 u Brillte 32-pa3psagHast/64-pa3psagHas;

MariaDB Server 10.3 32-pa3psanaas/64-pa3psagHasi C IOOCUCTEMOUR
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xparunuiia InnoDB;

. MariaDB Galera Cluster 10.3 32-pa3psigHasi/64-pa3psgHasi C ITOACUCTEMOM
xpaHunuia InnoDB.

B mporpaMMHOM CpefCTBE aHTUBUPYCHOM 3aIUTHI JOJIKHBI ObITh pean30BaHbl
cnepyomye GyHKIUOHAIBHBIE BO3MOKHOCTH:

. BBIOOD apPXUTEKTYPHI YCTAHOBKH IIEHTPAIM30BAHHOTO CPENCTBA YIIPABIEHUS,
MOHUTOPUHTA U 0OHOBJIEHUS B 3aBUCUMOCTH OT KOJIMYECTBA 3allUIaeMbIX y3JI0B;
i uTeHus nHpopmarmu u3 Active Directory, c 11eJ1bi0 TOTy4YeHUS TaHHBIX 00
YYEeTHBIX 3alliCsIX KOMIIbIOTEPOB U I10JIb30BaTeNiel B OpraHU3allluy;

. HaCTPOUKHU IIPaBUJI TeEpeHoca 00HapyKEeHHBIX KOMIIBIOTEPOB 1o IP-agpecy,
tuny OC, Haxoxpgenuio B OU AD;

. aBTOMaTH4YECKOe paclupenesieHne YUYeTHRIX 3aliceil KOMIILIOTEPOB 110 IpyIaM
yIpaBJIeHUs, B CIydae IOSBJIEHUS HOBBIX KOMIIBIOTEPOB B CETU; BO3MOXKHOCTH
HaCTPOUKM IIpaBuI nepeHoca 1o IP-agpecy, tTuny OC, HaxoxkpgeHuio B8 OU AD;

. IIeHTPaJIn30BaHHBIE YCTAaHOBKA, OOHOBIEHNE U yOaJIeHue MPOrPaMMHBIX
CPEeOCTB aHTUBUPYCHOU 3aIlIUTHI;

. LleHTpaln30BaHHas HaCTPOWKa, afMUHUCTPHUPOBAHUE;

. IIPOCMOTP OTUYETOB M CTATHCTHUYECKOM HHpopMaluu 1mo paboTe CpeacTB
3aIUTHI;

. LIleHTpaln30BaHHOe yhalieHre (Py4HOe M aBTOMaTU4eCKoe) HECOBMECTUMBIX
TIPUJIOKEHUN CpelCcTBaMU lieHTpa YIIPaBIeHU;

. COXpaHeHUe UCTOPUU U3MEHEHUHU MOJIMTUK M 3a7ad, BO3SMOKHOCTE BHITIOJTHUTD
OTKAaT K IIPEeObIOYILINM BEPCUSIM;

. yKa3aHUS B MMOJTUTHUKAX 0€30ITaCHOCTH CIIEIUAJIbHBIX TPUTTEPOB, KOTOPHIE
TIepeonpenensioT HaCTPOUKY aHTUBUPYCHOTO PEIIEeHUS B 3aBUCUMOCTH OT YUE€THOU
3amucy, IoJg KOTOPOU MOJIb30BaTellb BOIIEN B CUCTeMy, Tekyllero IPv4d-agpeca, a
TaKe OT Toro, B KakoM OU HaxXxoOuTCs KOMIObIOTEP UJIM B KAaKOU I'pyIIIe
0e30IacHOCTH;

. vepapxyuy TPUTTEPOB, ITI0 KOTOPHIM MPOUCXOOUT IIepepacupenesieHue;

. TECTUPOBaHUE 3aTPyKEHHBIX 00HOBNIEeHUM cpegcTBamu 10
LIeHTPaJIn30BaHHOTO yIIPaBIeHUs Ilepe]] paclIpoCcTpaHeHneM Ha KIUNEeHTCKUe
MalllUHBbI;

. mocTaBKa OOHOBJIEHUM Ha paboune MecTa IOIb30BaTesIed cpa3y IIocje ux
TIONTY4YEeHUS;

. pacmo3HaBaHuWe B CETH BUPTYAJIbHBIX MAlllMH U PacipenesieHne OamaHca
Harpy3KHU 3allyCKaeMbIX 3afja4 MeXOy HUMH B CjIydae, eCJId 9TH MallluHBI
HaXOIOsATCS Ha OOHOM (PU3NUUECKOM CEPBEPE;

. IIOCTPOEHNE MHOTOYPOBHEBOM CHUCTEMEI YIIPaABIE€HUS C BO3MOXKHOCTBHIO
HaCTPOMKU IIpaB aIfMHUHUCTPATOPOB U OIIEPaTOPOB, a Takke ¢hopM
IPEeIOCTaBIIIEMOM OTUETHOCTU Ha KaXKIOM YPOBHE;

. CO3[0aHNe Hepapxyuyu CEPBEPOB afMUHUCTPUPOBAHUS IPOU3BOJILHOTO YPOBHSA U
BO3MOXKHOCTH II€eHTPaIN30BaHHOTO YIIPaBJIeHUS BCel Mepapxuei C BEepXHero
YPOBHS;

. noagepxkKKa MyiabTHapeHAHOCTH (multi-tenancy) mis cepBepoB yIIpaBIeHUS;
. 00HOBJIEHNE TTPOTPAMMHEBIX CPEICTB ¥ aHTUBUPYCHHBIX 0a3 U3 Pa3HBIX
KCTOYHMKOB, KaK IT0 KaHajaM CBSI3M, TaK U Ha MAIIUHHBIX HOCUTEJISAX HHpOpMaluy;
. OOCTYT K 0GJIaYHBIM CEpBepaM IIPOU3BOAUTENS aHTUBUPYCHOTO 10 uepes3
CepBep yIIpaBJIEeHUS;

. aBTOMaTHY€eCKOe pPacIpoCTpaHeHue JTULIEeH3UN Ha KIINEeHTCKNEe KOMIIbIOTEPEI;
. WHBEHTapu3alus yCcTaHOBIeHHOTOo 1O 1 060pymoBaHus Ha KOMITBIOTEPAX
IIOJIb30BaTeJIeH;

. HajIu4yue MeXaHU3Ma OIOBEIEHUS 0 COOBITUAX B PaboTe YyCTaHOBJIEHHBIX
TIPUJIOKEHUN aHTUBUPYCHOM 3aIUTH ¥ HACTPOUKM PACCHIIKYM IIOYTOBEIX
YBEOOMJIEHUHU O HUX;

. yKa3aHus M1000T0 KOMITBIOTEPA OPraHu3alluy I[eHTPOM PEeTPaHCIISAIIUNT
OOHOBIIEHUH OJIST CHUXKEHUSI CEeTeBOU HArPy3KH Ha CUCTEMY VIIPaBIEHUS;

. yKa3aHus 11000r0 KOMIObIOTEPA OpPraHu3allUui IIeHTPOM IIE€PECHIJIKH COOBITHHM
QHTUBUPYCHBIX ar€HTOB, BLIOPAHHOM T'PYIIIIHI KJIMEHTCKUX KOMIIBIOTEPOB, CEPBEPY
IIeHTPaJIN30BaHHOTO YIIPaBJIeHUs OJII CHUXKEHUS CETEeBOM HaArpy3KH Ha CUCTEMY
yIpaBJIeHUS;

. MIOCTPOEeHVE TrPadUIeCKUX OTUETOB IO COOBITUSIM @HTUBUPYCHOM 3aIIUTHI,
OaHHBIM MHBEHTapU3alluy, JaHHBIM JINIEH3NPOBaHUS YCTAaHOBIIEHHBIX IIPOTPaMM;
. HaJIu4ue MPeaHaCTPOEHHEIX CTAHIAPTHREIX OTYETOB O Pab0Te CUCTEMEI;

. 9KCIIOPT 0T4YeTOB B (aiinel popmaToB PDF, HTML, XML;

. LIEHTPaJIn30BaHHOE yIIpaBiieHne 00bEeKTaMU PE3EPBHBIX XPAHUIIUII U
KapaHTHUHOB 110 BCEM pecypcaM CeTU, Ha KOTOPHIX YCTaHOBJIEHO aHTUBUPYCHOE
IIporpaMMHOe 00ecCIleYeHHE;

. Cco3[aHNe BHYTPEHHUX YUETHHIX 3allUCeN [Jid ayTeHTU(UKAIIUM Ha cepBepe
yIpaBJIeHUS;

. CO3[aHVe Pe3ePBHOM KOIIUU CUCTEMEI YIIpaBI€eHUS BCTPOEHHLEIMU CPeNCTBaMU
CUCTEMEHI VIIPaBIeHU;

o nonmepxkka mHTerpauuu ¢ Windows cepsucom Certificate Authority;

. HaJn4ue CUCTEMEBI KOHTPOJISI BO3HUKHOBEHUSI BUPYCHBIX SIIHUOEMUN;

. uHTerpamuu mo OpenAPI;

. yIpaBleHUs aHTUBUPYCHOM 3alllUTOM C Mcnoib3oBanrneM WEB KoHcomnu;




. Hajm4yue NpegHaCTPOEHHBIX POJIeN IOJIb30BaTEeIeN CPeACTB
1IeHTPaIN30BaHHOTO yIIPaBIeHUS;

. OoJIKHA OBITH peann30oBaHa BO3MOXKHOCTL CO3[4aBaTh CHEINATN3NPOBAHHLIE
POJIM C KOHKPETHO YKa3aHHBIM HaOOpOM ITOJTHOMOYUY [JIs IPUBS3KYU K YUETHBEIM
3anucsaM II0JIb30BaTeIel;

. BO3MOXKHOCTB Noaxkiouenus 110 RDP uiu mraTHEIMU CpefCcTBaMU U3 KOHCOJIU
yHIpaBJIeHUS;

. HaJIM4Me BO3MOXKHOCTU COBMECTHOI'O MMOAKTI0YEHUs K paboyeMy CTOIy
Windows (Windows Desktop Sharing);

. II0JIb30BATEJIIO OI?KEH BRIBOAUTLCS 3aIIpOC Ha pa3pelleHne OUCTaHIIMOHHOTO
TIOOKITIOYEHNS;

. HaJIu4due CUCTEMEL KOHTPOJISA TUIeH3Ul CTOpoHHero 10, yCTaHOBIEHHOIO Ha
KOMIIBIOTEPE C BO3MOXKHOCTHIO OIIOBEIeHN afMIUHHUCTPaTOpPa O HapylleHuu
IIONTb30BaHUA IUIEH3UEU TN IPEBHIIIEHUY CPOKa OEUCTBUS TUILIEH3UY;

. noagepkkKa QyHKIIMOHAIBHOCTU yIIPaBIeHUs U POBaHUEM OaHHEBIX;

d BO3MOXKHOCTE uHTEerpanuu ¢ SIEM cuctemamu u riepefmayda cOOBITAM B
dopmarte syslog unu CEF\ LEEF

. BO3MOXKHOCTE paboTrath ¢ IPv6 u IPv4-agpecaMu ¥ onpaliuBaTh CETH, B
KOTOPHIX eCTh yCTpo¥cTBa ¢ [IPv6-agpecamu.

. aBTOMAaTH3UPOBAHHBIN ITOUCK U 3aKPHITHE YSI3BUMOCTENU B yCTAHOBIIEHHBIX
TIPUJIOKEHUIX U OIlePallMOHHOMN CHCTeMe Ha KOMIIbIOTepax M0JIb30BaTese;

. BO3MOXKHOCTh YCTaHaBIUBaTh OOHOBJIEHUS U 3aKPBLIBATh YI3BUMOCTHU
IporpaMM CTOPOHHUX ITPOU3BOOUTENIEH (KpoMe mmporpaMMm Microsoft) B
U30JTUPOBAHHOM CETH.

2. TpeGoBaHus K 0OHOBJIEHUIO aHTUBUPYCHHBIX 6a3

OO6HOBIIsIEMBIe aHTUBUPYCHBIE 6a3bl HAHHBIX JOJIKHBI 00€CTIeYNBATh PeaTu3aluio
crenyomux GyHKIMOHAIBHEIX BO3MOXKHOCTEH:

. CO3OaHus TPaBul OOHOBIEHWS aHTUBUPYCHBIX 0a3 He pexke 24 pa3 B TeYeHue
KaJleHOapHBIX CYTOK;

. MHO>KEeCTBEHHOCTb IIyTel 0OHOBJIEHUSI, B TOM YHCJIE - IO KaHajlaM CBSI3U U Ha
OTUYXKIAaEMBIX JIEKTPOHHBEIX HOCUTENIIX MH(MOPMALINH;

. IIPOBEPKY LEJIOCTHOCTY U MOOJTMHHOCTU OOHOBIEHUM CPEOCTBAMU
971eKTPOHHOM UGPOBOM MOLIIKCH.

3. TpeboBaHUs K 9KCIIyaTallMOHHOMN JOKyMEHTaIIUU

DKcnyaTalMoHHasA OOKYMeHTalus O BCeX IPOrPaMMHBIX IIPOOYKTOB
aHTMBUPYCHOU 3alllMTHI, BKIIOYas CPeOCTBa yIIpaBJIeHNs, JOJI2KHa BKJII0YaTh
cnepnyroue JOKyYMEHTHI:

«PykK0BOICTBO IONTb30BaTeNd (aEMUHUCTPATOpa)>»

INokyMeHTaIus, IIoCTaBjIsseMasi C aHTUBUPYCHBEIMU CpeCTBaMHU, OOJI?KHA OeTaJIbHO
OIMCHIBATh IIPOIIECC YCTAHOBKY, HACTPOUKH U SKCIJIyaTallud COOTBETCTBYIOIIETr 0
CpefcTBa aHTUBUPYCHOM 3alIUTHI.

4. TpeboBaHUS K TEXHUUYECKOM MOOAEPKKE

TexHUYECKast HOAAEePKKa aHTUBUPYCHOTO IPOTPAMMHOTO 00eCTIeYeHUS TOJIKHA:
. IIpemocTaBIsATHCS HAa KAa3aXCKOM M PYCCKOM SI3BIKaX CEePTUGUIUPOBAHHBIMU
CIelMauCTaMU IPOU3BOOUTENISI CPELNCTB aHTUBUPYCHOM 3allIUTHI U €TI0 ITapTHEPOB
1o TenedoHy, 3JIEKTPOHHOM Mo4YTe U Uepe3 MIHTepHET.




